MYHUIUITAJIbBHOE KASEHHOE OBIIEOBPA30OBATEJILHOE YUYPEXK/JIEHUE
«CPEJHASI OBIIEOBPA30BATEJIBHASI ITKOJIA Ned UMEHU P.U.ABA3OBA
I'OPOJCKOI'O IIOCEJIEHUSI TEPEK» TEPCKOI'O MYHUITUITIAJIBHOI'O PAMOHA
KABAPJIUHO-BAJIKAPCKOM PECITYBJIMKHA

‘Mopaenan yrpo3 6€30nacHOCTH NMEPCOHATbHBIX JaHHBIX MPH HX
00padoTke B HHPOPMALIMOHHBIX CUCTEMAX MEPCOHATBbHbIX JaHHBIX

MKOY COL Ned4 um.P.U.AbGa3zoBa r.n. Tepek.



O003HaYCeHHA U COKPALLICHUA

APM — aBTOMaTU3HpPOBAHHOE pabovee MECTO

BU — BunoBas nuadopmarus

BTCC — BcnomoraTenbHble TEXHUYECKUE CPENICTBA U CUCTEMBbI
NCTIIx — nadopmarimonHas cuctemMa mepCoOHANbHBIX TaHHBIX
K3 — konTponupyemas 30Ha

MDD — MexceTeBO IKpaH

HJ/IB — HenexknapupoBaHHBIE BO3MOXHOCTH

HCJI — HeCaHKIIMOHUPOBAHHBIN TOCTYI

OBI1JIn — oGecnieueHmre 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX
OC — onepanvoHHasi cucTeMa

I1/IH — mepcoHaJIbHBIE TaHHBIE

I[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ACUCTBUE

[1O — nporpamMmmHOe obOecrieueHne

[IOMUH — nobouHbIe 37IeKTPOMAarHUTHBIE U3TYyUEHHS 1 HABOAKHU
PU — peueras uadopmarus

CBT — cpenctBo BBIUUCIUTENBHON TEXHUKH

C3U — cpeacTno 3anuThl HHOOPMAITUN

CIIN — creranorpaduueckoe npeoOpazoBaHre HHPOpMAITUU
COVIIN — cnenmanbHbIE JIEKTPOHHBIE YCTPOUCTBA MepexBaTa nHMopMaImu
TKYU — TexHnyeckuii kKaHan yTeuku HHOpMaIuu

TCOMU — TexHuuyeckue cpeactsa 00padoTKu HHPOPMALINH
YBITH — yrpo3sl 6€30macHOCTH MePCOHATBHBIX TaHHBIX
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1. TepmuHBbI U OnIpeeSIeHUsI

B Hacrosmem [OKyMEHTE MCIONB3YIOTCS CIEAYIOIIME TEPMUHBI H HUX
OIIPEEIICHHUS:

ABTOMATH3HMPOBAHHAA CHCTEMa — CHCTEMA, COCTOAINAs W3 IIEPCOHANA U
KOMIUIEKCA  CPEACTB  aBTOMATU3allMM €0  JACATEIbHOCTH,  PEAIM3YIOLIAs
MH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJHEHHUSI YCTAHOBJICHHBIX (PYHKIUH.

AyTeHTI/I(l)I/IKaIIl/Iﬂ OTNIPpABUTEAA HAHHBLIX — IIOATBCPKACHUEC TOI'0, YTO
OTIIPABUTCIIb IMOJYYCHHBIX JAHHBIX COOTBCTCTBYCT 3ajABJICHHOMY.
be3onacHocTh MEPCOHAJIBbHBLIX JAHHBIX — COCTOJAHHC 3allUINCHHOCTH

NEPCOHAIbHBIX  JIAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKUX  CPEACTB M  HMHPOPMALMOHHBIX  TEXHOJOTUHA  0OEeCcHeuuTh
KOH(UACHIINATIBHOCTD, IIETOCTHOCTh U JIOCTYITHOCTh MEPCOHATBHBIX JTaHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX.

BiokupoBaHne nepcoHAJBHBIX JAHHBIX — BPEMEHHOE MpEKpanieHue coopa,
CUCTEMATU3allMM, HAKOIUIEHHUs, HCIIOJIb30BaHUsA, PACIPOCTPAHEHUs, NEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX NIEPEAAUH.

Bupyc (koMnbHOTEepHbIM, NPOrPAMMHBIN) — UCHOJIHAEMBIA IPOrPaMMHBIN
KOJ WIM HWHTEpHpEeTUpyeMbld Ha0Op HWHCTPYKUMH, 0O0Jajaromuii CBOWCTBAMU
HECAaHKLIMOHUPOBAHHOIO PACIPOCTPAHEHUS M caMoBocnpousBeneHuss. Co3qaHHbIE
AyOJIMKaThl KOMIBIOTEPHOTO BHUpPYyCa HE BCErja COBNAJAlOT C OPUTHMHAJIOM,

HO COXPaHSIOT CIIOCOOHOCTD K JanbHeHIemMy pacnpocTpaHEHUIO
Y CaMOBOCHPOU3BEICHMUIO.
Bpenonocnasi mporpamma — mporpamMma, —IpeJHa3HayeHHas IS

OCYIIIECTBJIICHUS HECAHKIIMOHUPOBAHHOIO JOCTyna u (Wiau) BO3JCUCTBUA Ha
NepCoHANIbHbIE JaHHbIE WM PECypchbl MH(MOPMAIMOHHOM CHUCTEMBI MEPCOHAIBHBIX
JAHHBIX.

BcnomoraresibHble TeXHHYECKHE CPeACTBA M CHCTEMbl — TEXHHUYECKHE
CpENICTBA M CUCTEMBI, HE Mpe/IHa3HAYCHHbIE IS Mepeiaun, 0OpabOTKU U XpaHEHUs
MEPCOHAJBHBIX JTAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUUYECKUMU CPEACTBAMU
U CUCTEMaMHM, MpEAHA3HAYEHHBIMH /Jii 0OpaOOTKMU MEPCOHAJIbHBIX NaHHBIX, WIH
B TIOMEIIEHUAX, B KOTOPHIX YCTAHOBJEHb HH()OPMAIMOHHBIE  CHUCTEMBI
NIEPCOHAJIBHBIX JAHHBIX.

JocTtyn B omnepauMoOHHYI cpeay KoMnbHTepa (MHGOPMALMOHHOM
CHCTEMbI MEPCOHAJBHBIX JAHHBIX) — IMIOJIYYEHHE BO3MOXKHOCTH 3aIlyCKa Ha
BBIMIOJIHEHHE INTAaTHBIX KOMaHJ, (YHKUIUH, NpPOIeNyp ONEpalliOHHOW CHCTEMBI
(YHUYTOXXEHHUSI, KOMHUPOBAHUS, TNEpPEMEIIeHUs] M T.M.), HCHOJHSEMbIX (pailioB
MPUKJIAJIHBIX IPOrPAMM.

Hoctyn k wuHdpopManmum — BO3MOXHOCTh TMOJY4YEHUS HHPOpMALUU MU
€€ MCIOJIb30BAHMS.
3ak/aiouHoe YCTPOWMCTBO — DOJEMEHT CpeacTBa chema HHGOpMaIHH,

CKPBITHO BHEIPSEMbIN (3aKJIaJbIBACMbIii WM BHOCHUMBIH) B MeECTa BO3MOXKHOTO
chema mH(popmanuu (B TOM YHUCJIE B OTPaKICHHE, KOHCTPYKIIHIO, 00OpYyIOBaHHE,
NpeaMeThl MHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, a TAKXKE B TEXHHUYECKHE CPEICTBA
Y CUCTEMBI 00pa0OTKH WH(MOPMAITIH).
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3amumaemass uHdopmauusa — wuHGOpMAIMS, SBIAIOMIASICS TMPEIMETOM
COOCTBEHHOCTH U MOJJIEXKAIlasl 3alIUTe B COOTBETCTBUU C TPEOOBAHUSIMU TPABOBBIX
JOKYMEHTOB UJIU TPEOOBAHUSMH, YCTAHABIMBAEMbIMU COOCTBEHHUKOM HWH(MOpMAITUH.

Unentudukanuss — 1npucBoeHHE CcyObeKTaM U O0BEKTaM J0CTyma
uneHTudukaropa u (Win) CpaBHEHUE MPEIBABISIEMOro HACHTU(UKATOPA C TIEpEUYHEM
MIPUCBOCHHBIX MICHTH(PUKATOPOB.

NudopMaTuBHBI CHUTHAT — DJJIGKTPUYECKHE CHTHANBI, aKyCTUYECKHe,
AJIIEKTPOMArHUTHBIE U JIpyrue (U3UYecKue Mojis, Mo MapaMeTrpaM KOTOPBIX MOKET
ObITh packpbiTa KoHGUAeHIMaIbHAs HWH(OpMalus (MepcOHATbHBIE JaHHBIE),
oOpabarpiBaeMasi B ”HGOPMAIIMOHHOM CHUCTEME TIEPCOHATBHBIX JaHHBIX.

Nudopmanmonnasi  cucreMa  NEPCOHAJBHBIX  JAHHBIX  —  3TO
uHPOpPMAIIMOHHAA CHCTEMA, MPEICTaBIstonas co00il COBOKYITHOCTh MEPCOHATBHBIX
JaHHBIX, COJEpKaIINXCs B 0a3e JaHHBIX, a Takke WHPOPMAIIMOHHBIX TEXHOJIOTHHI U
TEXHUYECKUX  CPENCTB, TO3BOJSIONIMX  OCYIIECTBIATH  00OpabOTKY  TaKHX
MEPCOHATBHBIX JIAHHBIX C HCIOJb30BAaHUEM CPEACTB aBTOMATH3alUU WU
0€e3 UCTIIOJIb30BAHMS TAKUX CPEJICTB.

Nudopmanmonnbie TEXHOJOTMH — TPOIECCHl, METOJBI IOHMCKa, cOopa,
XpaHeHUs, 00pabOTKH, MPEOCTABICHUS, PACTIPOCTPAHCHUS WH(DOPMAITUU U CTIOCOOBI
OCYILIECTBJICHHS TAKMX MPOIECCOB U METOJIOB.

HcrouHuk yrpo3bl 0e3omacHocTH HHPOpPMAUMH — CYOBEKT [OCTYIIa,
MaTepuadbHBIA OOBEKT WU (PUINIECKOE SBICHUE, SBISIONIMECS MPUINHON
BO3HMKHOBEHUS YTpo3bl 0€30MaCHOCTH UH(POPMALIIH.

Kontponupyemass 30Ha — 3TO MNPOCTPAHCTBO, B KOTOPOM HMCKIIIOUYEHO
HEKOHTPOJUpPYEMOE MpeObIBAHME COTPYIHHMKOB UM IOCETUTENIEW omepaTopa
Y IOCTOPOHHUX TPAHCHIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIbHBIX CPEJCTB.

KonpuaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTelbHOE IS
COOJIIOJICHUSI OIEepaTOpOM WM HMHBIM TOJYUYMBIIUM JOCTYIl K IEPCOHAIbHBIM
JaHHBIM JIUIIOM TpeOOBaHME HE JOMYCKAaTh HMX paclmpocTpaHeHus Oe3 coriacus
CyObeKTa MepCOHAIbHBIX JAHHBIX WM HAJIUUYUS HHOTO 3aKOHHOI'O OCHOBAHUSI.

MexcereBOd  3KpaH  —  JIOKQIbHOE  (OAHOKOMIIOHEHTHOE)  WIH
(GyHKIIMOHATBHO-PACTIPEACTICHHOE IPOrpaMMHOE (mporpaMMHO-anmapaTHoe)
CpencTBO (KOMIUIEKC), pealiu3yroliee KOHTPOJIb 3a uHpopMalued, mocTynaromueil B
MH(OPMAIIMOHHYIO CHCTEMY TNEPCOHANbHBIX JaHHBIX W (WIM) BBIXOJALIEH U3
MH(OPMAIMOHHON CUCTEMBI.

Hapymurenas 6e30macHOCTH MePCOHAJIBHBIX JAHHBIX — (PU3HWYECKOE JIUIIO,
CIIy4ailHO WJIHM NPEJHAMEPEHHO COBEPIIAIOLIEE JEHUCTBHS, CIIEICTBHEM KOTOPBIX
ABIISIETCSl HapyllleHHEe O0e30MacHOCTH MEPCOHAJBHBIX JAHHBIX NMPU HX 00paboTKe
TEXHUYECKUMU CPECTBAMHU B HHPOPMAIIMOHHBIX CUCTEMax MEePCOHAIBHBIX JAHHBIX.

HenexiapupoBanHble BO3MOKHOCTHM — (YHKUHOHAJIbHBIE BO3MOYKHOCTH
CPEICTB BBIYMCIUTEIBHON TEXHUKH, HE OMNHCAHHbIE WJIM HE COOTBETCTBYIOLIWE
OMMCAHHBIM B JOKYMEHTAIMU, IPU UCIOJIb30BAHUN KOTOPBIX BO3MOYKHO HapyILIECHHE
KOH(UJIEHIIUATBbHOCTH,  JAOCTYIHOCTM  WJIM  IIEJIOCTHOCTH  0OpabaThiBaeMoii
nHpopManuu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKUMOHUPOBAHHbIE [eHCTBUA) —
AOCTYyN K WHQOpPMAIMM WIH JACUCTBHA C HWH(OpMaluen, OCYIIECTBIsIEMbIE C
HApYyIICHUEM YCTAHOBJCHHBIX MpaB W (WJIM) MPaBWI AOCTyNa K MHGOpPMAIUU WU
JIEUCTBUH C HEHl C MPUMEHEHUEM IITATHBIX CPEICTB MHPOPMALIMOHHON CUCTEMBI WIIH
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CPEICTB, AHAJIOTUYHBIX MM TIO CBOUM (DYHKIIMOHAILHOMY TIPEIHA3HAYCHUIO U
TEXHUYECKUM XapaKTEPUCTUKAM.

Hocutens nndopmaumu — Qusnyeckoe JUIO WM MaTepUATbHBIM OOBEKT, B
TOM 4Hclie PU3ndeckoe 1moiie, B KOTOpOoM MHGOpMAIIUs HAXOJUT CBOE OTPa)KEHUE B
BUJE CHUMBOJIOB, O0pa30B, CUTHAJIOB, TEXHUYECKUX PpEUIEHUH U MPOILIECCOB,
KOJIMYECTBEHHBIX XaPAKTEPUCTUK (PU3MUECKUX BETUYMH.

O0paboTka mepCcOHANBHBIX [JAaHHBIX — JICUCTBUA  (omepanuu) C
MEPCOHATBHBIMU  JIAHHBIMM, BKJIIOYass CcOOp, CHUCTEMaTU3allMI0, HAKOIUICHHE,
XpaHEeHHe, yTouHeHne (0OHOBIIEHNE, U3MEHEHUE), HCTIOJIb30BAHKE, PACIIPOCTPAHEHUE
(B TOoM u4wucie nmepenaudy), o00e3NIUYMBaHUE, OJIOKUPOBAHUE, YHUYTOXKECHHE
MEPCOHAJIbHBIX JAHHBIX.

Omneparop — rocy1apCTBEHHBIN OpPraH, MyHULUIIAJIbHBIM OpraH, FOPUANYECKOE
i (pU3udYecKoe JUI0, OpraHU3yIoImHe W (WIU) OCYIIECTBIAIONINE 00pabOTKYy
MEPCOHATBHBIX JIAHHBIX, @ TAK)Ke OIPEACNAIONINe IeIM U COjepKaHue o0paboTKu
MEePCOHAIbHBIX JTAHHBIX.

IlepexBar (uHpoOpMauMu) — HENPaBOMEPHOE MOJIyYeHHE HHPOPMALUU C
MCIOJIb30BAaHUEM TEXHUYECKOTO CPECTBA, OCYIIECTBISIONIEr0 0OHAPYKEHHE, TIPUEM
1 00paboOTKy MH(POPMATUBHBIX CUTHAJIOB.

Ilepconanbuble JaHHble — Jr00ass  uHGOpMaIMs, OTHOCAWIAsCS K
OIPEICIICHHOMY HJIU OIPEIeNIIEMOMY Ha OCHOBAaHUH Takol HH(OpMaluu GU3n4eckoMy
iy (CyObeKTy MEepCOHABHBIX JaHHBIX), B TOM YHCJE €ro (pamMuius, UMs, OTYECTBO,
JaTa ¥ MECTO POXKICHHMS, aJIpec, CEMENHOE, COIIMATIbHOE, UMYILIECTBEHHOE MOJIOKEHHE,
oOpa3zoBanue, mpodeccusi, J0X0bl, Apyras uHGHOpMaIIUs.

Ilo0o4HbIe  3JIEKTPOMATHUTHBIE U3JIyYeHus " HABOJAKH  —
ANIEKTPOMArHUTHBIE M3IYyYEHUS TEXHUYECKHUX CpPEICTB OOpabOTKH 3alluIlaeMOn
uH(popMaIKi, BOZHUKAIOLIME KaK MOOOYHOE SIBJICHUE U BbI3BAHHBIE 3JIEKTPUUECKUMHU
CUTHAJaMU, JACHCTBYIOIIMMHU B MX D3JEKTPUUECKUX M MArHUTHBIX LEMSIX, & TaKXKe
AJIEKTPOMArHUTHBIE HABOJKM JTUX CUTHAJIOB Ha TOKOMPOBOMSIIUE JIMHUH,
KOHCTPYKIIMU U LEMU MUTAHUS.

IHonb3oBareb MHPOPMALMOHHON CHCTEMBI NEPCOHAJBHBLIX JAHHBIX —
JUI0, ydYacTBywIiee B  (DYHKIMOHUPOBAHUM  WH(OPMAIMOHHOM  CHUCTEMBI
MEePCOHATBHBIX JAHHBIX WU UCTIOIB3YIOIIEe PE3ybTaThl €€ (YHKIIMOHUPOBAHUS.

IlpaBuia  pasrpaHMYeHusi  JOCTya  —  COBOKYIIHOCTb  IIPaBWII,
periIaMeHTUPYIOIIUX MpaBa AOCTyNa CyObEKTOB AOCTYIA K 00bEKTaM JOCTYTIA.
IIporpaMMHasi 3aKjIaJKa — CKPbITHO BHECEHHBIM B IPOrPAMMHOE

oOecriedyeHne (YHKIIMOHAIBHBI OOBEKT, KOTOPBIM MpPH OINPEIEICHHBIX YCIOBUAX
CIIOCOOEH  00ECHeunTh HECAHKLMOHUPOBAHHOE IPOrpaMMHOE  BO3JACHUCTBHE.
[Iporpammuas 3akiaazKa MOXKET ObITh pealn30BaHa B BUAE BPEAOHOCHOMN MPOrpaMMbl
WJIU IPOTPAaMMHOTO KOJA.

IIporpammHoe (mporpaMMHO-MaTeMaTHYeCKOE)
BO3/CHCTBHE - HECAHKI[MOHUPOBAHHOE BO3/EHUCTBUE Ha pecypcehl
aBTOMAaTU3UPOBAaHHON  MH(MOPMAIMOHHOM  CHCTEMBI, OCYILIECTBIAEMOE  C

WCTIOJIb30BAHMUEM BPEJOHOCHBIX ITPOTPAMM.

Pecypc uH(poOpMAIIHOHHON CUCTEMbI — UMEHOBAHHBIN AJIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO 15R10 armapaTHOro oOecrieueHust (G YHKITMOHUPOBAHUS
MH()OPMAITMOHHON CUCTEMBI.
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CpeacrBa BBIYHMCJIUTEIbHOH TEXHHUKH — COBOKYIHOCTh MPOTPAMMHBIX H
TEXHUYECKHUX DJIEMEHTOB CUCTEM 00paOOTKM TaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEIILHO WM B COCTaBE JPYTUX CUCTEM.

Cyo0bekT gocrynma (Cy0ObeKT) — JIMIIO WIM MPOLECC, ACHUCTBUA KOTOPOTO
PErJaMeHTHUPYIOTCS IPABWIIAMH Pa3TpPaHUYEHUS JTOCTYTIA.

Texnunueckue cpeacrsa HH(MPOPMAUMOHHOM CHCTEMbl IEPCOHAJIBHBIX
JAAHHBIX — CPE/ICTBA BBIYUCIUTEIbHON TEXHUKH, WH()OPMAIMOHHO-BHIYHCIUTENbHbIC
KOMIUIEKCHI M CETH, CpEICTBa M CHUCTEMbl Iiepellayd, mnpuemMa U o0padoTKu
MEPCOHAJBHBIX JIaHHBIX (CpEICTBA W CHUCTEMBbI 3BYKO3aIUCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHUS, IIEPETOBOPHBIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA
M3TOTOBJICHUS, THPAXUPOBAHUS JOKYMEHTOB W JIpyrU€ TEXHUYECKHE CPEICTBA
00paboTku peueBoi, rpaduveckoil, BUIe0- U OyKBEHHO-IU(DpoBOi mHDOpMaIun),
NporpaMMHbI€ CpelcTBa (ONEpaIMOHHbIE CUCTEMBI, CUCTEMBI YIpaBlieHUs1 Oa3zaMu
JAHHBIX U T.I1.), CPEJCTBA 3AIIMTHl UHPOPMALIMH.

TexHnuyeckuil KaHaJ yTe4Kd HMHEQOPMALMH — COBOKYIHOCTb HOCHUTENS
uHpopmanmu  (cpeacrBa  o0pabOTKu), (UBUYECKOW Cpeabl  pacnpOCTpPaHEHHUS
MHPOPMATUBHOTO CHTHala M CPEACTB, KOTOPHIMH JIOOBIBAETCS 3alluIaeMast
nHpopMarus.

Yrpo3sl 0€30aCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYIIHOCTbH YCIIOBHM U
(GakTopoB, CO3MAIOMIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIIE
CIy4ailHOro, J0CTyna K NEpCOHAJIbHBIM JaHHBIM, PE3yJbTaTOM KOTOPOI'O0 MOKET
CTaTh YHUYTOXXEHUE, U3MEHEHUE, OJIOKMPOBAaHHE, KOMUPOBAHME, PACIPOCTPAHEHUE
MIEPCOHANBHBIX JAHHBIX, & TAKKE€ MHBIX HECAHKIMOHUPOBAHHBIX EUCTBUU MpPU UX
00paboTke B UHGOPMAITMOHHON CUCTEME MEPCOHAIBHBIX JAHHBIX.

YHUYTOXKEHHE NePCOHANBHBIX JaHHBIX — JICHCTBUS, B PE3YJbTAaTEe KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBHUTH  COJAEpKAHWE  MEPCOHANBHBIX  JAHHBIX B
MH(POPMAIIMOHHON CHUCTEME IEPCOHATBHBIX NAHHBIX WM B PE3yJbTaTe KOTOPBIX
YHUUTOKAIOTCS MaTepUaibHbIe HOCUTENH MEPCOHAIbHBIX TaHHbIX.

Yreuka (Gammmaemoi) HHGOPMAUMH 10 TEXHUYECKHM KAHAJIAM —
HEKOHTPOJIMPYEMOE pacHpOCTpaHEeHHE HH(POpPMAILMM OT HOCHUTENS 3alUIAaeMOn
uHpopmauu  4depe3  (PU3MYECKYI0  Ccpedy OO0  TEXHUYECKOro  CpEelCTBa,
OCYILIECTBIISIOUIET O MepexBaT UH(HOpPMALIHH.

Va3BUMOCTh — HeEKas clnabdocTh, KOTOPYIO MOMKHO HCIOJIb30BATh IS
HaAPYIIEHUS CUCTEMBI WIIA COJIepIKAIIEicst B Hel nHbOpMaITim.
LenocTHocTh MHpOpPMAUMUM — COCTOSHHME WHQPOpPMAIUU, TPH KOTOPOM

OTCYTCTBYCT JI000€ ee W3MEHeHHe U000 H3MEHEHHE OCYHICCTBJIACTCSA TOJIBKO
npeaHaMCpCHHO CY6'[>€KTaMI/I, HMCHOIIMMHU Ha HEI'O IIPaBo.
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2. O01IHMe moJI0KeHus

Hacrosias «ba3oast Mozienb yrpo3 0€30macHOCTH NEPCOHATBHBIX JAHHBIX MPU UX
00paboTke B MHPOPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JNAaHHBIX» (nanee — Mopenb
YIPO3) COAECPIKUT CUCTEMATU3UPOBAHHBIN TIEpEYeHb YIpo3 0€30MacHOCTU NEPCOHATBHBIX
JIAHHBIX TIPY WX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHAIILHBIX JTAHHBIX. JTH
yIrpo3bl OOYCJIOBJCHBI TPEAHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU JICHCTBUAMU
(U3UYECKUX JIHII, IEUCTBUAMU 3apPYOCKHBIX CIEICTYKO WM OpraHU3aIii (B TOM YHCIIe
TEPPOPUCTUYECKUX), & TaKXKe KPUMHHAIBHBIX TPYIIHUPOBOK, CO3MAIOIIUX YCIOBUS
(MPeanOChIIKK) TS HApYIIeHUsT 0€30MacHOCTH nepcoHaIbHbIX naHHbIX (I1/1H), KoTopoe
BEJICT K yIepOy KU3HEHHO BAKHBIX MHTEPECOB JIMYHOCTH, OOIIIECTBA U TOCYAapCTRa.

Mopgenbs yrpo3 COAEPXKUT €IUHBIE HWCXOJHBIE JAaHHBIE IO yIrpo3am
0€30MacHOCTH MEPCOHAIBHBIX JIaHHBIX, 00pa0aThIBAEMBbIX B HH(POPMALMOHHBIX
cucteMax nepcoHanbHbiX HaHHbIX (MCII/IH), cCBSI3aHHBIM:

c mepexBatoM (cbemoMm) II/IH MO TEXHHUYECKMM KaHajlaM C IEJIbl0 HX
KOIMPOBAHMS W HENPABOMEPHOTO PaCHPOCTPAHEHNS;

C HECAHKIIMOHUPOBAHHBIM, B TOM 4MCJE CiydailHbM, goctynoM B MCII/IH ¢
LEJIbI0 W3MEHEHUs, KOIMMUPOBAHUA, HEMPABOMEPHOro pacnpoctpaHenus lI/IH wmwm
JNeCTPYKTUBHBIX Bo3aercTBuil Ha anemeHnThl UCIIJIH u o6pabdatpiBaembix B HUX [1/1H
C HCIIOJB30BAaHUEM MPOTPAMMHBIX U MPOTPAaMMHO-ANNapaTHBIX CPEJCTB C LEJbIO
YHUUTOKEHUS WK OnokupoBanus [1/1H.

C npumenenueM Mojienu yrpo3 pemaroTcst CIeayonue 3a1auun:

pa3paboTka 4YacTHBIX Mojeneil yrpo3 Oe3omacHoctd I[IJ[H B KOHKpETHBIX
NCIIH ¢ yueToM ux Ha3HAYEHUs, YCIOBUH U OCOOEHHOCTEN (DYHKIITMOHUPOBAHMS;

ananu3 3ammmeHHoctd MCIIa ot yrpo3 6e3onmacHoctu II/IlH B xome
OpraHu3allMy U BBIMOJIHEHUS paboT no odecneuenuto 6ezomnacHoctu [1/1H;

paspabotka cuctembl 3amuThl I1/[H, oOecmeunBaromel HEUTpaIM3aLIUIO
MpeAnoJiaraéMblX YIpo3 C HCIOJIL30BaHUEM METOAOB U crmocoOoB 3amuthl [1]]H,
MPEAYCMOTPEHHBIX ISl COOTBETCTBYoMIEro kiacca MCIT/H;

MPOBEJCHUE  MEPOIPHUATHIA, HalnpaBJICHHBIX  HAa  MPEIOTBPALICHUE
HECaHKIIMOHUPOBAHHOTO joctyna K [1JIH u (unu) nepenayu ux jauiam, He UMEIOIIUM
mpaBa JA0CTyNa K TakoM UH(pOpMaIu;

HeJonylleHne Bo3necTBus Ha TexHuueckue cpeactsa UCIIH, B pe3ynbraTe
KOTOPOI'0 MOXKET ObITh HAPYIIEHO UX (PYHKIMOHUPOBAHHUE;

KOHTPOJIb 00€CTeUeHUsl YPOBHS 3aIIUIIIEHHOCTH IEPCOHATIBHBIX JAHHBIX.

B Mopenu yrpo3 npano o6o6mienHoe onucanne WCII[IH kak 00BbEKTOB
3aIUThI, BO3MOXKHBIX HMCTOYHUKOB YIpO3bl O€30MACHOCTH MEPCOHAIBHBIX JAaHHBIX
(YBII[IH), ocHoBHBIX KiaccoB ys3Bumocterd WMCIIJIH, BO3MOXXHBIX BHJIOB
JIECTPYKTUBHBIX Bo3aercTBU Ha [1JIH, a Tak)ke OCHOBHBIX CIIOCOOOB UX PEaTM3alIHH.

Yrposwl 6e3omacHoctu [1J1H, o6pabateiBaembix B MCII/IH, conepsxarmiuecs B
Hactosied Mojienu yrpo3, MOT'YT YTOUHSITHCS U JOHOJHSTBHCS 110 MEPE BHISBICHUS
HOBBIX HMCTOYHUKOB YIpO3, pa3BUTHs CIocoOOB U cpenactB peanusanuu YBIIJ[H B
NCIIJH. Buecenne namenenuii B Mojens yrpo3 ocymectsisiercs ®CTOK Poccuu B
YCTaHABIMBAEMOM TOPSJIKE.



8

3. Knaccudukanusi yrpo3 06e30macHOCTH MEPCOHATbHBIX TAHHBIX

CoctaB u coxepxxanue YDBII/IH onpenensiercss COBOKYNHOCTBIO YCIIOBHUA H
(GakTOpoB, CO3JAIOUIMX OMACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM YHCIIE
ciy4yanHoro, nocryna K [1J1H.

COBOKYNHOCTh TakuX YCIOBUH U (akTOpoB GHOpMHUPYETCS C YUETOM
xapakrepuctuk MCII/IH, cBOMCTB cpenbl (IIyTH) paclpoCTpaHEHUsI UH(POPMATUBHBIX
CUTHAJIOB, COACPKAIINX 3alIUIIaeMy0 HH(OPMAIINIO, 1 BO3MOXKHOCTEH NCTOUYHUKOB
YTPO3BL.

K xapakrepuctukam MCII/IH, oOycioBnuBatommum Bo3HUKHOBeHHE Y BII/IH,
MOKHO OTHECTH KaTeropuio u oobeMm obpabarpiBaembix B MCIIJIH mepcoHanbHBIX
nanubeix, crpykrypy WCII[H, nHanuume noaxmouenuit MCII[H k cersiM cBsi3u
00IIero Moib30BaHUS U (MIIM) CETAM MEXIYHApOAHOr0 MH(OPMAIMOHHOTO OOMEHa,
XapaKTEpUCTUKU TmoAcucTeMbl Oe3omacHoctu I[1/1H, obpabateiBaembix B MCII/H,
pPEXUMBI 00paOOTKH MEPCOHANBHBIX JAHHBIX, PEKUMbI pa3rpaHUYEHUS MPaB JI0CTYIA
nosb3oBarened MCIIIH, MECTOHAXOXKIEHUE U YCIOBHUS Pa3MEIICHUS TEXHUYECKUX

cpeacts UCII/H.
Nudopmanumonnsie cucrtembl I[I/[H npencraBisgioT co00il COBOKYHHOCTb
MH(OPMAIIMOHHBIX W MPOrpaMMHO-anmnapaTrHbIX  3JEMEHTOB, a  TaKXKe

MH(OPMAIMOHHBIX TEXHOJIOIHH, MPUMEHsAEeMbIX Ipu 00padoTke [1/]H.

OcHoBHbIMU d1eMeHTamu CIT/IH saBastoTcs:

NIEPCOHAJIbHBIE JTAaHHBIE, cojepraliuecs B 0a3ax JaHHBIX, KAK COBOKYIHOCTb
uH(popmaluu 1 ee Hocutenei, ucnoabzyeMbix B UCI/IH;

MH(pOpMaIMOHHbIE TEXHOJIOTUH, TpUMEHsieMble Tipu 00padoTtke [1/1H;

TEXHHYECKHUE CPEICTBa, OCyIIlecTRIsmomue oopadborky II[n (cpemcTBa
BBIYHMCIIUTEIBbHON TEXHUKH, NH(POPMAMOHHO-BBIYUCIUTENbHbIE KOMIUIEKCHI U CETH,
CpEICTBAa U CHUCTEMBI Nepenayu, npuema u oopadotku IIJ[H, cpeacTBa M cucTeMbI
3BYKO3aIlUCH,  3BYKOYCWJIEHUS,  3BYKOBOCIIDOM3BEJICHHUS,  IE€PErOBOPHBIE U
TEJIEBU3HOHHBIE YCTPOICTBA, CPENICTBA U3TOTOBJIEHUS, TUPAKUPOBAHUS JOKYMEHTOB
U Jpyrue TEXHUYECKHe CpeacTBa oOpabOTKH pedyeBoil, rpaduyeckoil, BUAECO- H
OykBeHHO-LIM(poBOM nHDOpMalun) (nanee — Texuuueckue cpeacrsa UCIIn);

MpPOrpaMMHbIE CpEeACTBa (ONEPAlMOHHBIE CUCTEMBI, CHUCTEMbI YIPaBICHUS
0azaMu TaHHBIX | T.I1.);

CpeICTBA 3alUThl HH(OPMAIIUH;

BCIIOMOrarenbHble TexHuueckue cpeactsa u cucrembl (BTCC) — TexHuueckue
CpPEICTBA M CHUCTEMbl, UX KOMMYHHKAIMW, HE MpeAHa3HAYEHHbIE IJis1 00paboTKU
[I/1H, HO pa3MEIlEeHHblE B NOMELIECHUSIX (Janee — CiIyKeOHble IOMEUICHMs), B
KoTopbIx pacnonoxenbl MCII/IH, nx TexHuueckue cpenctsa (pa3iuyHOro poja
Tene(OHHbIE CPENCTBA U CUCTEMBI, CPEACTBA BHIYMCIUTENBHON TEXHUKH, CPEICTBA U
CUCTEMBI IIEPENAYN JAHHBIX B CUCTEME PAAUOCBS3H, CPENCTBA U CUCTEMBI OXPAHHOU
U IMOXKapHOW CUTHAIM3ALMH, CPENCTBA U CUCTEMBI ONOBELICHUS W CUTHAJIU3ALINH,
KOHTPOJIbHO-U3MEPUTEIIbHAS anmaparypa, CpelCcTBa U CUCTEMBI
KOHJAULMOHUPOBAHHUS, CPEICTBA U CUCTEMBI IIPOBOJHON PaIHOTPAHCIALIMOHHON CETH
U IpUeMa IpPOrpaMM paJUOBEIIAHMS M TEIEBUICHUSA, CPEACTBA JIIEKTPOHHOU
OPTTEXHHUKH, CPEIICTBA U CHCTEMBI DJICKTPOYACOPHUKAIINN).

CpoiictBa cpeabl (IyTH) paclpocTpaHEHUs HWH(OPMATUBHBIX CHUTHAJIOB,
cCoZieprKalllMX 3allUIaeMyl0 HHQOpMAIMIO, XapaKTepU3yloTcs BUIOM (pHU3HuecKon
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cpenbl, B KOTOpoM pacnpoctpansatorca I[I/IH, u ompeaenstorcss INpu  OLIEHKE
BO3MOXKHOCTH peanu3anuu Y bITJIH.

Bo3moxkHocTu ucrounukoB YBIIIH 00ycnoBiIeHbI COBOKYITHOCTBhIO CIIOCOOOB
HECAaHKIIMOHUPOBAaHHOro W (wiM) ciydaitHoro aoctyna k IIJ[H, B pe3ynbrare
KOTOPOrO  BO3MOXKHO  HapylieHHe  KOH(UICHIHANIbHOCTH  (KOMHUPOBaHUE,
HEMPAaBOMEPHOE PACHPOCTPAHECHHE), LEIOCTHOCTH (YHUUYTOXKEHUE, WU3MEHEHHUE) U
noctynHoctH (OokupoBanue) [1/1H.

VYrpoza 6e3onacHoctu [1J[H peanusyercss B pe3yiabTare 0Opa3oBaHUsl KaHaia
peanuzauu YBIIJ[H Mex1y UICTOUHUKOM yrpo3bl U HocuteneMm (uctouyHukom) [T/,
YTO CO3/Ia€T yCIIOBUsA Il HapyieHus Oe3omacHoctd [1/IH (HecaHKIIMOHUPOBAHHBIM
WJIU CITy4YalHbIA TOCTYM).

OcHoBHBIMH 3JIeMeHTaMu KaHana peanu3auuu Y BIIIH (pucynok 1) sBustorcs:

uctouHuk YBIIJIH — cyObekT, MaTepHalbHbIH OOBEKT WM (HU3UUECKOE
siBlIcHUE, co3aaromue Y bII1/IH;

cpena (myth) pacnpoctpanenus II/IlH wuam  BoO3AEHCTBHI, B KOTOPOM
(du3nuecKkoe 1oJie, CUrHall, JaHHBIE WJIM MPOrPaMMbl MOTYT PacIpOCTPAHATHCS U
BO3/ICIICTBOBATh Ha 3alllMIaeMble CBOMCTBA (KOH(PHUIECHUUATBHOCTh, LIEIOCTHOCTD,
noctynHocTs) [1]1H;

Hocutenb [1/In — ¢pusndeckoe AUIO WK MaTepualbHBI OOBEKT, B TOM YHCIIE
¢usnueckoe moiue, B koropoM IIJ[H HaxoAsT cBoe OTpa)ke€HUE B BUJIE CHMBOJIOB,
0o0pa3oB, CHUTHAJIOB, TEXHUYECKUX PpEUIEHUH M MPOLECCOB, KOJIUYECTBEHHBIX
XapaKTEPUCTUK (PU3NUECKUX BETUYHH.

Cpena pacnpocTpaHeHHs
Hcrounuk 111 u BO3AEHCTBYI
yrpo3 6€301acHOCTH |4+ TpueMHuK +—> Hocurens I1/1n
I11n MH(POPMATUBHOI'O CUTHAJIA
[lepenatuuk
BO3/ICHCTBYIOIIETO CUTHATIA

Pucynok 1. O6061ieHHas cxeMa KaHalla peajin3aluu yrpo3 0€30macHOCTH
MEPCOHATBLHBIX JAHHBIX

Hocurenn II[[H moryr coxmepxarb HHQOpPMAIMIO, MPEICTAaBICHHYIO B
CJIEYIOUIUX BUIAX:

akycruueckas (pedeBas) undopmanus (PU), conepkaimascs HemocpeacTBEHHO
B IpouzHocuMoi peun mnonb3oBarenss WCIIJH mpu ocymecTBiaeHHMH UM (QYHKIMH
roinocoBoro BBoma IIJla B WCII[n, mmbGo Bocmpom3BoawMas aKyCTHYCCKHUMHU
cpeacteamu UCII/IH (ecnu Takue (pyHKIMH NPETYCMOTPEHBI TEXHOJIOTHEN 00pabOTKU
[1/1H), a Taxke coaepKalascsi B JJIEKTPOMArHUTHBIX TNOJSAX U AJIEKTPUUYECKUX
CUTHaJIaX, KOTOPbIE BO3ZHUKAIOT 3a CUET MPeoOpa3oBaHUM akyCcTUUECKON HH(POpMALINY;

BujoBasi ungopmauus (BU), npencrabieHHas B BUJIE TEKCTa U U300paKeHUM
pa3MyYHBIX YCTPOMCTB OTOOpakeHHs HWHGPOpPMAIUU CPEACTB BBIYMCIUTEIBHOM
TE€XHUKH, MH(POPMALMOHHO-BBIUNCIUTEIbHBIX KOMIUIEKCOB, TEXHHUUECKHUX CpEACTB
00paboTku rpaduyecKoi, Buaeo- u OykBeHHO-IU(POBON HH(DOpMAIINH, BXOASIINX B
coctaB UCII/IH;
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uHpopmainusi, obpabarbiBaemast (uupkynupytomas) B HWCII[AH, B Buze
ANEKTPUUYECKUX, IIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

nHdopmanus, oopadbarsiBacmas B MCIIJIH, nmpeacTaBieHHas B Buje OUt, 6auT,
(haiiyioB U IPYrux JOTUYECKUX CTPYKTYP.

B menmsx dbopmupoBanms cucremarmupoBaHHoro rnepeuns YBIIJH npu ux
obpaborke B MWCII[IH u pa3paboTke Ha UX OCHOBE YaCTHBIX MoOjeeH
npuMeHUTENbHO K KoHKpeTHOMY Buay WCII[Ia yrpossl knaccudumupyrorcs B
COOTBETCTBHUH CO CJICTYIOIIMMU MPU3HAKAMU (PUCYHOK 2):

no Buay 3amuuniaemoit ot YBIIJ{H undopmanuu, conepxameit [1/1H;

10 BHJ1aM BO3MOKHBIX UCTOYHUKOB Y BII/[H;

no tunty MCII/IH, Ha koTOphIe HanpaByieHa peanu3auus Y BI1JH;

1o cioco0y peanmm3anuu Y BI1IH;

10 BHJly HapylIaeMoro cBoicTBa uHpopMaluu (BUy HECAHKIIMOHUPOBAHHBIX
nencTBuil, ocyniectrisemsbix ¢ [1/1H);

0 UCIIOJIb3YEMOM YSI3BUMOCTH;

10 O0OBEKTY BO3CHCTBUS.

[To Bumam BO3MOXHBIX HMCTOYHUKOB YDBII/IH BbIIENAOTCA Cleayronine
KJIACCHI YIPO3:

yIpO3bl, CBS3aHHbICE C MPEIHAMEPEHHBIMU WM HENpeIHAMEPEHHBIMU
nercTBusMUA  Jan, uMmeromux jgocryn k  MCII[H, BkiItouass moJib30BaTeeu
UCII[H, peanusyromux yrpo3sl HenocpenactBeHHo B HWCII[H (BHyTpeHHHI
HaApPYIIHUTEh);

yIpO3bl, CBSA3aHHbIE C NPEIHAMEPEHHbBIMU WM HENpPEIHAMEPEHHBIMU
neucteusaMu i, He uMmeromux gocryna k MCII/AH, peammsyromux yrpossl u3
BHEITHUX CeTel CBSI3M OOIIEro MONb30BaHUS M (WJIM) CETel MEeXIyHapOIHOTO
MH(OPMAIMOHHOT'0 OOMeHa (BHEIIHUI HAPYIIUTEND).

Kpome ToOro, yrpo3sl MOryT BO3HHMKATh B pe3yjibTaTe€ BHEAPEHUS
armapaTHBIX 3aKJIaJ0K U BPEIOHOCHBIX MPOTPaMM.

[Io tuny MCII[IH, Ha KoTOpBIE HampasiaeHa peanm3auus Y bII/IH,
BBIJICIISIFOTCS CIEAYIONINE KIACChl yIpo3:

yrpo3sl  Oe3omacHoctu [1Jln, o6pabateiBaembix B UWCIIJJH Ha 06aze
aBTOHOMHOTO aBTOMAaTU3UPOBAHHOTO pabouero mecta (APM);

yrpo3bl 6e3onacHoctu [1JIH, obpabarsiBaembix B MCIIJIH Ha 6aze APM,
MOJKJIIOUEHHOT0 K CEeTH OOmero mnoyib30BaHusl (K CETH MEXKIYHApOJHOIrO
UH(POPMAIIMOHHOTO OOMEHA);

yrpo3sl 0e3onacHoct [1/1H, odpabaTeiBaembix B MCII/IH Ha 6a3e nOKanbHBIX
WH(OPMAITMOHHBIX CUCTEM 0€3 MOJKII0YEHUs K CETH OOIIEero mojab30BaHus (K CETH
MEXYHAPOIHOTO HH(OPMAITHOHHOTO OOMEHA);

yrpo3bl 06e3omnacHoctu [1JIH, o6padbaTeiBaeMbix B UCII/IH Ha 6a3e J0KalbHBIX
MH(OPMAITMOHHBIX CHUCTEM C MOAKIIYEHUEM K CeTH OOIIero mojib30BaHus (K CeTu
MEXKTyHApOJHOT0 HHPOPMAIMOHHOI'O 00OMEHA);

yrpo3el  OesomacHoctu [1Jln, oOpabateiBaembix B UCII[IlH Ha 0aze
pacrpesieeHHbIX WHQOPMAIMOHHBIX CUCTEM Oe€3 MOJKIIOYEHHS K CEeTH OO0IIero
MOJIb30BaHMsI (K CETH MEKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHA);



Knaccnpukanusi yrpo3 0€30IacHOCTH MEPCOHAIBHBIX JaAHHBIX
ITo Buay 3ammiaemoii or YBII/In nndopmanumn, conepxameii I1In

\ Yrpossl PU |

ITo BHAaM BO3MOKHBIX HCTOUYHUKOB Y BII/H

CoztaBaeMble HapyIIUTEIEM
(pusnueckum JUIIOM)

\ VYrposel BU | [ Yrpossl unpopmanun, obpabarsiacmoit 8 TCOU |

[ Yrposbl nnpopmanuu, obpabarsiBacmoii B AC |

‘ Co3snaBaeMble armapaTHOR ‘ ‘

Co3naBaeMble BPEJOHOCHBIMU ‘

Co3iaBaeMble BHYTPEHHUM
HapyIHUTEIEM

3aKJIagKOM nporpaMmamu
Co3naBaeMble BCTPOSHHOM OpPOrpaMMHON 3aKJIaJKOH, mporpaMmoi tTuma‘“TpostHCKHil KOHB” ‘
3aKJIa KON

Co3naBaemMble BHEIITHUM
HapYLIUTEIEM

NpOrpaMMHBIM BUPYCOM

Co3gaBaeMble aBTOHOMHOM
3aKJIaIKOH

BPEIIOHOCHOM NMPOTrpaMMOi, pacpOCTPaHSIONIEHCS 110 CeTH (CETEBBIM YepBEM)

JIPYTUMH BPEIOHOCHBIMH IIPOTPaMMaMH, MPEAHA3HAYECHHBIMU ISt
ocymectienus: HCJI (moxGopa mapoJieid, y1ajJieHHOTro JOCTyIa U Ap.)

Ilo Buay HapyumaemMoro cBoiicrsa nHpopmaunu (BHAY HECAHKIIMOHHMPOBAHHBIX JeicTBUIl, ocymecTBiasieMbIx ¢ I1JH)

Yrpo3sl KOHQUACHIIHATBHOCTH (YTEUYKH

KOIMPOBAHMsI, XUIIEHUs, pa3riiallieHnst) nHpopManumn

, IepexBara, chema, Yrpo3sl He0CTHOCTH (YTPaThl, YHHUYTOKCHHS,
MoaupUKALK) HHPOpMaLUK

ITo Tuny UCII/IH, Ha KoTOpble HANIpaBJjieHa peanu3anus Y BII/In

YTpo3sl TOCTYITHOCTH
(6noxupoBaHus) HHGOPMALIMH

Vrpo3sl 6e3onacHoctu I1/1H,

Vrpossl 6e3onacHoctu [1/1H, 0OpadbaTbiBaeMbIX B VYrpossl 6e3omnacHoctu [1/1H, oOpabaThiBaeMBIX B

o6pabareiBaeMbix B UCIT/IH Ha 6aze APM (c VCIIQx Ha 6a3e TOKaIbHOM BBIYHUCIUTEILHOM VCIIIx Ha Ga3e pacnpenesieHHbIX
IMOJKIIIOUYCHUEM M Ge3 IMOIKIIOUSHHUS K ceTH (C MOAKIIOYCHUEM U 0e3 MOAKITIOYCHUS K MH(POPMALIMOHHBIX CHCTEM (C MOAKIIOUCHUEM,
BBIYHCIUTEIILHOM CETH) pacnpezeneHHON BEIYUCIUTEIbHON CETH) 6e3 NOIKIIOYCHHS K CETH OOIIEro MOoIb30BaHMS)
ITo cnocobam peanusanun YBIIAn
Vrpossl crenuanbHbIX BosaeiicTeuii Ha UCTI H ‘ ‘ VYrposst HCJl B UCITIH ‘ VYrpo3bl yTeukyu HHPOPMALUH 110
TEXHUYECKUM KaHajlaM
—{ Mexanuueckoro BozaeicTaus Vrpo3sl, peain3yemMbie ¢ IPUMESHESHUEM
—{ XMMHYECKOTO BO3ACHCTBUS SIEKTPHIECKAMH MIPOTPAMMHBIX CPEJICTB ONEPalMOHHOW CHCTEMBbI ‘ 10 panuoKaHay
UMITYJIbCAMU VYrpossl yreuku PU ‘

— 6uoa0ornYecKoro BO3ACCTBUS

|
|
—{ aKyCTHYeCKOro BO3IeHCTBUS |
|
|

+—{ paananOHHOr0 BO3ACHCTBUS

’_{ DJICKTPOMAarHUTHBIMHU

VYTpo3sl, pean3yeMbie C MPUMEHEHUEM ‘ 10 3JCKTPUICCKOMY KaHay
crerualibHo pazpaboranHoro 1O ‘

10 OIITUYECKOMY KaHaITy

VYrpossl yreuku BU ‘

HU3ITyYCHUSIMU

3JICK1pOMd1 HUTHOI'O
HCTRUS

Ilo ucnosib3yeMoi ysi3BUMOCTH

—{ TEepMHYECKOro BO3ACHCTBUS ;J_{ MarHUTHBIM I10JIEM ‘

BPEJIOHOCHBIX IPOrpaM

YTpo3sl, pealn3yeMble C MPUMEHEHUEM

10 aKYCTHYCCKOMY

10 CMEIIaHHBIM
(mapamMeTpUYecKHM) KaHajJam

uHdOpMaIUHY 110 KaHaJIaM

VYrpo3sl yTeukn

TIIDMUH

ForT —— ) [C IO ———— C ncnonb3oBaHueM C ncrnonb3oBaHnEM C ncrnons3oBaHeM C UCIIOBb30BaHUEM YSI3BIMOCTEH,
N— VSRHMOCTH YA3BUMOCTH, BBI3BAHHOM YS3BUMOCTEii IIPOTOKOJIOB YS3BUMOCTH, BbI3BAHHOM 00YCJIOBIMBAIOIIMX HATMYHE C mcnone3oBaHueM
crcremsoro IO npiciamEoro [0 HanmaueMm B AC CETEBOro B3aUMOJIEHCTBUS U HEJOCTATKAMMU OPTraHU3aLuH TEXHUYECKUX KaHAJIOB YyTEUKHU ysizBumocreit C31
annapaTHOW 3aKJIaKU KaHaJIOB Nepefadn JaHHbIX T3U or HC]] nHbOpMaLI
Ilo 00BbeKkTy BO3aelicTBUA
VBI1/In, o6pabarsiBacMbix Ha APM VBIT/1H, o6pabaTrsiBacMbIX B BBLACICHHBIX VYBII/H, nepegaBaeMbIX VTpo3sl IPHUKIIAAHBIM IPOrpaMMam, YIpo3bl CUCTEMHOMY
TEXHUYECKHUX CpPe/ICTBax 00paboTKu I10 CETSAM CBSI3U TpeIHa3HauYeHHBIM T padoTs! ¢ [1/1H MO, obecneunBaromemy

(GYHKIIMOHUPOBaHNE

Ha oTuy>k1aeMbIX HOCHTEISIX HHGOPMALIIH Ha npunrepa, miorrepax, VYBII/Ix npu niepeade CUTHAI0B HCIIIn

Ha BCTPOCHHBIX HOCHUTCIISAX JOJITOBPEMECHH!

rpad)ONOCTPOUTEINISAX U T.II.

II0 JIMHUSM CBA3U

0ro XxpaHeHusi HHHOPMAaLH

B cpencrBax 06pabOTKH U XpaHEHUs ONEPATHBHON HHMOpMan

Ha BBIHOCHBIX TepMHUHAaJIaX,
‘ MOHHUTOpPAX, BUJICONPOCKTOPaX

VBITIx npu 06paboTKe MakeToB B
KOMMYHHKAIIMOHHBIX 3JIEMEHTaX

B cpencrBax (moprax) BBoza (BeIBosa) HHO

opManuu ‘ B cpencTBax 3ByKOyCHIICHUS,

3BYKOBOCIPOU3BEICHUS

uH(pOPMAIITMOHHO-
TEJICKOMMYHHKAIMOHHBIX CHCTEM

Pucynok 2. Knaccudukanus yrpo3 6€30MmacHOCTH EPCOHATBHBIX JaHHBIX,
o0OpabaTbiBaeMbIX B HHPOPMAIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX

v1
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yrpo3sl  Oe3omacHoctu [1Jln, oOpabateiBaembix B MUCII[IlH Ha 0aze
pacrpeieneHHbIX WH(GOPMAIIMOHHBIX CUCTEM C TOAKIIOYEHHEM K CETH OOIIero
M0JIb30BaHMS (K CETH MEXIYHAPOIHOTO HH)OPMAITMOHHOTO 00OMEHa).

ITo criocobam peanuzanuu YBIIJIH BoIAEHSIOTCS CIEAYIONINE KIACCHl YTPO3:

yrpo3bl, cBsizanHbie ¢ HCJ k II[In (B TOoM umciie yrpo3bl BHEAPEHUS
BPEOHOCHBIX MIPOrpamm);

yrpo3sl yreuku [1/]H mo TexHu4ecKknM KaHallaM yTe4YKd HH(OpMAITiy;

yIpo3bl crienranbHbIX Bo3AehcTBuid Ha MCIT/IH.

[Io BHUOYy HECAHKIIMOHMPOBAHHBIX NEUCTBUM, ocymecTBiagemMbix ¢ [I/1H,
BBIJICIIAIOTCS CIEAYIOLIMNE KIIACCHI YTPO3:

yIpo3bl, TOPUBOAAIIME K  HapylieHuto  KoHbuaeHuuanbHocTH  [1/1H
(KONMMPOBAHUIO WJIM HECAHKIIMOHHUPOBAHHOMY PACIpPOCTPAHEHUIO), MIPU pea3alUn
KOTOPBIX HE OCYIIECTBISIETCS HEMOCPEACTBEHHOIO BO3JICUCTBUS HA COJIEPKAHUE
uH(popmauy;

YIpO3bl, MPUBOAAIINE K HECAHKIMOHHUPOBAHHOMY, B TOM YMCIE CIIy4YalHOMY,
BO3JICUCTBUIO Ha  COJEp)KaHMe HH(OpMalUMU, B  PE3yJbTaTe KOTOPOIo
ocylecTBisieTcs: n3MeHenne [1/1H ninm ux yHuuToKeHue;

YTPO3bl, NIPUBOMSIINE K HECAHKIIMIOHUPOBAHHOMY, B TOM YHUCJE CIy4allHOMY,
BO3JICVICTBHIO HA MPOrPAMMHBIE WJIN NpOrpaMMHo-anmnapaTHelie aneMenTsl UCII/(H, B
pe3ysbTaTe KOTOPOro ocymiectBisercs omokuposanue [1J[H.

[1o ucronb3yeMon ysI3BUMOCTH BBIIEIIIOTCA CIEAYIOIINE KIACChl YIpo3:

YTPO3bl, pEAIN3yEMBIE C UCIIOIb30BaHUEM YSA3BUMOCTH cucTeMHoro [10;

YTPO3bl, pEATU3YEMBIE C UCIIOIB30BAaHUEM YSA3BUMOCTH NpuKiIagHoro [10;

YIPO3bl, BO3HUKAIOIINE B PE3YIbTATE UCIOJIB30BAHUS YA3BUMOCTH, BbI3BAHHOU
HanmuuureM B AC anmapaTHoM 3aKjajiku;

YTPO3bI, PEATU3YEMBIE C UCIIOIB30BAHUEM YSA3BUMOCTEN MPOTOKOJIOB CETEBOTO
B3aMMOJICHCTBUS U KAaHAJIOB MEPEIAuH TIaHHBIX;

YIpO3bl, BO3HUKAIOIIME B PE3YJIbTATE UCIOJIb30BAHUS YA3BUMOCTH, BbI3BAHHOM
Henocrarkamu opranmszauuu T3U ot HC/I;

yIrpo3bl, peaau3yeMble C UCHOJIb30BAHUEM YSI3BUMOCTEH, 00YCIOBIMBAIOIIMX
HaJMYue TEXHUIECKUX KaHAJIOB YTEUKU UHPOpMAIUH;

yTPO3bl, peain3yeMbIe C UCTIONb30BaHueM ysa3Bumocteit C3U.

[To 00BbexTy BO3IEHCTBHUS BBIACISIOTCS CIEAYIONINE KIIAaCChl yIPpo3:

yrpo3sl 6e3omacaoctu [1/1H, o6padaTeiBaembix Ha APM;

yrpo3sl  6e3omacHoctu [1J[H, oOpabarbiBaeMbIX B BBIJEICHHBIX CPEACTBAX
00paboTKH (MpUHTEpax, MIOTTEPAX, IPadoOCTPOUTENSX, BBIHECEHHBIX MOHUTOPAX,
BUJICONPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEACHHUS U T.I1.);

yrpo3sl 6e3onacHoctu [1/1H, nepegaBaeMbIx MO CETSAM CBSI3U;

YIPO3bI MPUKIATHBIM MIPOrpaMmmam, ¢ MOMOIIBI0 KOTOpbIX oOpadarbiBatorcs [1]1H;

yrpo3sl cucremHomy [10, obecneunBaronemy gyukimonupoBanue UCIIx.

Peanuzammss omnon w3 YDBIIJIH mnepeddcneHHBIX KIACCOB WM HX
COBOKYITHOCTH MOXET TMPHUBECTH K CIHEAYIOLIIAM THUIIAM IIOCJIEACTBUM IS
cyobexToB I1/IH:

3HAUYUTENIbHBIM HETATUBHBIM MOCIEACTBUIM 1Sl CyOhekToB I1/1H;

HETaTUBHBIM ITOCTIEIACTBHUAM 151 cyobekToB I1/]H;
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HE3HAYMUTEIHbHBIM HEraTUBHBIM MMOCIEACTBUM ISl CyObekToB [1/]H.

Yrpo3sl yreukn II/I[H mo TEXHMYECKMM KaHAJIaM OJIHO3HAYHO OMMCHIBAIOTCS
XapaKTEepUCTUKaMU HCTOYHUKA WH(MOpmainuu, cpeasl (MyTH) paclpoOCTpaHEHUS U
MpUEMHHKA WH(MOPMATUBHOI'O CHUTHAJIA, TO €CTh OMPEACNISIIOTCS XapaKTEePUCTUKAMU
TEXHUYECKOro KaHaja yreuku [1J1H.

Yrpo3sl, cBs3aHHBIC ¢ HecaHKIHOHMpoBaHHBIM joctyrioM (HCJ]) (mamee —
yrpo3sl HCJI B MCII/IH), mpencTaBisioTCs B BHJIE COBOKYITHOCTH OOOOIICHHBIX
KJIACCOB BO3MOXKHBIX HCTOYHUKOB yrpo3 HC/I, ya3BHMOCTEH NpPOrpaMMHOrO H
anmapatHoro ob6ecneyenuss WCII/IH, cnocoOoB peanu3anuu yrpo3, OOBEKTOB
BO3JIeHCTBUS (HOCHUTENEH 3amuiaeMoil uH(opmanuu, JAUPEKTOPUEB, KaTajoros,
daitnos ¢ [T[In wiu camux [1/[H) ¥ BO3MOXKHBIX JECTPYKTUBHBIX jaciicTBuil. Takoe
MIPEICTABIICHUE OMUCHIBACTCS CIEAYIONEH (hOpMaTU30BaHHON 3aMUCHIO:

yepoza HCJ[: = <ucmounux yepo3vi>, <ya36UMOCMb NPOSPAMMHO20 UU
annapamnoco  obecneyeHus™>, <cnocob  peanuzayuu - yeposvl>,  <00beKm
8030eUcmeus™>, <HeCaHKYUOHUPOBAHHbIU OOCYN>.

4. Yrpo3sl yTeuku HHGpOpMANH 0 TEXHUYECKHMM KaHaJlam

OCHOBHBIMHM  3JIEMEHTAMHU OINHCAHMS YIpO3 yTeUKH HUHOpMaAUU 1O
texuuueckuM kaHanam (TKYU) sBnsroTcsi: MCTOYHHMK yrpo3bl, cpena (IyTh)
pacnpocTpaHeHusi HMH(POPMATHBHOIO CHUTHAJ]a M  HOCHUTENIb  3alllUAIAeMOM
uHdopMaIuu.

HcrounnkamMu yrpo3 yreukn WHHOpPMANMK TIO TEXHUYECKUM KaHaJlaM
aBisitoTCsl  (pusnueckue i, He wumewniue pgoctynma k MWCIIJIH, a Takke
3apyOeXKHBbIE CIEICIYKObl WM OpraHu3aluu (B TOM YHUCJIE KOHKYPHUPYIOIIUE WU
TEPPOPUCTUUECKUE), KPUMHUHAIBHBIC TPYNIUPOBKH, OCYIIECTBISIONINE TEepeXBaT
(cbeMm) MHpOpPMALMKU C UCIOJIB30BAHUEM TEXHUYECKHUX CPEACTB €€ PErucTpalui,
npuemMa unu gororpapupoBaHus.

Cpena pacnpoctpaneHus ”HGOPMATUBHOTO CUTHaIA — 3TO (hU3WYecKas cpena,
M0 KOTOPOM WH(MOPMATHBHBIN CUTHAT MOXET PACIPOCTPAHATHCS W MPUHUMATHCA
(peructpupoBaThcs) npueMHUKOM. Cpema pacnpocTpaHEHUsST MOXKET OBITh Kak
OJTHOPOJHOW (HANpUMeEp, TOJbKO BO3AYIIHOM), TaK M HEOJHOPOIHON 3a CUET
Mepexo/ia CUrHajla W3 OJHOW cpeapl B JApyrywo (Hampumep, B pe3yJibTare
aKyCTODJICKTPUIECKUX WIIH BUOPOAKYCTHUIECKUX TIPEOOpa3oBaHU).

Hocutenem IIJln sBasgercs mnonb3oBarens WMCIIH, ocyuiecTBisitomun
rosiocoBoit BBoA [1/1n B UCII/IH, akycTtnueckas cuctrema UCII/IH, BocmpousBoasas
I1/1n, a Takxke texuuueckue cpeactBa MCII[n u BTCC, co3znparonue pusznueckue
0JIs, B KOTOPBIX MH(OpMAIMs HAXOIUT CBOE OTPAKEHUE B BUJIE€ CUMBOJIOB, 00pa30B,
CUTHAJIOB, TEXHUYECKUX PEIIEHUN M MPOLECCOB, KOIUYECTBEHHBIX XAPAKTEPUCTHUK
(bU3HYECKUX BEIMYHUH.

[Tpu o6padotke [1Jn B UCII[IH 3a cuer peanu3aii TEXHUYECKUX KAaHAJIOB
yTEUKHU UH(POPMAITUH BO3MOKHO BOZHMKHOBEHHE cienyromux Y BITJIH:

yrpo3 yTeUKH aKyCTHUECKOM (peueBoii) nHdopmauu;

yIpO3 YTEUKH BUI0BOM MH(OpMaIuy,

yrpo3 yTedkd WHHOPMAMKM 10 KaHaJIaM MOOOYHBIX SJIEKTPOMArHUTHBIX
u3nydeHuit u HaBogok (IIDMUH).
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5. ¥rpo3bl HeCAHKIIMOHUPOBAHHOTO J0CTYNA K HHGopManuu
B MH(POPMAIIMOHHON CHCTEME MEePCOHAJIBbHBIX JAHHbIX

Yrpozst HCJ B UCII[IH ¢ npUMEHEHHEM IPOTPAMMHBIX W IPOrPAMMHO-
anmnapaTHbIX CPEACTB PEATU3YIOTCS MPU OCYLIECTBICHUN HECAHKLMOHUPOBAHHOTO, B
TOM YHCJIE CIIy4allHOro, JOCTYyNa, B PE3yJbTare KOTOPOro OCYILECTBIAETCS
HapylieHue  KOH(PUIEHIMATbHOCTH  (KONMMpOBaHUE,  HECAaHKIIMOHHWPOBAHHOE
pacrpocTpaHeHue), IEIOCTHOCTH (YHUUTOXKEHUE, W3MEHEHHE) M JIOCTYIHOCTH
(6moxupoBanwue) [1JIH, 1 BKIFOYArOT B ceOs:

yrpo3sl goctyna (IPOHUKHOBEHUS) B OMNEPAIMOHHYIO Cpeay KOMIIbIOTEpa
C UCIOJIB30BAaHUEM HITATHOIO MPOrpaMMHOr0 obecreueHust (CpeacTB ONepalMOHHON
CUCTEMBI WJIU MPUKJIIAHBIX MPOrpamMM O0IIero IPUMEHEHMUS );

yrpo3bl CO3AaHUS HEMITATHBIX PEKUMOB pabOThI MPOrPaMMHBIX (IIPOTPaMMHO-
anmapaTHbIX) CPEACTB 3a CUET MPEAHAMEPEHHBIX U3MEHEHUH CIy>)KEOHBIX /1aHHBIX,
WUTHOPUPOBAHMS MPEIYCMOTPEHHBIX B LITAaTHBIX YCIOBHUSX OIPAaHWYEHUN HAa COCTaB
M XapakTepUCTUKH oOpabaThiBaeMoi WHGOpPMAIUU, HUCKXKEHUS (MOAUGPUKAIIIN)
caMuX JIaHHBIX U T.I1.;

yIpO3bl BHEIPEHUS BPEJOHOCHBIX MPOrpamMm (IpOrpaMMHO-MaTeMaTUYECKOr 0
BO3JICUCTBUA).

CocraB snementoB onucanus yrpo3 HCJI x undopmanuu B UCII/In npusenen
Ha PUCYHKE 3.

Kpome 53TOro, BO3MOXXHBI KOMOMHHMpPOBAHHBIE YIPO3bI, MPEACTABISIOLINE
co0oil coyeTaHue ykazaHHbIX yrpo3. Hampumep, 3a cuer BHEIpEHHUS BPEIOHOCHBIX
mporpaMM MOryT cosnaBaTbess ycnoBus mia HCJ B omepannoHHYIO cpeny
KOMIIbIOTEpa, B TOM  4YHcie MmyTeM (OPMUPOBAHHS  HETPAIUIIMOHHBIX
MH(OPMAIMOHHBIX KAHAJIOB JIOCTYTIA.

VYrpo3sl noctyna (MpOHUKHOBEHMs) B omnepauuoHHyro cpeny WCIIIH
C HUCIIOJIb30BAHUEM IITATHOTO MPOrPAMMHOI0 OOECTICUEHUS Pa3/IEsIIOTCS Ha YTPO3bl
HEIMOCPEACTBEHHOI'0 U YAAJIEHHOIO AOCTYIA. YTPO3bl HEMOCPEACTBEHHOIO JIOCTYIIA
OCYLIECTBIISIFOTCA C HMCIIOJIb30BAHUEM IPOrPAMMHBIX W IPOrPAMMHO-ANNAPATHBIX
CpeAcTB BBOJA/BBIBOJIA KOMITBIOTEPA. YTPO3BI YAAJICHHOTO IIOCTYIA PEaTn3yIOTCs
C UCITOJIb30BAHUEM ITPOTOKOJIOB CETEBOTO B3aUMO/IEUCTBUSL.

Otn  yrpo3sl peanmusyrorcs otHocutenbHo MCII[IlH  kxak Ha 0Oa3ze
aBTOMAaTU3UPOBAHHOI'O pabovyero Mecra, HE BKIIOUEHHOTO B CETH CBS3M OOILEro
MOJIb30BAHUS, TaK U MpUMEHHUTENbHO KO BceM MCII/IH, uMermum NOAKII0YEHUE
K CETAM CBSI3M OOILEro MOJIb30BAHUS U CETSIM MEXAYHAPOIHOIO MH(OPMALMOHHOIO
obmeHa.

Onucanue yrpo3 joctyna (IMPOHUKHOBEHHWS) B OINEPAIMOHHYIO Cpeay
KOMITbIOTEPA (POpMaATBLHO MOXKET OBITh MIPEJICTABIIEHO CIEAYIOUIMM 00pa3oM:

yepoza HCJ] 6 UCIIIu: = <ucmounux yeposzwr>, <ysazeumocmv HCII/[n>,
<cnocob peanuzayuu yeposzvli>, <00beKm 6030eucmeus (npocpamma, npomoKoJ,
oaumbvie u 0p.)>, <oecmpyKmueHoe Oeticmaue=.

YTpo3bl CO3AaHNS HEMITATHBIX PEKUMOB pabOThI MPOrpaMMHBIX (ITPOrPaAMMHO-
anmapaTHbIX) CPEACTB — 3TO yrpo3bl «OTkaza B oOciyxkuBaHum». Kak mpaBuio,
JaHHBIE YIPO3bl paccMarpuBatoTcst npuMmeHuTenbHO K UCII[{H Ha 0a3ze moKaabHBIX
U pacIpeeeHHbIX WH(POPMAIMOHHBIX CUCTEM BHE 3aBUCHMOCTH OT HOJKIIOYCHHUS
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—‘ MporpammHble BUPYChI ‘

BpenoHocHbIe nporpaMmbl,
pacnpocTpaHsiomecs no
ceTn (YepBu)
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annapaTtHoW 3aknagkv u ap.

BospewicTtBre Ha cpeactea
ynpaeneHus koHdurypaumen cetn
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(44



19

nHpopManmoHHOr0o oOMeHa. MXx peanusamus o0OyclIOBJI€HA TEM, 4YTO TIPH
pa3paboOTKe CHCTEMHOTO WM TPUKIATHOTO TPOTrPaMMHOTO OOeCTICUeHHUsT He
YUUTHIBAETCS BO3MOKHOCTh TpPEIHAMEPEHHBIX JCHCTBUI MO IeJIeHANPABICHHOMY
U3MEHEHUIO!

coJiep KaHus CITy>keOHOW MH(POpMAIMK B TTAKETaX COOOIICHHM, TTepeIaBaeMbIX
IO CETH;

yCIIOBUM 00paOOTKM JaHHBIX (HApUMeEp, UTHOPUPOBAHUE OTPaHUYCHHUM Ha
JUTUHY TIaKeTa COOOIICHNUS);

dbopMaToB TpENCTaBICHUS MJaHHBIX (C HECOOTBETCTBHEM H3MEHEHHBIX
dbopmaToOB, YCTAHOBIEHHBIX JyIi  0OpabOTKM 1O  MPOTOKOJAM  CETEBOr0
B3aMMOJICHCTBHSA);

IIpOrpaMMHOro obecrieueHus 00pabOTKH JaHHBIX.

B pesynprare peammzanuu yrpo3 «OTkaza B OOCIYKUBAaHUWY» MPOUCXOIUT
nepenonHenue 0ydepoB u OJIOKMpOBaHUE TPOLETYpP 0O0pabOTKH, «3aIUKIMBAHUEC)
npouenyp oOpabOTKM U «3aBUCAaHUE» KOMIIbIOTEpa, OTOpachlBAaHUE MAKETOB
coobmennit u Ap. Onucanue Takux yrpo3 (popmMaibHO MOXET OBbITh MPEACTaBICHO
CJENYIOIHNM 00pa3oM:

yepoza  «Omkasza 6  obOcayxcusanuu». =  <UCMOYHUK  YepO3bl>,
<yszeumocmo UCII/[n>, <cnocob peanuzayuu yeposvi>, <00bekm 6030elcmaus
(nocumenv  I1/[n)>, <uenocpeocmeeHmvlli pe3yibmam  pealu3ayuu  yepo3vl
(nepenonnenue 6ygepa, oOroxuposanue npoyedypvl 00paAbOMKU, «3AYUKIUBAHUEY
obpabomxu u m.n.)>.

YTpo3sl BHEJIPCHUS BPEIOHOCHBIX porpamMm (mporpamMMHO-
MaTeMaTH4YeCKOT0 BO3JEHCTBUSA) HEIeIecooOpa3HO OMUChIBAaTh C TOW IKe
JETaTbHOCTBIO, YTO W BBHINICYKAa3aHHBIE YIPO3bL. DTO OOYCIOBJIEHO TEM, 4TO,
BO-TIEPBBIX, KOJMWYECTBO BPEAOHOCHBIX MPOTPAMM CETOAHS YK€ 3HAUYUTEIHHO
MPEBBINIAET CTO ThICSY. BO-BTOpPBIX, MpU OpraHMU3alMU 3alUTHl HHGOpMAIUU
Ha TMpaKTUKE, Kak NpaBUJIO, JOCTAaTOYHO JUIIb 3HATh KJIAacC BPEIOHOCHOU
MpOrpaMMbl, CIIOCOOBI U MOCIEACTBUA OT €€ BHeaApeHus (MHpuuupoBanus). B cBs3u
C 3TUM Yrpo3bl MpOrpamMMHO-mMaTeMarnueckoro ozaeicteus (IIMB) ¢gopmanbHO
MOTYT OBITh TIPEACTABIICHBI CICIYIOMIM 00pPa30M:

yeposa IIMB ¢ UCII/[n: = <knacc 8pedoHOCHOU Npocpammul (C yKa3aHuem
cpeobl 00umanus)>, <UCMOYHUK Y2po3bl (HOCUmenb 8Pe0OHOCHOU NpOcpammvl)™>,
<cnocob6 uH@uyuposanus>, <00veKmMm B030eUcmeus (3acpy304Hblll  CeKmop,
Qaiin u m.n.)>, <onucarue B03MOJNCHBIX 0eCmpyKmuGHbuLX
oelicmeuti>,<00noIHuUmeNbHas uHGopmayus 06 yepose (pe3udeHmHoOCmy, CKOPOCHb
PACNpOCMPAanetsl, ROTUMOPOUUHOCID U OP.)>.

Hwxke naercs oOmias XapakTEepHCTHKAa WCTOYHUKOB Yrpo3 O€30MmacHOCTH
uH(pOpMAaIUH, YSI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCIOJB30BAHBI MPU peaTU3alUn
yrpo3 HCJ/I, u xapakrtepucTuka pe3yJbTaTOB HECAHKIMOHUPOBAHHOIO WM
CIIy4ailHOro JIOoCTyma. XapaKTepUCTUKa CHOCOOOB peanu3ald Yrpo3 Jaercs
Ipy  ONHCAHWHM yrpo3 JAOoCTyna (MPOHUKHOBEHHS) B OMNEPAMOHHYIO CPEmy
KOMIIBIOTEPA, YTPO3 OTKa3a B 00CHykuBaHuu u yrpo3 [IMB.
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5.1. OGuras xapakTepruCTUKa UCTOYHUKOB YIPO3 HECAHKIIMOHMPOBAHHOIO 10CTyNA
B MH(POPMAIIMOHHON CHCTEMeE MEePCOHAJIBHBIX JAHHbIX

Hcrounukamu yrpo3 HCJl B UCII/Ix moryT ObITS:

HapyIINUTENb;

HOCHTEIIb BPEJOHOCHON IPOrPAMMBI;

anmapaTHas 3aKJIaJIKa.

VYrpo3er OezomacHoctu [I/IH, cBsi3aHHBIE C BHEAPEHHUEM alMapaTHBIX
3aKIaJ0K, OIpPEACNAIOTCS B COOTBETCTBMM C HOPMAaTHUBHBIM JOKYMEHTaMu
denepanpHOM cityx)0b1 Oe3onacHocTu Poccuiickoit denepanii B yCTaHOBICHHOM
€10 MOPSIKE.

[To Hanu4uIO IMpaBa NOCTOSHHOI'O WJIM Pa30BOI'0 JOCTYIA B KOHTPOJIUPYEMYIO
3ony (K3) UCIT[IH HapymuTeny moapa3aeistoTcs Ha JBa TUIIA:

Hapymurenud, He umeromue aoctyna k MCII[H, peanusyrommue yrpo3sl U3
BHEIIIHUX CETEeW CBSI3U OOIEro MOJb30BaHUS U (WIM) CETe MEXIyHapOIHOIrO
MH(OPMAITMOHHOT'0 0OMEHA, — BHEIIIHUE HAPYILIUTENH;

Hapywmuteny, umeromue aoctyn k MUCI/Ix, Bkirouass nons3oBareneit UCIT/H,
peanusyronme yrpo3sl HenocpeactseHHo B CIIIH, — BHyTpeHHHE HAPYIIUTENH.

BremHuMu HapymuTens iMu MOTYT OBITh:

pa3BenbIBaTEIbHBIE CIY>KObI TOCYIaPCTB;

KPUMHHAJIbHBIE CTPYKTYPBHI;

KOHKYPEHTHI (KOHKYPHUPYIOIIUE OpraHu3alim);

HEZ00POCOBECTHBIE MAPTHEPHI;

BHEITHUE CyOBEKTHI ((PU3MUECKUE JINIIA).

BaemHuil HapylmuTenab UMEET CIEAYIOe BO3SMOXKHOCTH:

OCYILECTBJISITh HECAHKIIMOHUPOBAHHBIN TOCTYI K KaHAJIaM CBSI3H, BBIXOSIIINM
3a MpeJIeNbl CIIYKEOHBIX MTOMEIICHUH;

OCYILECTBIJISITh HECAHKIIMOHUPOBAHHBIN JOCTYN 4YE€pPEe3 aBTOMATHU3UPOBAHHBIE
paboumne MecTa, MOJKIIOUYCHHBIE K CETSIM CBSI3U OOIIETO MOIh30BaHUS U (MIIH) CETIM
MEXAYHapOIHOr0 HHHOPMAITMOHHOTO OOMEHa;

OCYLIECTBJISAThH HECAaHKIIMOHUPOBAaHHBIN JTOCTYM K uHbOopMaIu
C UCHOJIb30BAaHUEM CIEUUAJBHBIX MPOrPAMMHBIX BO3ACHCTBUN IMOCPENCTBOM
MIPOrpaMMHBIX ~ BHUPYCOB, BPEIOHOCHBIX MPOrpaMM, aJrOPUTMHYECKUX  WIH
MIPOrPAMMHBIX 3aKJIAJI0K;

OCYILLIECTBJISITh ~ HECAHKIIMOHUPOBAHHBIM  JOCTYN  4YE€pe3  DAJIEMEHTHI
uHpopmarmonHod uH@ppactpykrypel HWCII[IH, KoTOpble B MpOIECCE CBOErO
KM3HCHHOTO IMKJIa (MOJEPHHU3AIMU, COINPOBOXKICHUS, PEMOHTA, YTHUIN3AIIUH)
OKa3bIBAIOTC 32 MpeieJaMy KOHTPOJIUPYEMOM 30HBI;

OCYUIECTBJISATh HECAHKIIMOHUPOBAHHBIA JOCTyNn 4epe3 HUHGOPMAIlMOHHbIE
CHUCTEMBI B3aMMOJICCTBYIOIIMX BEJOMCTB, OPraHM3aLUM U YUYPEKICHUM IPU HX
noakarouenuu k UCIT/IH.

B03MOXXHOCTH BHYTPEHHErO HApPYIIMTENs CYIIECTBEHHBIM O0pa3oM 3aBUCST
OT  JEHCTBYIOIIMX B  Npenenax  KOHTPOJIMPYEMOM  30HBI  PEKUMHBIX
U OPraHU3allMOHHO-TEXHUYECKUX MEp 3allUThl, B TOM 4YHCIE MO JOIYCKY
busnueckux auil kK [1/{H 1 KOHTpOIIIO TTOpsAIKa MPOBEAEHUS PaboT.



21

BHyTpeHHME MNOTEHIMANbHBIE HAPYLWIMTEIN MOAPA3ACIAOTCI Ha BOCEMb
KaTeropuii B 3aBUCUMOCTH OT criocoba JtocTyna u nosHomounit nocryna x [1/1x.

K nmnepBoil kareropuu OTHOCATCS JULA, UMEKOIIUE CAHKIIMOHUPOBAHHBIN
nocryn k MUCIIIH, HO He nmeromue aocryna k II/H. K sromy Tuny Hapymwurenen
OTHOCSITCS JOJDKHOCTHBIE JIMIa, 00€CIeunBaloniie HopMalbHOE (PYHKIIMOHUPOBAHUE
NCIIAH.

JIAI0 3TON KaTeropuu, MOKET:

UMETh JocTyn K (¢parmMeHtam uHopmauuu, coxaepxaumiein II[n wu
pacnpoCTpaHSOMIENCs O BHYTpeHHUM KaHaiiam cBsizu UCII/H;

pacnonarate  ¢parmenramu  uHpopmauuu o  tomosorun  MCII[IH
(KOMMYHHUKAlIMOHHOM YacTH TOJICETH) U 00 HCMONb3YEMBIX KOMMYHUKAIIMOHHBIX
IIPOTOKOJIAX U UX CEPBHUCAX;

pacronaraTb UMEHAMHU W BECTH BBISIBIICHHE MApOJIEN 3aperuCTPUpPOBAHHBIX
MOJIb30BaTEIICH;

U3MEHITh KOH(urypamuio Texnumdeckux cpeacts WMCIIJIH, BHOCUThL B Hee
MIPOrPaAMMHO-AIIAPATHBIE 3aKIaJKU U 00€CIeYynBaTh CheM UHPOPMALIUU, UCTIOIb3YS
HENOCPEICTBEHHOE NOJKIIIOUeHNE K TexHnueckuM cpeactsaM MCII/IH.

Ko BToOpoli KaTeropun OTHOCATCS 3apEeTHCTPUPOBAHHBIE IOJb30BATEIN
NCII/[IH, ocymecTBiAONMEe OrpaHWYeHHbId goctyn K pecypcam  MCII/In
¢ pabouero Mecra.

JIuwo sTou Kareropuu:

o0J1a1aeT BCEMH BO3MOXHOCTSIMU JIUI] IEPBOM KaTerOpUU;

3HAET, IO MEHBIIEH MEpe, OTHO JIEraIbHOE UMS JOCTYIA;

o0nazaer BCeMM HEOOXOIMMBIMU aTpuOyTamMu (Hampumep, Mapojem),
00eCIeYnBaOIINMHU JIOCTYI K HEKOTOpOoMYy noamMHoxkecTByY [1/]H;

pacnoyiaraeT KOHQUIEHIMATbHBIMH TaHHBIMU, K KOTOPBIM UMEET AOCTYII.

Ero pgocrtyn, ayrentudukamuss W npaBa MO JOCTYHy K HEKOTOPOMY
noMHOXecTBY [1/IH AOMKHBI periaMeHTUPOBATHCSI COOTBETCTBYIOIIUMHU MPaBUIIaAMU
pasrpaHUYEHUs TOCTyIA.

K Tperbeli KaTeropum OTHOCSTCS 3apErMCTPUPOBAHHBIE I10Jb30BATEIN
UCIIAnH, ocymectBismomue ynaieHHslid poctyn kK IIJI[H mo jokaibHBIM U (WJIH)
pacnpeaeneHHbIM HH(OPMALIMOHHBIM CUCTEMAM.

JIn1o 3ToM KaTeropumu:

o0yagaeT BCeMU BO3MOKHOCTSIMU JIULL IEPBOM U BTOPOM KaTE€rOpuii;

pacnionaraet undopmarmeit o rononorun UCIIIH Ha 6a3e nokaibHON U (WIIK)
pacnpenie’IeHHOM HMHPOPMAIIMOHHON CHUCTEMBI, 4Yepe3 KOTOPYIO OCYIIECTBISAETCS
J0CTyT, U 0 cocTaBe Texunueckux cpencts UCI/H;

UMEET BO3MOXHOCTh TMpsMoro (¢usumdeckoro) mgoctyna K ¢parMeHTam
texHnueckux cpencts UCII/n.

K geTBepToii Kareropum OTHOCATCS 3aperucTpupoBanHbie nonb3oBaren UCIIIxn
C TIOJITHOMOYHUSIMH aIMUHUCTpaTopa 6e3omacHocT cermenTa (pparmenrta) UCIT/]H.

JIno 3Tou KaTteropuu:

o0JaziaeT BCeMHU BO3MOKHOCTSIMU JIUIL MPEABITYIINX KaTETOpUiA;

o0nazaer NoaHOM MH(POpPMALMEN O CHCTEMHOM M MPUKIIAJHOM IMPOrpaMMHOM
oOecrieyeHuu, ucnoib3yeMoM B cermente (dparmente) UCIIdH;
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oOnamaer MmoxHOW WHQpOpMaNUe 0 TEXHUYECKUX CPEICTBaX W KOH(pHUrypammuu
cermenTa (¢pparmenrta) UCII/IH;

UMEET JIOCTYN K CpPEICTBaM 3allMThl MH(QOpMAIMU U TPOTOKOJIMPOBAHUSA, a
TaKKe K OTJEIbHBIM dJIeMEHTaM, UCTIOJb3yeMbIM B cermenTe (pparmente) UCIIdH;

UMEET JOCTYNl KO BCEM TEXHHYECKMM CpEACTBaM cermeHnra (Qparmenra)
NCII/H;

o0nazaer mnpaBaMH KOHPUTYPUPOBAHMS M aJIMUHUCTPATUBHON HACTPOMKH
HEKOTOPOTO MOJIMHOYKECTBA TEXHUYECKUX cpencTB cermenTa (dpparmenta) UCIIIH.

K nsToii kaTeropum OTHOCATCS 3aperHCTPUPOBAHHBIE IOJIb30BATENN C
ITOJIHOMOYHAMH cUcTeMHOro aamunucrparopa UCII/x.

JIn10 3TOM KaTeropum:

o01a1aeT BCEMH BO3MOXHOCTSMH JIUIL MPEABIAYITUX KaTeropuil;

o0nazaer NoaHOM MHPOPMALMEN O CUCTEMHOM M MPUKIIAJHOM IPOrpaMMHOM
ob6ecneuennu UCIIH;

oOnagaer moxHoW uH@opMaIendn 0 TEXHUYECKUX CPEACTBaX U KOH(Uryparuu
NCIIH;

UMEET JIOCTYN KO BCEM TEXHUYECKHUM CpencTBamM 00paboTKU MH(pOpMauuu U
nanabiM UCIT/H;

o0nagaer mpaBaMH KOHPUTYPUPOBAHMUS M aJIMUHHUCTPATUBHON HACTPOWKH
texHuueckux cpencts UCIIH.

CHCTeMHBIN aIMUHHCTPATOP BBINOJHAECT KOH(UIYpUPOBAHUE U YIPABICHHE
nporpaMmmubiM oOecrieuenrem (I10O) u obGopymoBaHueMm, BKJIOYass 00OpYydOBaHHE,
OTBEYaoIIee 3a 0€30MacHOCTb 3aIMAIAEMOT O o0BeKTa: cpencTaa
Kpunrorpaduyeckod  3ammThl  WHOOpPMAIMK, MOHHUTOPUHTA,  PETUCTPAIIWH,
apxuBanuu, 3amutbl oT HC/I.

K 1mecToifi KaTeropum OTHOCSTCS 3aperUCTPUPOBAHHBIE TOJIB30BATENNd C
MOJTHOMOYMSIMH aaMHUHKCTpaTopa 6ezonacHoctu MUCII/IH.

JInio 3TOM KaTeropuu:

o0JaaeT BCEMHU BO3MOKHOCTSIMU JIULL MPEABITYIINX KaTeTOpHid;

obnanaet nonxHou uHpopmanueit 06 UCII/IH;

UMEET JOCTYI K CPEJCTBaM 3alluThl WHMOOPMAIIMU U TPOTOKOJIUPOBAHUSI U K
yacTH KatodeBbiX 2siemenToB UCII/IH;

HE MMEET MpaB J0CTyNa K KOH(OUTYpPUPOBAHUIO TEXHUUYECKUX CPEACTB CETH 3a
UCKJIFOYCHHEM KOHTPOJIbHBIX (MHCIICKIIMOHHBIX).

AnmuHucTpaTOop  0€30MacHOCTH  OTBEYAEeT 3a  COOJNIIOJIGHHE  TPaBHII
pasrpaHUyYeHHs JOCTyNa, 3a TEHEpPALHMI0 KIIIOYEBBIX JJIEMEHTOB, CMEHY MapoJieil.
AnMuHUCTpaTOp O€30MAaCHOCTH OCYIIECTBIISIET ayAMT TEX € CPEJCTB 3allUTHI
00BEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K cempmoil  kaTeropum  OTHOCATCA  MPOrPAMMUCTHI-Pa3pabOTUHKH
(MOCTaBIIMKH) MPUKIIAJHOTO IPOrPAMMHOr0 00€CIIeYeHus 1 1A, 00eCeUrBaroIIne
€ro COMpPOBOXK/ICHHE Ha 3allUIAaeMOM O0OBEKTE.

JIn1o 3ToM KaTeropum:

obmamaer wuH(poOpManued 00 anrOpUTMax © IporpamMmax  00paboTKH
uHpopmanuu Ha UCII/H;
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o0nasaer  BO3MOXKHOCTSMHM  BHECEHHUsI  OIIMOOK, HEIEeKIapUpOBAaHHBIX
BO3MOXHOCTEM, MPOrpaMMHBIX 3aKJaJ0K, BPEJOHOCHBIX MPOrpaMM B IPOrpPaMMHOE
obecrnieuenue NUCII/In Ha ctanuu ee pa3pabOTKU, BHEIPEHUS U COITPOBOXKICHUS;

MOXXET pacrnojararb JOObIMH (parMeHTaMu WH(OpPMAUMU O TOMOJOTUH
UCTIH n TexHu4eckux cpenactBax oOpabotku u 3ammthl [1/]H, oOpabaTbiBaeMbIx
B UCII/IH.

K BochbMOI1 KaTeropuu OTHOCSTCS pPa3paOOTUMKH U JIHUIA, 00ECIICUYHNBAIOIIHE
NIOCTaBKY, COIPOBOKAEHUE U PEMOHT TexHU4Yeckux cpeacts Ha UCII/IH.

JIuwo 3TOM KaTeropuu:

o0nazaeT BO3MOMKHOCTSIMM BHECEHMs 3aKiaJOK B TEXHUYECKHE CpPEICTBa
NCIIH Ha cranuu ux pa3pabOTKU, BHEAPEHUS U CONTPOBOXKICHUS;

MOXKET pacroiarath JObMH ¢dparMeHTaMu WHGOPMAIMU O TOMOJOTUHU
NCII/IH 1 TexHuYecKuX cpeacTBax 00padboTku u 3amuThl nHGopmaruu B UCITIH.

VKa3zaHHbIE KATErOpUHM HAPYLIUTENEH JOJKHBI YUWUTHIBATHCA IPH OLICHKE
BO3MOXHOCTEN peanuszaunn Y bI1/IH.

HocureneM BpenoOHOCHONM NpOrpamMMbl MOXET ObITh ammapaTHbIA 3JIEMEHT
KOMIIBIOTEPA WM NPOrpaMMHBIA KOHTEeHHep. Ecim BpenoHocHas mporpaMma He
aCCOLIMHMPYETCS ¢ KaKON-THOO0 MPUKIIATHON MPOrpaMMOi, TO B KAYECTBE €€ HOCUTEA
paccMaTpUBarOTC:

OTUYXJaeMbIi HOCHTEIIb, TO €CTh Juckera, ontudeckuit guck (CD-R,
CD-RW), ¢pmaui-namsiTe, OTUYX1a€Mblii BUHYECTED U T.I1.;

BCTPOEHHBbIE  HOCUTENW  MHPOpManuu  (BUHYECTEPHl,  MHUKPOCXEMBI
OMEPATUBHOM NaMATH, MPOLECCOP, MUKPOCXEMbI CUCTEMHOW IUIaThl, MUKPOCXEMBI
YCTPOMCTB, BCTPAaUBAE€MbIX B CHUCTEMHBIM OJIOK, — BHJI€O0aanTepa, CETEBOM IUIATHI,
3BYKOBOWM IUIAaThl, MOJIEMa, YCTPOMCTB BBOJA/BBIBOJIa MArHUTHBIX JKECTKHUX
U ONTHUYECKHX JAUCKOB, OJIOKA MUTAaHUS M T.Nl., MUKPOCXEMBI MPAMOIro JOCTYyIa
K ITaMsITH, IIIWH TIepeIadn JaHHbIX, TOPTOB BBOJIa/BHIBO/IA);

MHKPOCXEMbI BHEIIHUX YCTPOMCTB (MOHHUTOpA, KJIABUATYphI, MPUHTEPA,
MojieMa, CKaHepa U T.I1.).

Ecnu BpemonocHass mporpamMma acCOIMUPYETCs ¢ KaKOW-TuOO MPHUKIIaIHON
MpOrpamMmoit, ¢ QailaMy, HUMEIOIIMMH ONpeleNeHHbIE PACHIMPEHUs] WU HHbIC
aTpuOyTHI, C COOOIIEHUSIMH, TTEPEIaBAEMBIMU 110 CETH, TO €€ HOCUTEISIMU SIBJISIOTCS:

MaKeThl EPeIaBaEMbIX IO KOMITBIOTEPHOM CETH COOOIICHUH;

¢aiinbl (TekcTOBBIC, TpadUUecKue, UCIIONHAEMbIE U T.1.).

5.2. O01mas xapakTepucTHKA YSI3BUMOCTel HH(POPMAIIMOHHO CHCTEMbI
NMEePCOHAIbHBIX TAHHBIX

VS3BUMOCTh  MH(OPMAlIMOHHOW  CHCTEMBl TEPCOHATBHBIX  JAHHBIX —
HEJOCTaTOK WM ciaaboe MEeCTO B CUCTEMHOM WM NPUKIATHOM MPOrpaMMHOM
(mporpaMMHO-anmapaTHoM) OOECIEYEeHUH aBTOMATH3UPOBAHHOW WH(OPMAIMOHHON
CUCTEMbI, KOTOpPbI€ MOTYT OBITh HCIOJB30BaHbl Ul pEajJu3alud  yTrpo3bl
0€30MaCHOCTH MEPCOHATILHBIX JTaHHBIM.

[TprunHaMU BO3HUKHOBEHHS YS3BUMOCTEH SIBIISIIOTCS:

OLIMOKUA TPU MPOEKTHUPOBAHUU M pa3pabOTKe MPOrpaMMHOro (ImporpamMmHoO-
anmnapaTHOro) o0ecreyeHus;
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MpeIHAMEPEHHbIE  JEWCTBUS 1O BHECEHHIO  YSI3BUMOCTEH B XOJIe
MPOEKTUPOBAHUST UM  Pa3pabOTKM  MPOrpaMMHOro  (IporpaMMHO-ANIapaTHOTO)
obOecIIcucHus;

HENpaBWIbHbIE HACTPOMKH MPOrPaMMHOIO OOECIEUEHHUsl, HEMPaBOMEPHOE
WU3MEHEHHUE PEXUMOB PaOOThI YCTPOKCTB U MIPOrpamMm;

HECAaHKIIMOHUPOBAHHOE BHEJIPEHUE U HCIIOIB30BAHUE HEYUYTEHHBIX IPOrpaMm
C TOCIEAYIIUM HEOOOCHOBAHHBIM  PAacXOJOBAaHUEM PECYpPCOB  (3arpyska
IpOIIECCopa, 3aXBaT ONEPATUBHON MAMSITH U MaMITH Ha BHEITHUX HOCUTEIISX);

BHEJI[pEHUE  BPEAOHOCHBIX  MPOrpaMM,  CO3JAIOMIMX  YSA3BUMOCTH B
MIPOrPAMMHOM M MPOrpaMMHO-alnapaTHOM 0OECIeUeHUH;

HECAaHKIIMOHUPOBAHHBIE  HEYMBIIUICHHbIE  JICHCTBUS  IOJIb30BATEINEH,
IIPUBOJSIINE K BOSHUKHOBEHHIO YSI3BUMOCTEN;

cobon B paboTe ammapaTHOrO W MPOrpaMMHOro oOecrieueHusi (BbI3BaHHbBIC
cOOSIMM B DJICKTPOIUTAHUU, BBIXOAOM U3 CTPOSI allapaTHBIX JJIEMEHTOB B
pe3yibTaTe CTApeHUusi W CHWXKEHUS HaJSKHOCTH, BHEIIHUMHU BO3JIEHCTBUAMHU
AJIIEKTPOMArHUTHBIX MOJIEH TEXHUYECKUX YCTPOMCTB U 1Ip.).

Knaccudukanms ocnoBHbIX yszeumocted MCII/IH npuBeneHa Ha pucyske 4.

Knaccudukanus ys3zpumocten
MPOTrPaMMHOT0 00€CTICUSHUS

[To Tuny I1O Ilo aramny »XxM3HEHHOTO ITo npuuune ITo xapakrepy
LIMKJIa IPOIPaMMHOIO BO3HUKHOBEHUS MIOCJIEJCTBUH OT
oOecrieueHus, Ha KOTOPOM YA3BAUMOCTH peanu3anuu aTak
BO3HUKAET YSA3BUMOCTH
Cucremnoe I[10
Vs3BUMOCTH, Henocrarku | VYsa3Bumocru,
P Bo3HEKaromHE Ha P> MexaHH3MOB HCIIONIb3YeMBbIE ISt
Ipuknannoe STane ayTeHTH(HUKAIIHI TEPETIONHEHNUST
HpOrpaMMHOE HPOEKTHPOBAHMSI — Oydepa
obecreyenue IPOrpPaMMHOro Henocraren
obecrieueHus 3AILUTHI Y4ETHBIX Vassumocty,
peansatn B P sammceit —»| ucronb3yemble 1St
TPOrPaMMHOTO noadopa naposs uin
p| obecreueHus Hamuane nieHTHGHKATOPA
(ynxumii,
MHCTAJUIALMH 1 ? nosBonsromux
| Hacrpoiiku BBIIIONHATH YS3BUMOCTH,
”| mporpamMmmHOrO JECTPYKTHBHbIC L UCIIOJIb3YeMble IS
obecneyenns neficTBHS HU3MCHEHUS IIPaB
JocTyIa
OtcyrcTBHE
MPOBEPKH
> KOPPEKTHOCTH YsassumoctH,
BXOMHBIX AAHHELX L, UCIIOJIb3YEMBbIC IS
pean3alny aTaku
«OTtKa3 B
00CITyKHBaHUI

Pucynok 4. Knaccuduxkanus ya3BUMOCTEN POrpaMMHOT0 00ecTieueHus
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Hwxke mnpencraBneHa oOmias XapakTEpUCTHKA OCHOBHBIX TPYII YSI3BUMOCTEH
NCII/JH, BKIIIOYAOITUX

YSI3BUMOCTH CUCTEMHOI'0 TMpPOrpaMMHOr0 oOecredeHuss (B TOM  4YHCIE
MIPOTOKOJIOB CETEBOT'O B3aMMOJICHCTBHS);

YSI3BUMOCTH MPUKIIATHOTO MPOrPaMMHOI0 o0ecreueHus (B TOM YUCIIE CPECTB
3amuThl THPOPMALIHH ).

5.2.1. O0mas xapakTepUCTHKA YA3BUMOCTEH CHCTEMHOI0 MPOrpaMMHOI0
ob0ecrieyeHus

VSA3BUMOCTH  CHCTEMHOTO  MPOrPaMMHOrO  obOecreyeHus: HeoOXOAUMO
paccMaTpuBaTh C IPUBSI3KON K apXUTEKTYPE MOCTPOCHHSI BBIYUCITUTEIBHBIX CUCTEM.

IIpu 3TOM BO3MOXHBI YSI3BUMOCTH:

B MUKponporpammax, B npommuskax 113V, ITI13V;

B CpEICTBax OMNEPAIMOHHON CHUCTEMBI, NpeIHAa3HAYEHHBIX JUIsl YIpaBlICHUS
nokanbHbiMu  pecypcamu  UCIIJIH (oOecnieumBarOmIMX BBIMOJHEHUE (PYHKIMI
yrpaBieHUs MpoIeccaMy, MaMsIThi0, YCTPOWCTBaMU BBOJIa/BbIBOJIA, UHTEPQEHCcCOM ¢
II0JIb30BATENIEM U T.I1.), IpaiiBepax, yTHINTAX;

B CPEICTBAaX ONEPALMOHHON CHUCTEMBI, NPEIHA3HAYEHHBIX IS BBIIIOJIHEHHUS
BCIIOMOT'aTeIbHBIX (DYHKUUMN, — yTUIUTAX (ApXUBUPOBAHMS, NepparMeHTalUU U Jp.),
CUCTEMHBIX 00pabaThIBalOIIMX IMporpammax (KOMIMUJISATOPAX, KOMIIOHOBIIHKAX,
OTJaA4YMKaxX U T.I1.), MporpamMmax MpeJOoCTaBICHHS MOJIb30BATEN0 JTOMOJHUTEIbHBIX
yciyr (cnenuanbHBIX BapuaHTax HHTepdelca, KalbKylsTopax, HUrpax M T.IL.),
OubMMoTeKax MPOIEAYp Pa3IUIHOrO Ha3zHaudeHUs (OMOIMOTEKax MaTeMaTH4YeCKHX
byHkui, QyHKIUI BBOJA/BBIBO/IA U T.11.);

B CpEICTBaX KOMMYHMKAI[MOHHOTO B3aUMOJCHCTBHUS (CETEBBIX CPENCTBAX)
ONEPALMOHHON CUCTEMBI.

VA3BUMOCTH B MUKpPONPOrpaMMax M B CPEJCTBAX ONEPALUOHHOW CUCTEMBI,
IIPEIHA3HAYECHHBIX I YIIPaBJICHUS JOKAIBHBIMA PECYpPCaMH M BCIIOMOTaTEIbHBIMU
(GYHKUHUAMH, MOT'YT MIPEACTABISTH COOOI:

GyHKIMM, TMpOLEayphl, U3MEHEHHE MapaMEeTPOB KOTOPBIX OINpeaeIeHHbIM
00pa3oM MO3BOJSET HUCHONb30BaTh UX JJIS HECAHKIMOHMPOBAHHOIO JocTyna Oe3
OOHApYKEHUS TAKUX U3MEHEHUN ONEepalluOHHON CUCTEMOM;

(dparMeHThl KOAa MporpaMm («IbIPbD», «JTIOKHY), BBEAECHHbIE pa3padOTUHKOM,
MO3BOJISIIOIIME O0OXOJIUTh MPOLEYPbl UACHTU(DUKAIIMHN, ayTEHTU(UKAIIUU, TPOBEPKU
LEJTOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOIMMBIX CpPEACTB 3allluThl (ayTeHTU(UKAIMK, MNPOBEPKU
LIEJIOCTHOCTH, MIPOBEPKU dbopmaToB COOOIIEHU, OJIOKMpOBaHUS
HECaHKIIUOHUPOBAHHO MOIU(UIIMPOBAHHBIX (YHKIUH U T.I1.);

OLIMOKHU B Mporpammax (B 0ObSIBICHUHM EPEMEHHBIX, (DYHKIMI U MpoLenyp, B
KOZax INporpaMMm), KOTOpbIE NpPH ONPEIAEICHHBIX YCIOBUAX (Hampumep, Mpu
BBIMIOJIHEHUN JIOTUYECKUX MNEPEXO0J0B) NPUBOAAT K COOSAM, B TOM 4HCIE K cOOSM
(GyHKIIMOHUPOBAHUS CPEICTB U CUCTEM 3aIIUTHI HH()OPMAIIHH.

VY S3BUMOCTH IPOTOKOJIOB CETEBOT0 B3aUMOJICHCTBUS CBA3aHbl C OCOOEHHOCTAMU
UX TMPOrpaMMHOM peanu3allud U OOYCIIOBIEHbI OIPAaHUYEHUSIMU Ha pa3Mephl
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npuMeHsiemMoro Oydepa, HeIoCTaTKaMu MPOLEAYpPbl ayTeHTU(PHUKAIMH, OTCYTCTBHEM
NPOBEPOK MPABMIIBHOCTH CiIyXeOHON nHpopmauuu u ap. Kparkas xapakrepucTtuka
ATUX YSI3BUMOCTEN MPUMEHUTENBHO K IIPOTOKOJIaM MIPUBEIECHA B TaOIHLIE 2.

Tao0muma 2

VY A3BUMOCTH OT/CIBHBIX IPOTOKOJIOB cTeka rmporokosioB TCP/IP,
Ha 0a3ze KOTOporo (PyHKIMOHUPYIOT II100aIbHBIC CETH OOIIETO MOIb30BaHUS

HaumeHnoBanue Yposennb HaumenoBanue Copep:xkaHne HapylIeHHs
NMPOTOKO0.J1a CTEeKa (XapaKkTepHCTHKA) YA3BUMOCTH | 0Oe30macHOCTH HHGoOpManun
NPOTOKOJIOB
FTP (File Transfer |I[Ipuxnannol, | 1. Ayrentudukanms Ha 06aze Bo3MoxHOCTB IepexBaTa JaHHBIX
Protocol) — NpeACTaBU- | OTKPBHITOTO TeKCTa (Mapoiu YUETHOH 3amucy (MMeH
MIPOTOKOJ TENbHBIH, MePECHITAIOTCS B 3aperucTPUPOBAHHBIX
nepenayu GpaiioB | CEaHCOBBII He3amnpoBaHHOM BHIC) OJIb30BaTEleH, TTapoJIeH).
IO CETH 2. JlocTym o yMOJTYaHHUIO [Tonmy4enue ynaneHHOTO IOCTyMa
3. Hanmume nBYX OTKPBITHIX K XOCTaM
MOPTOB
telnet — nporokon | [puknanHoii, | AyreHTudukamnms Ha 6a3e Bo3MoxHOCTB nIEpexBara JaHHbIX
yrpaBieHHs MpPEJICTaBU- | OTKPBITOTO TEKCTa (Mapou Y4ETHOW 3ammcH MOJIb30BaTeN .
yIJIEHHBIM TEJIbHBII, HEPEChUIAIOTCS B ITonmy4eHue ynaneHHOTro 10CTyma
TEPMHUHAIOM CEaHCOBBIN He3amnppoBaHHOM BHIIE) K XOCTaM
UDP — nporokon | Tpancmopt- | OTCyTCTBHE MEXaHU3Ma Bo3MokHOCTB peanuzanuu
nepenavn JaHHBIX | HBIH MIPEIOTBPAIIEHUS IEPErpy30K UDP-mrtopma.
0e3 ycTaHOBJIEHUS Oydepa B pesynbrare oOMeHa nakeTaMu
COEAMHEHHUS MPOUCXOANT CYIIECTBEHHOE
CHIDKEHHE TPOU3BOANTEIHHOCTH
cepsepa
ARP — mpotokon | CeteBoii Ayrentudukanys Ha 6aze Bo3moxHOCTH IepexBaTa
npeoOpa3oBaHuUs OTKpBITOTO TeKkcTa (MHGopMalus | Tpadrka monb30BaTeNs
IP-anpeca B TepechIIacTCs B 3JI0YMBIITUICHHUKOM
¢busndeckuii aapec He3amu(ppoBaHHOM BHIE)
RIP — mpoTokon Tpancnopr- | OtcyrcTBHE ayTeHTH(DHUKAN Bo03MOXHOCTE TIepeHaITpaBICHIS
MapIIpyTHOH HBIN YIPaBISIOMIUX COOOIIeHUH 00 Tpaduka gepes XocT
uHpopmMau W3MEHEHUH MapLIpyTa 37I0yMBIIUICHHHUKA
TCP — nporokon TpancmopT- | OTCyTCTBHE MEXaHU3MA CyIecTBEHHOE CHIKECHUE
yIpaBieHUs HBIN NPOBEPKU KOPPEKTHOCTU CKOpOCTH OOMeHa U ake
nepenavent 3aII0JIHEHUS CITYKEeOHbIX MOJIHBINA Pa3pbIB IPOU3BOJIBHBIX
3ar0JI0BKOB IIAKETa coeauHeHui no nportokony TCP
DNS — nporokon | [IpuknanHo#i, | OTcyTcTBUE cpeacTB mpoBepku | Danbcuduranus oTeeTa
YCTaHOBJICHUS NpeACTaBU- | ayTeHTU(UKAIMY TOTYyYSHHBIX DNS-cepBepa
COOTBETCTBHSA TENBHBIN, JAHHBIX OT UCTOYHUKA
MHEMOHHUYECKUX CEaHCOBBIH
MMEH U CETEBBIX
aJIpecoB
IGMP — nporokon | CereBoii OtcyTcTBUE ayTeHTH(HUKALIN 3aBHCaHUE CUCTEM
nepenavn cooOuieHuit 00 N3MEHEHUN Win 9x/NT/200
COO0O0IIEHHH 0 apamMeTpoB MapIpyTa
MapHIpyTH3aLuH
SMTP — npotokon | [Ipuknamuoii, | OTCyTCTBHE MOIIEPKKA Bo03MOXHOCTE MOIACTBIBAHUS
oOecrieueHus NpeACTaBU- | ayTeHTU(HUKALMU 3aT0JIOBKOB COOOLIECHUI AJIEKTPOHHOM MOYTHI,
CepBHCa JOCTaBKU | TEJIbHBIH, cooOmIeHmi a TaKKe ajipeca OTIpaBUTEIIS
COOOIIEeHHI 110 CEaHCOBBIN coo0mIeHns
3JIEKTPOHHOM TIouTe
SNMP — nporokon | [Ipuknannoit, | OTCyTCTBHE MOAICPKKH B03MO0>XHOCTB ITEepenoJTHEHNS
yIpaBieHHs NpeACTaBu- | ayTeHTU(UKAIMU 3aT0JIOBKOB MIPOMYCKHOI CITIOCOOHOCTH CEeTH
MapuIpyTU3aTOPaMH | TEJIbHbBIN, COOOTICHMIA
B CETAX CEaHCOBBIN
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JIist  cucTeMaTh3alui  ONMMCAaHUS MHOXECTBA YSI3BHUMOCTCH HCIOJIB3YETCSI
enuHas 6a3a manubeix ys3BuMmocteid CVE (Common Vulnerabilities and Exposures),
B pa3paboTKe KOTOPOH MNPUHHUMAIN Yy4YacTHE CICIHAIMCTBl MHOTHUX HM3BECTHBIX
KoMIaHui u opranusanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, uactutyr SANS u 1.1. DTta 6asa
JAHHBIX TTOCTOSTHHO TOTIONHSAETCS W UCIIONB3YETCs TPU (OPMHUPOBAHUN 0a3 JaHHBIX
MHOT'OYHCIICHHBIX IMPOIPAMMHBIX CPEJICTB aHAIM3a 3aIIUIICHHOCTH H, IIPEKJIEC BCETO,
CCTECBBIX CKAaHEPOB.

5.2.2. O0mas xapakTepUuCTHKA YSI3BUMOCTEH MPUKJIATHOTO MPOrPAMMHOIO
o0ecnmeYeHus

K npuknagHoMy mnporpaMMHOMY OOECIIEUEHHIO OTHOCATCS MPHUKJIAgHbIC
MIPOrPaMMbI OOIIIETO MOTH30BAHUS U CTICIIUATLHBIE MPUKIIATHBIE TIPOTPAMMBI.

[IpuknagHbie mporpaMMbl OOIIETO MOJIb30BAaHUSI — TEKCTOBBIE U Tpaduyueckue
pedaKkTOphl, MEIUA-MPOrpaMMbl (ayAHO- W BUIACONPOUTPHIBATENN, MNPOrPAMMHBIC
CpeICTBA MpHeMa TEIEBU3MOHHBIX MPOrPAMM U T.I1.), CUCTEMBI yIpaBiieHHs 0azamu
JAHHBIX, MPOTpaMMHBIE IUIATGOPMBI OOIIETr0 TOJb30BaHMUS MJId Pa3pabOTKH
nporpaMMHBIX npoaykToB (tmma Delphi, Visual Basic), cpencTBa 3amuThl
uH(popMaIuu OOIIEro MOJb30BaHUS U T.1.

CnenuanbHble NOpPUKIAAHBIE MPOrpaMMbl — 3TO MPOrpPamMMbl, KOTOpbIE
pa3padaThIBAlOTCS B MHTEpECaxX PEIICHUs] KOHKPETHBIX MPUKIIATHBIX 3a/1a4 B JAHHOM
UCIIJn (B TOM 4yuciae TporpaMMHBIE CpEICTBa 3alllUThl  WH(OpMAIINH,
paspaborannbie s koukpernoi UCII/IH).

VY 3BUMOCTH MPUKIIATHOTO MPOrPAMMHOTO 00ECIIeYeHUs] MOTYT MPEICTaBISATh
co0oil:

GYHKIUKA ¥ TPOIEAYPHI, OTHOCAIIMECS K Pa3HBIM MPHUKIATHBIM MPOTrpaMMaM
1 HECOBMECTUMBIE MEXAYy c0o00i (He (YHKIIMOHUPYIOIIUE B OJHON OMEPAIIMOHHOM
cpeze) n3-3a KOH(IUKTOB, CBI3aHHBIX C PACIIPEICTICHUEM PECYPCOB CUCTEMBI;

GbyHKUIMM, TpPOUEAYphl, U3MEHEHHE OIpEeIeeHHbBIM 00pa3oM MapamMeTpoB
KOTOPBIX MO3BOJISIET UCIOJB30BaTh UX AJIA MPOHUKHOBEHUS B ONEPALIMOHHYIO CpPERY
UCII[lH u BbI30Ba IITATHBIX (PYHKIUH OMEPAMOHHON CHCTEMbI, BBITIOJHEHUS
HECAHKIIMOHUPOBAHHOTO  JOocTynma 0e3  OOHapy»XeHMsl TaKuX  H3MEHEHHU
ONEPAIMOHHON CHCTEMOM;

(dbparMeHTsl Koja NporpaMm («IbIPbI», «WIIOKWY), BBEIEHHBIE Pa3pabOTUUKOM,
MO3BOJISIONTHE O0XOIUTH MPOIENYPhl UACHTU(DUKAINY, ayTEHTU(UKAIIUHN, TIPOBEPKU
LEJIOCTHOCTH U JIp., IPEAYCMOTPEHHBIE B OIIEPALIUOHHON CUCTEME;

OTCYTCTBUE HEOOXOJUMBIX CpPEICTB 3allUThl (ayTeHTU(PHUKALWU, MNPOBEPKU
1I€JIOCTHOCTH, MIPOBEPKHU dbopmaToB COOOIICHHH, OJIOKUPOBAHUS
HECAaHKIIMOHUPOBAHHO MOJAUGUIIMPOBAHHBIX (DYHKIUHI U T.11.);

OLIMOKHU B Iporpammax (B 0ObSBICHUH NEPEMEHHBIX, (DYHKIHMI U MpoOLeNyp, B
KOZax TporpamMm), KOTOpbIE TPH OMNpPENEICHHBIX YCIOBUSX (Hampumep, MpuU
BBINIOJIHEHUU JIOTMYECKUX IEPEXO0B) MPUBOAAT K COOAM, B TOM 4HCIIe K cOOsSM
(GYHKIIMOHUPOBAHUS CPEICTB M CUCTEM 3allUThl WHGOpMAIMH, K BO3MOXKHOCTH
HECaHKIIMOHUPOBAHHOTO IOCTYMAa K MHPOPMAIIHIH.

JlanHble 00 ySA3BUMOCTSIX pa3pabaThlBAEMOr0 M PaclpoOCTPaHIEMOro Ha
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KOMMEpPUYECKO OCHOBE MPHUKJIAJHOTO MPOrPaMMHOTO OOECIeUeHHsT COOUPAIOTCH,
1
000011aroTcs 1 aHanu3upyrorces B 6ase nanubix CVE".

5.3. O0masi xapakTepucTHKA YIPo3 HeNMOCPeACTBEHHOI0 10CTYNa
B ONEPALMOHHYI0 cpeay MH(POPMAIMOHHOM CHCTEMBbI NMEPCOHAIBHBIX JAHHBIX

Yrpo3sl goctyna (MPOHUKHOBEHHSA) B ONEPALMOHHYIO Cpely KOMIBIOTEpA U
HECaHKIIMOHUPOBaHHOr 0 aAocTyna K [1/[H cBA3aHbl ¢ JoCTynOM:

K nH(pOpMaIUM ¥ KOMaHJIaM, XpaHsIHUMcs B 0a30BOM CHCTeMe BBOJIA/BBIBOMIA
(BIOS) MUCII[lH, ¢ BO3MOXHOCTHIO II€pexBaTa  YIPABICHUS  3arpy3Koi
OIEepPallMOHHON CHUCTEMBI U TIOJyYEHHEM MPaB JOBEPEHHOT'O MOJIb30BATENS;

B ONEPAIMOHHYIO Cpely, TO €CTh B cpely (DYHKIIMOHHPOBAHUSA JIOKAJIHHOM
OMEpPallMOHHOM CHUCTEMBI  OTAEIbHOro TexHudeckoro cpencrea HWCII[Iu ¢
BO3MOXKHOCTBIO BBINIOJIHEHUSI HECAHKIMOHMPOBAHHOI'O JOCTyla IIyTEM BbI30Ba
IITATHBIX IPOrpaMM  OMNEPALMOHHOM CHUCTEMBI WM  3allyCKa CIEHHAIbHO
pa3pabdOTaHHBIX MPOrpaMM, PEATU3YIOIINX TaKUe EeUCTBHS,

B cpeny (QYHKIIMOHUPOBAHMS TMPUKIATHBIX TMporpamMMm (Hampumep, K
JIOKaJNbHOM CUCTEME yIpaBiieHus 0a3aMu JaHHbIX);

HEMOCPEJCTBEHHO K WH(OpMauu Toias3oBarens (K ¢ainam, TEKCTOBOM,
aynuo- u rpaduveckoil MH(OpMaluu, MONSIM U 3aMUCAM B 3JIEKTPOHHBIX 0azax
JaHHBIX) U OOYCJIOBJIEHBI BO3MOXKHOCTBIO HApYIIEHHsS €€ KOH(HJIEHIIHAIbHOCTH,
LETIOCTHOCTHU U JOCTYITHOCTH.

OTU yrpo3sl MOTyT ObITh peaM30BaHbl B Cilydyae MOJIYyYEeHHUs (PU3UYECKOro
nocryna k WCII[lH wiu, mo KpaifHeW mepe, K cpeacTBaM BBoja HHGOpMAINH
B UCITIH. X MOXXHO OOBEIUHUTH IO YCIOBHSM peal3aliii Ha TPU TPYIIIIHL.

[lepBast rpymnma BKJIOYAeT B ceOs Yrpo3bl, peaju3yeMble B XOJ€ 3arpy3Ku
OIEepaIMOHHON CUCTEMBI. DTH YIpo3bl 0€30MaCHOCTH WH(OpPMAIMK HAMpPAaBIICHBI Ha
nepexBar Mmapojiedl WiM  UASHTUPUKATOPOB, MOAUGDUKALUIO MPOTPAMMHOTO
obecrieueHust 0a3oBoii cuctembl BBoja/BeiBonma (BIOS), mepexBar ympaBiieHUs
3arpy3Kod C HW3MEHEHHMEM HEOOXOAMMOW TEXHOJOIMYEeCKOW HH(POpMaIUKU st
nonyuenus HCJl B omepaumonnyro cpeny MCII/In. Yame Bcero Takue yrpossl
pETM3YIOTCS C MCTIOJIB30BAHUEM OTUYKJIAEMbIX HOCUTENEeH HHPOPMAIIUH.

Bropas rpynma — yrposbl, peaqu3yeMmble IOCJIE 3arpy3Kd OINepaluoOHHOM
cpenbl HE3aBUCMMO OT TOro, Kakas TMpUKIaJHas MporpamMma 3amycKaeTrcs
NOJIb30BAaTENIEM. OJTH yIrpo3bl, KaK TMPaBWIO, HAIMPABICHbl HA BBINOJIHECHUE
HEMOCPEJACTBEHHO HECAHKLIMOHUPOBAHHOIO jJocTyna K uHpopMauuu. Ilpu
MOJIYYEHHUH JIOCTYIA B ONEPALMOHHYIO CPEAY HAPYLIUTENb MOKET BOCIOJb30BaThCs
KaK CTaHAapTHBIMM (QYHKIUSIMH ONEPAlMOHHONW CHUCTEMBbl WM KaKOW-THOOo
MPUKIIATHON MpOorpaMMbl OOIIEro MOJb30BaHUs (HANPUMEp, CUCTEMBI YIpaBICHUS
0azaMM  JaHHBIX), TaK M CIEHUAIBHO CO3JaHHBIMU  JJi1  BBINOJHEHUS
HECAaHKIIMOHUPOBAHHOI' O JOCTyNa IPOrpaMMaMH, HAIIPUMED:

porpaMmamMu IpocMoTpa U MOAUGUKAIIIN PEeecTpa;

porpaMMaMu MOMCKAa TEKCTOB B TEKCTOBBIX (paiiiax mo KJIFOYEBHIM CJIOBaM U
KOIHUPOBAHUS;

1 . . .
Benercs 3apybexxHoit pupmoii CERT Ha koMMepueckoii ocHOBe
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CHelualbHBIMU MPOrpaMMaMH MPOCMOTPAa M KOMUPOBAaHMS 3amuceil B 0azax
JaHHBIX;

nporpaMMaMu  OblcTporo  mpocMoTpa  rpaduyeckux — ¢aiioB,  UX
PEIAKTUPOBAHMS WJIA KOITUPOBAHUS;

nporpaMMaMu MOJAEPKKH BO3MOXKHOCTEH PEKOHPUrypaldd MpOrpaMMHOM
cpensl (Hactpoiiku UCIT/IH B uHTEpecax HapyLIUTeNs) U Ap.

HakoHnen, TpeTps rpymma BKIOYAaeT B ce€0s yrpo3bl, peaau3ainus KOTOPBIX
OIlpeneNsieTCsl TeM, Kakas M3 MPHUKJIAJHbIX MPOrpaMM 3alyCKaeTcs MOJb30BaTeleM,
Wik (pakToM 3amycka JII0OOM W3 MPUKIAIHBIX NporpamM. bosbiias 4actb Takux
yYIpO3 — 3TO YIpO3bl BHEAPEHUS BPEAOHOCHBIX IIPOrPAMM.

5.4. Oﬁmaﬂ XapaKTEpUCTHUKA YyIpPo3 0€30IMaCHOCTH NMEPCOHAJTbHBIX JaHHbIX,
Ppe€aaIn3yeMbIX C UCIIOJIb30BAHUEM IIPOTOKOJI0B MEKCETEBOI'O B3aUMOJEHCTBHS

Ecmu UCII[JH peanuzoBana Ha ©0a3e JIOKaJbHOW WM paclpeeeHHON
MH()OPMAIIMOHHOW CHUCTEMBI, TO B HEH MOTryT OBITh peaTU30BaHbl yIrPO3bI
Oe3omacHOoCTH WH(POPMAIIUM TIyTEM MCIOJIb30BAHUS MPOTOKOJIOB MEXKCETEBOTO
B3auMojiericteus. Ilpu 3Ttom moxker ob6ecneunBatbess HCI x Il wnum
peaIM30BBIBATHCS yrpo3a OTKasza B o0caykuBaHus. OCOOEHHO OMACHBI yTPO3bl, KOraa
UCII[In npencraBisier co0oil pacnpeneieHHyl0 HWH(POPMAIIMOHHYIO CHCTEMY,
MOAKIIOUCHHYIO K CETsIM OOIIEero MOoJIb30BaHUS U (WJIM) CETSIM MEXKIYHApOIHOTrO
uHpopmarmonHoro oomena. KnaccudukanmonHas cxema yrpos3, peaju3yeMbiX IO
CeTH, TNpUBEJECHA Ha PHUCYHKEeS. B ee OCHOBY MOJOXEHO CEeMb CIEIYIONIUX
MEePBUYHBIX IPU3HAKOB KJIACCU(PUKAIIHH.

1. Xapaxkrep yrpossl. [lo 3ToMy mpu3Haky yrpo3sl MOTYT ObITb MACCUBHBIE U
akTuBHble. IlaccuBHasg yrposa — 3TO yrpo3a, OpU pPEAIM3alIUM KOTOPOW HE
OKa3bIBaeTCs HerocpencTBeHHoe BiusHue Ha pabory MCIIJIH, HO MoryT OBITH
HapylIECHbl YCTAaHOBJICHHBIE MpaBuja pazrpannueHus aoctyna kK [[J[H win cereBbM
pecypcaM. [IpuMepom Takux yrpo3 SBISIETCS yTpo3a «AHAIW3 CETEBOro Tpadukay,
HaIlpaBJICHHAsl Ha MPOCIYIIMBAHWE KAaHAJOB CBSI3M W IIEPEXBAT IEpEIaBaeMOu
uH(popMaIuu.

AKTHBHasi yrpo3a — 3TO yrpo3a, CBsi3aHHas C BO3JECUCTBUEM Ha PECYPCHI
NCII/[JH, mpu peanu3anuyu KOTOPOM OKa3bIBAETCS HEMOCPEACTBEHHOE BIIMSHUE
Ha paboTy CUCTeMBbI (M3MEHEHWE KOH(UTypaluu, HapylieHue paboTocrmocoOHOCTH
M T.J.), 1 C HApyIICHUEM YCTAHOBJIEHHBIX MpaBWJ pa3rpaHuyeHus aocryna k [1JIx
WM ceTeBbIM pecypcam. Ilpumepom Ttakux yrpo3 sBiaserca yrpoza «OTka3 B
OOCITY>KUBaHHUMY, pealin3yeMast Kak «mropM | CP-3ampocoBy.

2. llenp peanuzaruu yrpo3bl. Ilo 3TOMy mpu3HaKy yrpo3sl MOTYT OBbITh
HaIpaBJIeHbl HA HapylieHue KOH(MUICHIIUATLHOCTH, IETOCTHOCTH M JOCTYIMHOCTH
nHpopmanuu (B ToM uuciae Ha HapymeHue padorocnocodoHoctu UCIIIH unmu ee
AJIEMEHTOB).

3. YcnoBue Hayana OCyIIECTBICHHUS Tpoliecca peann3anuu yrpossl. [1o stomy
MPU3HAKY MOXKET PEAIM30BbIBATHCS yIrpo3a:

0 3aIpOCy OT 00BEKTa, OTHOCUTENBHO KOTOPOTr'0 peanu3yercs yrpos3a. B stom
Cllyyae HapyLHWTEIb OKUJAET MEpPEAadyu 3alpoca ONPEIEIEHHOrO TUIAa, KOTOPBIA U
OyzAeT ycloBUEM Hauaia OCYIIECTBICHUS HECAHKIIMOHUPOBAHHOTO JOCTYTIA;
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B3aUMOJICHCTBUS B ABTOMATU3HUPOBAHHBIX CUCTCMAX
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M0 HACTYIUICHUIO OXKUAAEMOr0 COOBITHSI HA O0BEKTE, OTHOCUTEIBLHO KOTOPOIO
peanusyerca yrpoza. B 3TOM ciydae HapylmHTeNnb OCYLIECTBISET ITOCTOSHHOE
HaOJIIOJIGHHWEe 3a COCTOsHMEeM orepamuoHHor cucrembl HWCIIJlH wu  1pum
BO3BHUKHOBEHUU  OMNPEACICHHOTO  COOBITHMSI B  OTOM  CHCTEME  HAauWHAET
HECAHKIIMOHUPOBAHHBIN JIOCTYII;

Oe3yciioBHOE BO3JeHCTBUE. B  3TOM ciydae Hayalno OCYIIECTBIICHUS
HECAHKIIMOHUPOBAHHOI'O JIOCTYNa O€3yCIOBHO MO OTHOLIEHWIO K LEIH JIOCTYMa, TO
€CTh yrpo3a peaanu3yerTcsi HeMeJICHHO U 0€30THOCUTENIBHO K COCTOSIHUIO CUCTEMBI.

4. Hamuuue oOpatHoit cBszu ¢ UCIIJIH. Ilo »sTomMy mnpusHaky mpolece
peain3aIuu yrpo3bl MOXKET OBITH ¢ 00paTHOM CBS3bIO U O€3 00paTHOI CBS3HU. YTPO3a,
ocyuiecTBisiemass npu Hamuuuu oopatHor cBsa3u ¢ MCII/H, xapakrepusyercsi Tem,
YTO Ha HEKOTOphle 3ampochl, mnepenanHbie Ha WCIIJIH, Hapymwmrento Tpedyercs
nonyuuth orBeT. CrnepoBarenbHo, Mexnay Hapymurenem u WCIIAH cymectByeT
oOpaTHasi CBsI3b, KOTOpasl MO3BOJIIET HAPYIIMTENIO aJE€KBAaTHO pearupoBaTh Ha BCE
m3meHenust, npoucxoasume B UCIIn. B ornuune oT yrpos, peanuzyeMmbix HpHU
Hanuyuu oopaTtHo# cBsa3u ¢ MUCIIIH, mpu peanuzamnuu yrpo3 0e3 o0paTHOM CBSI3U HE
TpebyeTcst pearnpoBaTh Ha Kakue-1n0o u3MeHenus, npoucxoasmmue B UCI1/IH.

5. Pacnionoxenue Hapymmutens otHocutenbHo MCIIIH. B coorBercTBHM C
ATUM NPU3HAKOM YIp03a PEAIN3YETCSl KaK BHYTPUCETMEHTHO, TAK U MEXKCETMEHTHO.
CermenT cetu — (puzuveckoe o0ObeaquHEeHNnE X0cTOB (TexHudeckux cpeacts UCIIIx
WM KOMMYHHUKAIIMOHHBIX JJIEMEHTOB, HMEIIINX CceTeBOM ajapec). Hampumep,
cermedT MCIIJIH oOpa3yeT COBOKYITHOCTh XOCTOB, MOJKIIOYEHHBIX K CEpPBEPY IO
cxeMme «oOmas muHa». B ciywae, Korma MMeer MeCTO BHYTPHCETMEHTHAasl yrposa,
HapylmuTenb umeeT pusndyeckuid noctyn K annapatHbiM snementam WCIIAH. Ecnu
MMEET MECTO MEXKCETMEHTHasl yrpo3a, To HapymuTenb pacnonaraercs BHe UCII/H,
peanusys yrpo3y u3 Ipyroi cetu wim u3 apyroro cermenra UCII/IH.

6. YpoBeHp JTAJIOHHOW MOJETH B3aUMOJCHCTBUS  OTKPBITBHIX crcTeM
(ISO/OSI), na xotopoM peanuzyercs yrpos3a. [lo sTomy mnpu3zHaKy yrposza MOXKeET
peanu3oBbIBaThCA Ha (PU3UYECKOM, KAHAJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM,
NpEeCTaBUTEILHOM U TipuKiIagHoM ypoBHe moaenu ISO/OSI.

7. CooTHOLIEHHE KonuyecTBa Hapymurened u  snementoB  MCII/H,
OTHOCUTEIIBHO KOTOpBIX peanu3yercs yrposa. [lo 3toMy mpusHaky yrposa MOXET
OBITh OTHECEHA K KJIACCY YIPO3, pPEaln3yeMbIX OJHHM HapYUIUTEIEM OTHOCUTEIBHO
omHoro TtexHmdeckoro cpenactsa MCII[ (yrpo3a «oaWH K OJHOMY»), Cpasy
OTHOCHTEIILHO HECKOJNbKHUX TexHuueckux cpencts MCIIAu (yrpo3a «oiuH KO
MHOTUM)) WM HECKOJIbKUMH HAPYIIUTENISIMU C PA3HBIX KOMITBIOTEPOB OTHOCUTEIBLHO
OJIHOTO WM HecKOoIbkuX TexHuueckux cpeactB WCII/In (pacmipeneneHHble WIH
KOMOWHHUPOBAHHBIC YTPO3bI).

C yderoM mpoBEAEHHOM KiacCU(PUKAIMK MOXKHO BBIICIUTH CEMb HambOojee
4acTO peaIn3yeMbIX B HACTOSIIEE BPEMSI YIPO3.

1. Ananu3 cereBoro Tpaduka (pUCyHOK 6).

! Mexnynaponnas Opranmzamust no Crangaprusaiun  (ISO) npussiia crangapt ISO 7498, onmcwiBarommit
B3aUMOJIeHCTBUE OTKPHITHIX cucteM (OSI).
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.
|

)

@

MapmpyTtuszatop 1 MapmpyTtusarop 2

KaHaJ1a|CBA3HU

XocCT HapyILIUTEIIs

&

Xoct M
Xoct N

Pucynok 6. Cxema peanuzanuu yrpo3bl «AHAIN3 CETEBOTO Tpaduka

Ota yrpo3a peaqu3yeTcsi ¢ MOMOIIBI0 CIEIUATBHON MpOorpaMMbI-aHAIH3aTOpa
nakeToB (Sniffer), mepexBaThiBaroIei Bce MAaKeThI, epeIaBacMbIe 10 CETMEHTY CETH,
M BBUICTSIONICH CpeAr HHUX TE€, B KOTOPBIX TNEPENaloTCs HIACHTHPUKATOP
MOJIb30BaTENIsI M €ro mnapoiib. B Xone peanuszanuu yrpo3bl HapylIUTElb H3ydaer
JIOTUKY PabOTBI CETH — TO €CTh CTPEMHTCS IMOJYYUTh OJIHO3HAYHOE COOTBETCTBHE
COOBITH, IPOUCXOMSIIINX B CUCTEME, M KOMaH]I, MEPEChUIAEMbIX TIPH ATOM XOCTaMH,
B MOMEHT TIOSIBICHHS JaHHBIX COObITHH. B nanpHeimeM 5TO TO3BOISET
3JIOYMBIIINICHHUKY HAa OCHOBE 3a/JIaHMsi COOTBETCTBYIOIIMX KOMAaHJ[ IOJYYUTh,
HaInpuMep, MPUBUIICTUPOBAHHBIC TIPaBa Ha JICUCTBUSA B CUCTEME WIIM PACITUPHUTH CBOM
MOJITHOMOYMST B HEH, NEPEeXBATHTh TOTOK IIePEAaBAEMbIX JTaHHBIX, KOTOPBIMH
OOMEHHBAIOTCS KOMIIOHEHTHI CETEBOM OMEPAIIMOHHOW CHUCTEMBI, JJIsi HW3BICUCHUS
KOH(pUAEHIIMATbHOW WM  WJACHTH(UKAIMOHHONW  umHpopMmanuu  (Hampumep,
CTaTUYECKUX IapoJied TOJIb30BaTENCH I JOCTyHa K YJIaJeHHBIM XOCTaM IO
nporokonam FTP u TELNET, ne npenycmarpuBaromum mudpoBaHue), €€ moJMEHBI,
MOIU(PUKAIIAA U T.II.

2. CKaHUPOBAaHHE CETH.

CymHocTh mporiecca peaau3aii yrpo3bl 3aKII0YaeTcsl B repeaade 3ampocoB
cereBbIM cityx0am xoctoB MCII/IH u ananu3e oTBeTOB OT HuX. Llenb — BhIsIBIICHUE
WCIOJIb3YEMBIX IPOTOKOJOB, JIOCTYIHBIX TIOPTOB CETEBBIX CIYXKO, 3aKOHOB
dbopmupoBaHus UIACHTU(HUKATOPOB COCAMHEHUH, OIMpENesieHUe aKTUBHBIX CETEBBIX
CEpBUCOB, MOAOOP HUICHTU(PHUKATOPOB U MApOJIEh MOJIb30BaTEIICH.

3. Yrpo3a BbISABICHUS TAPOJIS.

enp peanuzanuum yrpo3sl coctouT B nonydennu HCJl myrem mpeonmoneHus
MapOJILHOM 3aIUTHL. 3TOYMBIITUICHHHK MOMKET PEAM30BBIBATH YIPO3y C MOMOIIBIO
I[EJOr0 psAJla METOJ0B, TAKUX KaK MPOCTOW rmepedop, rnepedop ¢ HCMOIb30BAHUEM
CHEeIUaNbHBIX CIOBapeil, yCTaHOBKAa BPEIOHOCHOW NpOrpaMMmbl HJis TIepexBara
napossi, mojgMeHa JoBepeHHoro oobekTa cetu (IP-spoofing) m mepexBaT makeToB
(sniffing). B ocHOBHOM Is peaqu3alyy yrpo3bl HCIONB3YIOTCS CIIEIHATbHBIC
MpPOrpaMMbl, KOTOpbI€  TMBITAIOTCA  MOJIYYUTh  JOCTYIl K  XOCTYy MyTeM
nocJieIoBaTeNIbHOrO To00pa naposieil. B ciyyae ycrexa, 3710yMBIIIIIEHHUK MOXET
CO311aTh I ce0sl «Ipoxoa» A Oyaymiero JocTymna, KOTOphIi Oyaer neiicTBOBAaTh,
Ja’Ke €ClIi Ha XOCTE€ M3MEHUTH MapoJjb I0CTYIA.
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4. [TomMeHa JTIOBEpEHHOrO OOBEKTAa CETH M Tepeiada 10 KaHajam
COOOIIEHUI OT €ro MMEHH C TIPUCBOSHUEM €0 MpaB J0CTyIa (PUCYHOK 7).

1. Xoct X Bemer HabmoAeHUE 3a XocTaMu A 1 B u ornpezernsier HyMmepamyro

MaKeTOB COOOIIEHHI, HAYIIYIO OT XocTa B
/ XocTt B

XocT A - TOBEpEHHBIN XOCT

Xoct X - XOCT HapyILLUTENs

{my

2. Xoct X nockutaet Ha xoct A cepuro TCP-3anpocoB Ha co3aHue COSAUHECHUS,
3aIOJIHSIST TEM CaMbIM OYePe/Ib 3alIPOCOB C LEIBIO BBIBECTH U3 CTPOSI HA HEKOTOPOE
BpeMs XxocT A

y
SY
S O

Xoct X %
XocT A
@ SYN, R
1SSx ”
TCP-3anpoc Ha OTKPBITHE COSTMHEHUS] OT UMEHHU XOCTa A XocT B

SYN-6uT cuHXpoHH3aIM HOMEpa MOCIEeI0BATEIFHOCTH

ISSX-nnpon3BoNBbHBIN HOMEP MOCAEAOBATEILHOCTU
@ XOCT A BBIBEJICH U3 CTPOsI
@ =
S o
% X

OrtBer xocta B Ha TCP—3arM

Xoct X SYN, ACK, ISSh Xoct B
ACK(ISSx+1)

SYN-6UT cUHXpOHU3AIUH HOMEpPA MTOCIEA0BaTEILHOCTH
ISSb-npon3BoBHBII HOMED MOCIESIOBATEIBHOCTH X0CcTa B
Xoct A ACK(ISSx+1)-Homep noarBepxacHus npuema TCP-makera oT
xocta A, paBHbIi ISSX+1

B KOTOPOM aTaKyoIINii yKka3bIBaeT moaodpannsiii Homep 1SSb+1
ACK, ISSx+1
ACK(I1SSb+1) -

@ s ASK(ISSb+1)-nomep nmoareeprkaetus npuema TCP-makera ot xocta B,

_ }( ~TASK(ISSx+1)-Homep Xoor B
- crnenyroniero TCP-nakera

OtcyTcTByeT coobiienue o pa3peiBe T CP-coequHeHUs OT
BBIBEJICHHOTO U3 CTPOst XocTa A (MakeT ¢ 3ar0THEHHBIM
CITy>keOHBIM 3arosioBkoM RST)

CBiA3U

Pucynoxk 7. Cxema peanuzauuu yrpo3ssl «IlogmeHa qoBepeHHOr0 00bEKTa CETU»
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Takas yrpo3a >@Q¢eKkTUBHO peanu3yercss B CHCTEMax, IJe MNPUMEHSIOTCS
HECTOMKHE aJITOPUTMBbI UICHTU(UKALIMY U ayTeHTU(UKAIIMA XOCTOB, MOJIb30BaTENeH
u T.4. [log noBepeHHbBIM OOBEKTOM TOHUMAETCS OOBEKT CeTH (KOMIBIOTED,
MEXCETEBOM 3KpaH, MAPUIPYTU3ATOP U T.I1.), JIETATBHO MOAKIIOYEHHBINA K CEpBEPY.

MoryT OBITH BBIJICJIEHBI JIBE PA3HOBUHOCTH TMPOLIECCa Pean3alii yKa3aHHON
YIPO3bl: C YCTAHOBJIEHUEM U 0€3 YCTAaHOBJIEHUS! BUPTYAJIbHOI'O COETMHEHMUS.

[Ipouecc peanuzanny ¢ yCTaHOBIEHHEM BUPTYAJILHOTO COECAUHEHHSI COCTOMUT B
NPUCBOEGHUU TIpaB JOBEPEHHOrO0 CyOBbEKTa B3aUMOJCHCTBHUS, YTO [O3BOJISIET
HapYLIUTEIIO BECTU CEaHC PabOThI C OOBEKTOM CETH OT UMEHH JIOBEPEHHOT'O CYOBhEKTa.
Peanuzanus yrpo3bl JaHHOrO TUIA TPEOYeT MPEOIOJIEHUSI CUCTEMbI MAECHTU(PUKALIIH
U ayTeHTU(UKaluu coodIeHnit (Harpumep, ataka rsh-cimyx0s1 UNIX-xocra).

[Iponecc peanusanuu yrpos3sl 0€3 YCTAaHOBIICHUS BUPTYaJIbHOI'O COCTUHEHHUS
MOET MUMETh MECTO B CETSIX, OCYIIECTBIAIONIMX HICHTU(PUKALUIO TEpelaBacMbIX
COOOILEHUI TOJNBKO MO CETeBOMY azapecy ormnpaBurens. CyIIHOCTh 3aKIIIOYaeTCs B
nepenave CiayKeOHbIX COOOLICHHM OT MMEHHM CETEBBIX YIPABIAIOIIUX YCTPOWUCTB
(HampuMep, OT MMEHHM MapIIPyTHU3aTOPOB) 00 HM3MEHEHUM MAapUIPYTHO-aJPECHBIX
nanHbiX. [lpm  3TOM HeoOXOAMMO WMETh B BHAY, UTO €IUHCTBEHHBIMU
uaeHTuduKaTopaMu a0OHEHTOB M coeAuHeHus (mo mporokony TCP) sBistorcs aBa
32-outHbix apametpa Initial Sequence Number — ISS (Homep mocie10BaTEIEHOCTH)
u Acknowledgment Number — ACK (Homep moarepyxaenusi). CiaenoBaTeabHO, s
dbopmupoBanus noxkHoro TCP-makera HapylmuTenat0 HEOOXOAMMO 3HATh TEKYILHE
UAeHTUDUKATOPHI IS TaHHOTO coeanHeHus — 1SSa u ISSb, rae:

ISSa — HekoTOpoe uMCIEeHHOE 3HAY€HHE, XapaKTEepPU3YIollee MOPSIKOBBIMI
Homep ornpaBisiemoro 1CP-makera, ycranaBnuBaemoro 1CP-coenuHeHus,
WHUIIMHIPOBAHHOTO XOCTOM A;

ISSb — HexoTOpoe YnCIeHHOE 3HAUCHHE, XapaKTePU3YIOIIEe MOPSIIKOBBII HOMEP
ornpasisieMoro TCP-makera, yctanaiuBaemoro 1 CP-coenvHeHus, ”HUIIUUPOBAHHOTO
xocToM B.

3nauenne ACK (Homepa moarBepkaeHus yctaHoBieHus |CP-coequHeHus)
orpenemsieTcsl Kak 3Ha4eHWe HoMepa, MOJIy4YeHHOro oT pecmnoHaeHta |ISS (nomep
nociiegoBaTenbHocTH) witoc equauia ACKb = [SSa+1.

B pesynbraTe peanuzanuu yrpos3sl HapylIMTENdb MMOJydaeT MpaBa JOCTYIIA,
YCTaHOBJICHHBIE €T0 IOJIb30BaTeNeM AJisi JOBEPEHHOro abOHEHTa, K TEXHHUYECKOMY
cpenctBy MUCIIJIH — uenu yrpos.

5. HaBsi3pIBaHME JTO)KHOT'O MapIIpyTa CETH.

JlanHast yrpo3a peaiau3yercss OJHMM W3 JIByX CIOCOOOB. TyTeM
BHYTPUCETMEHTHOTO  WJIM  MEXKCErMEHTHOTO  HaBsS3bIBaHUSA.  B03MOXHOCTH
HaBS3BIBAHUSL JIOKHOTO MapuipyTa oOOYyCIIOBJIEHa HEAOCTaTKaMH, TMPUCYIIUMHU
QIrOpUTMaM MapUIpyTHU3alMU (B YAaCTHOCTH, M3-3a MPOOJEeMbl HACHTUPUKALUU
CETEBBIX YNPABISAIOIIUX YCTPOMCTB), B PE3YJbTATE YEr0 MOKHO MOMACTh, HAITPUMED,
Ha XOCT WJIH B CETh 3J0YMBIILICHHUKA, TJI€ MOXXHO BOMTH B ONEPALMOHHYIO CpEeay
texHuueckoro cpeacrsa B cocraBe MCIIH. Peanm3zanuss yrpo3bl OCHOBBIBAETCS
Ha HECAaHKIIMOHMPOBAHHOM HCIIOJIb30BaHUU MpOTOKOJI0B Mapupyruszamuu (RIP,
OSPF, LSP) u ympasnenust cereto (ICMP, SNMP) nns BHeceHuss M3MEHEHHIA
B MapLIpyTHO-apecHble Tabmuibl. [Ipy 3TOM Hapymureato HeoOX0AUMO MOCHATh OT
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UMEHH CETEBOr0 YIPABIAIOIICIO YCTPOMCTBA (HAMPUMEp, MapIIpyTH3aTopa)
ynpasJsitoliee coodeHue (pucynku 8 u 9).

1. Ilepenaua HapyiuTenem Ha xocT 1 1oxHOro coobmenus mo nporokoxy ICMP Redirect ot
HUMEHH MapuipyTu3aropa 1 06 H3MeHEHHH TabJIUIIBI

%) _%— HnTepreT

MapupyTusarop 1 MapupyTusarop 2

JloxHoe coobuieHne Cepsep
ICMP Redirect top.secret.com
XO:CT 2 Xoct Hap:ymmena

2. IlaxeTs! Ha tOp.Secret.com HampaBIIsIOTCS Ha HECYLIECTBYIOIIHIT MapIIpyTH3aTop (XocT 2), a
CcIIeZI0BATENBHO, CBA3B ¢ tOP.Secret.com Hapymaercs

> * %— —%7 Hnrepuer

MapupyTusarop 1  MapupyTu3sarop 2 |

Xocr 2

Tabnuua
MapLIpyTH3aLHK

top.secret.com:
gateway=xocT 2

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzanuu ataku «HaBsi3bIBaHUE JTOKHOTO MapIIpyTa
(BHYTpHCErMEHTHOE) ¢ ucnosib3oBanueM nporokona ICMP ¢ nienbio HapymeHus
CBSI3U

1. ®aza nepenayn noxxuoro coodmenns ICMP Redirect or umenu MaprpyTuzaropa Ha XocT 1

Jloxnoe coobienne ICMP Redirect  MapmpyrtusaTtop

B HAWJTy4IlIEeM MapIIpyTe K XOCTY
top.secret.com

=

XOCT HapyLIUTENs

Nutepner

2. daza npuema, aHaJIN3a, BO3/ICHCTBHS U Mepeavyu NepexBauyeHHOW HH(OPMAIIUH Ha JIOKHOM

cepaepe
%_ HuTepuer
Mapuipytuszarop 1 Mapmpytuszarop 2|

Xoct 1 nepenaer
[MaKETHI,
rpeHa3HaYeHHbIe
top.secret.com, Ha

XOCT aTaKyHOUIEro
XocCT HapyHIUTEIs

ATakyromuid OT UMEHHA
xocTta 1 nepenaer makeTsbl
Ha top.secret.com

Xocr 1 Cepsep top.secret.com

Pucynok 9. Cxema peanuzanuu yrposs! «HaBs3bpIBaHUE JT0KHOT'O MapUIpyTa»
(MEXCErMeHTHOE) C LIETbIO NepexBaTa Tpapuka
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6. BHeapeHue J10’)KHOr0 00BEKTa CETH.

OTa yrpo3a OCHOBaHa Ha UCIOJb30BAHUU HEJOCTATKOB AJITOPUTMOB
yAaJIEHHOTO MoucKa. B cityuae, ecinu 0OBbEKTHI CETH M3HAYAIbHO HE UMEIOT aJIpECHOM
uHpoOpMalK JIPYT O JPyre, UCIONB3YIOTCS Pa3IUYHBbIE MPOTOKOJBI YIAJIEHHOTO
norcka (Hanpumep, SAP B cersx Novell NetWare; ARP, DNS, WINS B cersix co
crekoM nipotokosioB TCP/IP), 3akmovaromiuecs B mepeaade Mo CeTH CHCIHAIbHBIX
3aMpoOCOB W TIONYYCHWH HA HHUX OTBETOB C HMCKOMou uH(popmarmei. [Ipu sTom
CYIIECTBYET BO3MOXKHOCTh TEpEeXBaTa HAPYIIUTEIEM IMOMCKOBOIO 3apoca U BbIAa4u
Ha HEro JIO)KHOTO OTBETa, MCIOJIb30BAHHE KOTOPOTO MPHUBEIET K TpedyemMomy
M3MEHEHHUIO MapUIPyTHO-aJpECHBIX JaHHBIX. B  [ganpHeillieM Bechb MOTOK
nH(pOpMaIK, acCOIMUPOBAHHBIN C OOBEKTOM-KEPTBOM, OyIeT MPOXOAUTH uepes
JOXHBIA 00BeKT cetr (pucynku 10 - 13).

1. ®a3za oxunanus ARP-3amnpoca %
.\,N‘tj
I

ATtakyromuii NpocIyuBaeT MapupyTuzarop
KaHaJl, 0KHJas nepenaqy

ARP-3anpoca S

Xocer 1 Xocr 2 Xoct N

XoCT HapyUIUTeNs

2. ®a3a peanu3aniy yrpo3bl

f %

Xoct nepenaet [epexBatu ARP-3ampoc, Mapupyrusarop
ARP-3anpoc aTaKyIOLIMH IepeaeT JOKHbIN
ARP-otBeT
\ \ \ Hurepuer
Xocr 1 Xocr 2 Xoct N

XocCT HapyIHUTENS

3. ®a3za mpuema, aHanu3a, BO3JEUCTBUS U IIepelaull lepexBaueHHOW HH(OpPMaK Ha
noxxkHoM ARP-cepsepe

g MapmpyTtusaTop
Cas3b xocta l c %

MapuIpy TH3aTOPOM IIPOUCXOIUT
yepe3 J0xHbI ARP-cepBep

|
|
|
|
|
| HNurtepuer
|
|
|
|
|

Xocr 1 Xocer 2 @ Xoct N
>, - ————————
\ [
JIoXHBII
ARP-cepsep

Pucynok 10. Cxema peanuzaruu yrpossl «Baenpenue noxaoro ARP-cepsepa»
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1. ®aza oxwunanus atakyromum DNS-3ampoca ot xocta 1 (arakyromiuit HaXoquTes MO0 Ha XOCTe
HapymwmTens 1, 0o Ha XOCTe HapyIIUTeNs 2)

Xoct 1 Xoct 2

88 4

Xocrt Hapymmrerns 1

Cepsep /\
% top.secret.com [Xs
MappyTuzaTop N
& s
Mapuipytuzatop i\/
NS

DNS-ceprep

XocTt HapymmTens 2

2. ®a3a nepenaun atakyromum toxuaoro DNS-oTBeta (arakyrommii HaxXoauTCst THOO Ha XOCTe

HapyumTess 1, mubo Ha XocTe HapyIIUTeNs 2)

f T

DNS-3amnpoc

DNS-otBet

Xocr 1 Xocr 2

Xocr HapymmTens 1

Jloxmeii  Mapmpyruzarop

X
MapmpyTtuzatop Cepgep top.secret.com
Mapupyrtusatop ot i
DNS-otBer &
DNS-ceprep

XocT HapymuTess 2

3. da3a npuema, aHasK3a, BO3ICHCTBUS U NEpeayl ePeXBauCHHON HHPOPMAIIUH Ha JIOKHOM CepBepe

i
I
I

NS

Mapmipyrusatop Cepgep top.secret.com

285

Mapupyruzarop

=7

DNS-ceprep

XocT HapymuTens 2

Pucynok 11. Cxema peannzanuu yrpo3sl «Baenpenue noxnoro DNS-cepsepa»
nyteMm nepexsata DNS-3ampoca
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1. Hapymmrens nepenaet HanpasieHHbIH mtopM DNS-oTBeToB Ha xocTt 1

Mapupyrtuszatop

Cepaep
top.secret.com
IITop™ 10KHBIX

é i: . WS-OTBGTOB oT
nmern DNS-

/‘O{?@ 2}\55 MapmpyTtuzarop Mapuipyruzarop cepBepa Ha xoct 1

Xocr 1 Xocr 2

MapupyTtuzarop

DNS-cepsep

JloxHbIi1 cepBep
(xocT HapymMTEs)

2. Xoct 1 noceunaer DNS-3anpoc n HemennenHo nomny4aet j10kHbiid DNS-otBer

Mapupytuszatop

[IITopM JOKHBIX

% . WS-OTBGTOB oT
T O//y umenn DNS-

i Ma; 3aTO
DNS-3aHpoc‘é§% PHIpYTHEATOP

Mapuipyusatop ceprepa
SN N

JloxHbIN cepBep
(xocT HapyIMTENIs)

DNS-cepBep

3. ®a3za npuema, aHaK3a, BO3ACHCTBUS U IIepeIaul ePeXBaueHHON HH(OPMAIIUU HA JIOKHOM CepBepe

Mapuipytuzarop

(e

Cepse
MapipyTisatop Op.seé)ret.%om
MapipyTtu3aTop MapipyTtusatop

DNS-cepBep

e
@

JloxxHbI11 cepBep
(xocT HapyIIUTEIS)

Pucynok 12. Cxema peanuszanuu yrpo3sl «BHeApeHue 1oxxHoro DNS-cepsepay
nyteM mropma DNS-0TBETOB Ha KOMIIBIOTEP CETH
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1. Hapymmrens co3aet HanpaBJIeHHBIH TOPM J0XXHBIX DNS-0TBETOB OT MMEHH OZHOTO M3 KOPHEBBIX
DNS-cepBepoB u 1py 3TOM MPOBOLMPYET ITOT CEPBEP Ha OTBET, Nockuias Ha Hero DNS-3anpoc

@g WurepHeT
% 1 Map n3atop | Cepsep

MapmpyTtuszarop MapmpyTtusarop

L DNS-3ampoc Ha mOHUCK —& Kopuesoi
top.secret.com DNS-cepsep

XOCT HapyLIuTeIs

MapupyTtuzarop

DNS-ceprep

2. DNS-cepBep nepenaer DNS-3anpoc na xopueBoii DNS-cepep u HemeaeHHO nonydaeT jgoxHbIii DNS-oTBeT ot
aTaKyIoIIero

@g % ) WNurtepuer ‘
M
% Q):(OC)T L apuip n3aTop% | - . - Cepep

% o

Mapiipytuzatop MapuupyTH3aTop MapmpyrtuzaTop
DNS-3ampoc
HampasnenHslil mropm
noxHbIXx DNS-oTBeTOB
OT UMEHU KOPHEBOTO KopHesoit
DNS-cepsepa -
DNS-cepBep PBEpP DNS-cepsep

XOCT HapyLuTeIs

3. Xoct HapymmTens u3MeHseT kam-radbammy DNS-cepBepa u obecrieurnBaeT mpoxoxaeHue Tpaduka aepes
noxueii Cepsep top.secret.com

S IS
- X
NS epBep ‘ * S oxHbIil CepBep
top.secret.com top.secret.com
HNurtepuer —«— DNS-3anpoc Ha nouck
Ko ta6nnua DNS- TOP.SECRET.COM

cepBepa
top.secret.com: DNS-oTBeT ¢ N0KHBIMU
IP ampec arakyromero CBCICHUSIMM O XOCTE

TOP.SECRET.COM
DNS-cepsep

Xoctr 1

Pucynok 13. Cxema peanmzaruu yrpo3sl «Baenpenue noxxnoro DNS-cepBepa»
nytem mropma DNS-orseroB Ha DNS-cepsep
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7. OTka3 B 00CITy>KUBAHUH.

OTu  yrpo3sl OCHOBaHbl Ha HEAOCTaTKaX CETeBOr0  MPOrpaMMHOI0
oOecrieyeHus, ero ysa3BUMOCTSX, MO3BOJSIONIMX HAPYIIUTEIIO CO3/1aBaTh YCIOBUS,
KOTJla ONEpalMOHHAss CHCTeMa OKa3blBaeTcs HE B COCTOSHMHM 00palaThIBaTh
NOCTYHAIOIINE MAKETHI.

MoryT OBITH BBIIETICHBI HECKOIBKO Pa3HOBHIHOCTEH TAaKUX YIPO3:

a) CKpBITBII OTKa3 B OOCHY)KMBaHWHW, BBI3BAaHHBIM MPUBICUCHHEM YacTH
pecypcoB UCII/In Ha 00pabOTKy MaKeToB, MEPeIaBaeMbIX 3JIOYMBIIUIEHHUKOM CO
CHIDKEHHEM TIPONMYCKHOW CIIOCOOHOCTHM KaHajOB CBSI3M, MPOU3BOAUTEIHLHOCTH
CETEBBIX YCTPOWCTB, HApyIIEHHUEM TPEOOBAHHUI KO BpeMEHH OOpabOTKHU 3ampOCoB.
[Ipumepamu peanuzanuu yrpo3 MOJ00HOTO POAa MOTYT CIY)KHTh: HalpaBlIeHHBIN
mropM 3x0-3ampocoB 1o npotokoiay ICMP (Ping flooding), mropm 3ampocoB Ha
yctanoBienue TCP-coequnennii (SYN-flooding), mrropm 3anpocoB k FTP-cepsepy;

0) ABHBII OTKa3 B OOCIY)XMBAaHHH, BBI3BAHHBIN HCUEPIIAHUEM PECYPCOB
NCTIda npu o6paboTKe MaKeToB, MEPEIaBAEMBIX 3JIOYMBIIIJICHHUKOM (3aHSTHE BCEH
MOJIOCHI TIPOITYCKAHUSl KAaHAJIOB CBSI3W, IMEPETONIHEHHE OdYepesieil 3ampocoB Ha
o0cCTy’)kKMBaHHE), IPU KOTOPOM JIETalIbHBIEC 3aIIPOCHl HE MOTYT OBITh TIEpeaHbl yepes3
CEeTh M3-3a HEAOCTYITHOCTH CpeJibl Nepeaadn Ju0o Moy4aroT 0TKa3 B 00CITYKUBaHUU
BBHJy TIEPENOIHEHUSI Ouepe/iel 3ampocoB, TUCKOBOTO MPOCTPAHCTBA MaMATU U T.J.
[Ipumepamu yrpo3 MaHHOTO THMA MOTYT CIYKHUTh IITOPM HIMPOKOBEIIATEIbHBIX
ICMP-3x0-3anipocoB  (Smurf), wnampaenennsii 1mropMm (SYN-flooding), 1mropm
COOOIIEHU TOYTOBOMY cepBepy (Spam);

B) IBHBI OTKa3 B OOCIYXMBAaHWU, BBI3BAHHBIA HAPYIICHUEM JIOTMYECKOU
CBA3HOCTU Mexay TexHuueckumu cpencrsamu MCIIIH npu nepenade Hapymurenem
YIOPABISIOUIMX COOOIIEHWH OT MMEHHM CEeTEBBIX YCTPOMCTB, MPUBOASIINX
K M3MCHEHUIO MapIIpyTHO-aJIpecHbIX naHHbIX (Hanpumep, ICMP Redirect Host,
DNS-flooding) niu uaeHTHGUKATMOHHON M ayTeHTH()UKAITMOHHON HH(POPMAIIHH;

T') SIBHBII OTKa3 B OOCITYKMBAaHUM, BI3BAHHBIN Mepeaaueii 3I0yMBIIITICHHHKOM
MAKeTOB C HECTaHHapTHBIMU arpulOyramu (yrpo3sl tmma «Land», «TearDropy,
«Bonky», «Nuke», «UDP-bomby») wmu wumerommx UIMHY, IPEBBIIIAIONIYIO
MaKCUMaJIbHO JONYCTUMBIH pasmep (yrpo3a tuma «Ping Deathy»), uto moxer
MIPUBECTU K COOIO0 CETEBBIX YCTPOMCTB, y4aCTBYIONIUX B 00pabOTKE 3ampocoB, MpU
YCIOBUM HAIM4YMsS OMIMOOK B Mporpammax, pealu3yoUIuX MPOTOKOJIbl CETEBOI0
oOMeHa.

PesynpraToM peanuzanuu  JAHHOM yrpo3bl MOXKET CTaTh HApYIICHHE
paboTOCTIOCOOHOCTH COOTBETCTBYIOIIEH CIIYXKOBI TPEJOCTaBICHUS YAAJIECHHOTO
noctryna k [1/In 8 UCII/IH, nepeaaya ¢ 0JJHOrO ajjpeca TaKoro KOJIMYeCTBa 3alpoCoB
Ha MOJIKJIIOUYEeHHE K TexHuueckoMmy cpenctBy B coctaBe MCII/IH, kakoe MakCUMaIbHO
MOXXET «BMECTUTH» TpauK (HAMPABICHHBIA «IITOPM 3alpPOCOB»), YTO BJEYET 32
co00ll TepenosHeHUe O4Yepeau 3alpoCOB M OTKA3 OJIHOM M3 CETEBBIX CIYXO WIH
MOJTHYIO OCTAHOBKY KOMIIBIOTEPA M3-3a HEBO3ZMOKHOCTH CUCTEMBI 3aHUMAThHCSI HIYEM
JIPYTUM, KpoMe 00pabOTKH 3a1pOCOB.

8. Y naneHHbI! 3amyCK MPUIIOKCHUH.

VYrpo3za 3akmrouaercs B crpemiieHuu 3amyctuTh Ha xocte UCII/AH pa3nuyHbie
NpEIBApUTEIbHO BHEAPEHHBIE BPEIOHOCHBIE MPOrpaMMBbl: MPOrpaMMBbI-3aKIaaKH,
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BUPYCHI, «CETEBbIC IIIHOHBI», OCHOBHAs IIeb KOTOPBIX — HapyIICHUE
KOH(UICHIIUATLHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTA WH(OpPMAIMU U  TOJHBIA
KOHTPOJIb 3a pabotoi xocta. KpoMe Toro, Bo3MoxkeH HECAaHKIIMOHUPOBAHHBIN 3aITyCK
MPUKJIAIHBIX TPOTPAMM TIOJIB30BATEICH 11 HECAaHKIIMOHWPOBAHHOTO TITOTYYEHUS
HEOOXOMMMBIX HAPYIIUTENIO JaHHBIX, IS 3alyCcKa YIPABISEMBIX MPUKIATHON
MpOrpaMMOu IPOLECCOB U AP.

Brigensitor Tpu mogkiacca JaHHBIX YIPO3:

1) pactipocTpaneHue  ¢aiyioB,  ColepXKAIIUX  HECAHKIIMOHUPOBAHHBIHI
HUCITOJTHSIEMBIN KOJI;

2) yIaJCHHBIM  3alyCK MNPUIOKEHUS IyTeM IepenoiHeHus Oydepa
IIPUII0KEHU-CEPBEPOB;

3) yOAJICHHBIN 3amyCcK NPWIOKCHHS ITyTEeM WCIIOIb30BaHMUS BO3MOXKHOCTEH
yJIaJIEHHOTO YIPaBJICHUS CHUCTEMOM, MPEIOCTABISIEMBIX CKPBITHIMU MPOrPAMMHBIMU
Y anmapaTHBIMU 3aKJIaKaMU JTUO0 UCIOIb3yEMBIMH IITATHRIMHU CPEICTBAMH.

TunoBbie yrpo3bl MEPBOTO W3 YKa3aHHBIX IOJKIACCOB OCHOBBIBAIOTCS Ha
aKTUBH3AIlMN PACIPOCTPAHACMBIX (DaiJIOB MpU CIIydailHOM OOpaIlieHUH K HHUM.
[Tpumepamu Takux (HaijoB MOTYT CIIYKUTh: (DalliIbl, COEp KaIINe UCTIOIHIEMBIN KO
B BUje Makpokoman (moxkymentsl Microsoft Word, Excel u 1.11.); html-qokyMeHTbI,
CoJiepIKaIllie WCIONHICMbIH Koa B BHjae djeMmeHToB ActiveX, Java-ammieros,
UHTEPIPETUPYEMbIX CKPHUIITOB (HampuMmep, TEKCThl Ha JavaScript); ¢aiisl,
coJiepKaIllie UCIIONMHIEMbIC KOMIBI TiporpaMm. st pacripocTpaneHus ¢GaiiioB MOTYT
WCIIOJIB30BAThCS  CIIYXKOBI DJIGKTPOHHOM TOYTHI, Tiepemaaun (aioB, CETEBOU
(haiisTIoBOM CHCTEMBI.

[Ipu yrposax BTOpOro TMOAKJIACCA HCIOIB3YIOTCS HEIOCTATKH TIPOTPAMM,
peaIM3yIOIINX  CETEBbIe CEpBUCHl (B  YAaCTHOCTH, OTCYTCTBHE  KOHTPOJIS
nepenoigHeHus Oydepa). HacTpoilkoil CHCTEMHBIX PpErMCTPOB HHOTJA yIaeTcs
MEePEKITIOYUTH MPOIECCOP TOCTE MPEPHhIBaHMS, BHI3BAHHOTO MEPEIOIHCHHEM Oydepa,
Ha WCIIOJTHEHME KO/a, CojieprKalerocs 3a rpanuiei oydepa. I[lpumepom peanuzanum
TaKOW yrpo3bl MOXKET CITY)KUTh BHEJIPEHHUE IUPOKO U3BECTHOTO «BUpyca Moppucay.

[Ipu yrpo3ax TpeThero mojkiacca HapYIIUTENb HCIOJb3YET BO3MOXKHOCTH
YIAJICHHOTO YIPaBJICHUS CHCTEMOM, MPEIOCTABIIIEMbIC CKPBITHIMH KOMITOHCHTAMHU
(marmpumep, «rpossHCKEME» mnporpammamu Tuma Back Orifice, Net Bus) mu6o
IITATHBIMUA CPEJCTBAMU YIIPABICHUSA M aJMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u 1. m.). B pe3ynbrare nx
WCIOJIb30BAHUS yIa€TCs TOOUTHCS YAICHHOTO KOHTPOJIS HaJl CTAaHIIMEH B CETH.

CxeMaTUYHO OCHOBHBIC ATAMbl pa0OTHI 3TUX MPOTPAMM BBITIISAIAT CICAYIOIIAM
obOpazom:

MHCTAJUIALMS B TIAMSITH;

OKMJAHUE 3ampoca C YAAICHHOTO XOCTa, Ha KOTOpPOM 3alylleHa KIIMCHT-
mporpamma, 1 0OMeH ¢ Heil COOOIIEHUIMH O TOTOBHOCTH;

nepenaya rnepexBauyeHHOW WHOOpPMAIMU KIMEHTY WIH TPEIOCTaBICHUE €MY
KOHTPOJISI HaJl aTAKyeMbIM KOMITHIOTEPOM.

Bo3mokHBIE TOCHENCTBHS OT pealu3alldd yrpo3 pa3iuyHbIX KJIACCOB
NpUBEICHBI B Ta0uie 3.
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Tadomuna 3
Bo3moskHbIC MMOCICACTBUA pCaIn3allii YI'pO3 Pa3JIMYHBIX KJIaCCOB
No
/i Tun araku Bo3MoxkHbIe nOCaAEACTBUS
1 AHaJIu3 ceTeBOro Tpa(l)HKa I/Iccne,HOBaHI/Ie XapPaKTCPUCTUK CCTCBOI'o Tpa(i)I/IKa,
TmepexBaT TIepeAaBacMbIX JIaHHBIX, B TOM YHCIE
HICHTH()HUKATOPOB M TIAPOJICH MMOJTb30BaTeNIeH
2 CKaHHPOBaHHE CETH Ormpenenenue MPOTOKOJIOB, JOCTYMHBIX MOPTOB CETEBBIX
CIyk0, 3akoHOB (opMUpOBaHUS HIACHTU(UKATOPOB
COEIMHEHUH, AKTHBHBIX CETEBbIX CEPBHCOB,
UICHTU(UKATOPOB U TapoJIei MoJIb30BaTeNIeH
3 «ITaponbHas» aTaka Bromonaenne  mo00r0  JECTPYKTHBHOTO — NIEHCTBUS,
CBA3AHHOTO C IOJyYeHHEM HECAHKIIMOHHUPOBAHHOTO
J0CTyTa
4 I[ToaMeHa TOBEpPEHHOTO 0OHEKTA CETH H3menenue Tpaccsl IIPOXOXKACHUSA COOOIIICHUH,
HECAHKIIMOHUPOBAHHOE HU3MEHEHHE MapUIpyTHO-
aJpECHBIX JaHHbIX. HeCaHKIMOHMPOBAHHBIM JOCTYI K
CETEBBIM pecypcaM, HaBsI3bIBAHUE JIOKHOW WHpOpMAIIUN
5 Hapsi3bIBaHME JIOXKHOTO MapLIPyTa HecankimonupoBanHoe HU3MEHEHHE MapIIpyTHO-
aJpECHBIX  JIAHHBIX, aHAMU3 W MOAUGUKAIHS
MepelaBaeMbIX  JAaHHBIX,  HaBS3bIBAHHE  JIOKHBIX
co001IeHHI
6 BHeﬂpeHHe JIOKHOT'O O0OBEKTa CEeTU HepeXBaT " IpOCMOTP Tpa(bI/IKa. HecaHKHI/IOHI/IpOBaHHHﬁ
JIOCTYII K CETEBBIM pecypcaM, HaBS3BIBAHHE JIOKHOU
nHpOPMAITIH
7 YacTuyhHoe HCUYEpIIaHUE PECYPCOB CHmkeHre HpOHyCKHOﬁ CIIOCOOHOCTH KaHAJIOB CBA3U,
MPOU3BOAUTEIBHOCTH CETEBbIX YCTpOMHCTB. CHMXEHHE
MIPOU3BOAUTEIHLHOCTH CEPBEPHBIX MPHUIIOKEHUN
S TTonHOE HCYepIaHKe PECYPCOB HeBo3MokHOCTE mepenauu cOOONICHUH U3-3a OTCYTCTBUS
5 JIOCTyNa K cpele Iepenavyd, OTKa3 B YCTaHOBJICHUU
/m
; coenuHeHus. OTka3 B  TPEAOCTABIEHUM  CEpBUCA
= (971€KTPOHHO¥ 1OYTHI, (haiTIoBOTO M T.1I.)
Q
8 Hapymenne noruueckoii| HEBO3MOXKHOCTD niepeiauu, COOOIIEHUH H3-3a OTCYTCTBUS
2 CBA3HOCTH MEX/y aTpuOyTamu,|KOPPEKTHBIX MapIIpPyTHO-aIPECHBIX JAHHBIX.
E JAHHBIMH, 00BbeKTaMU Heso3moxHOCTH IIOJIY4YCHUA yciayr BBUOY
o HECaHKITMOHUPOBAHHON MO U(UKAAN
HICHTH(DUKATOPOB, IAPOJICH U T.II.
UcnonszoBanue  omwmubOK B Hapymenue paGoTOCIIOCOGHOCTH CETEBBIX YCTPOICTB
porpamMmax
8 Iyrem pacCplUIK1 (aitnos, Hapymienne KOH(UACHIIUAILHOCTH, LIEJIOCTHOCTH,
E COACpIKaLINX NCCTPYKTUBHBIN| 1oCTYITHOCTH MH(POPMAIU
§ WCTIONHSIEMBIA  KOJ, BHUPYCHOE
% 3apaKeHUE
= [Iyrem mepenonHeHuss Oydepa
s CEPBEPHOTO TIPHUIIOKCHUS
&}
g Ilyrem ncmonb30BaHus BO3MOK-| CKphITOE yIIPaBJICHHE CHCTEMOR
i HOCTEH YNaNeHHOTO yIpaB/IeHHs
2 CHCTEMOM, MIPEI0CTABISIEMBIX
5 CKPBITBIMU ~ MPOTPAMMHBIMUA U
§( anmapaTHRIMU 3aKJIaJKaMH JIM0O
> HCII0JIb3YyCMbIMU IMTAaTHBIMH

CpeICTBAMH
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[Ipouiecc peanuzanuu yrpo3bl B O0IIEM ClIy4ae COCTOUT U3 YEThIPEX ITAIOB:

cobopa nHbopMaIHH;

BTOp>KEHUs (IPOHUKHOBEHUS B ONIEPAIIMOHHYIO CPENY);

OCYIIECTBJICHUSI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

JUKBUIAINH CIIEJI0OB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Ha srane cOopa nndopmanuu HapyuuTesss MOI'yT MHTEPECOBATh Pa3InuHbIe
ceegenus 00 MCII/IH, B ToM ynce:

a) O TONOJIOTHMH CETH, B KOTOpPOW (YHKIIMOHUpYET cucteMa. lIpu 3ToM MOxer
UCCIIEIOBAThCsl 00JIaCTh BOKPYT CETU (HAMPUMEP, HAPYIIUTENST MOTYT WHTEPECOBATh
azipeca JIOBEPEHHbBIX, HO MEHEE 3alllMIIICHHBIX X0CTOB). JIJIsl onpenenenus TOCTYITHOCTH
XOCTa MOTYT MCIOJIB30BaThCS MPOCTEHINNE KOMaHJbI (HalpuMmep, KOMaHaa ping ajis
nocbutkn ICMP-3anpocoB ECHO REQUEST ¢ oxunanuem Ha Hux ICMP-orBeToB
ECHO REPLY). CymecTBylOT  YTWIWTBI,  OCYIIECTBISIONIME  MapaJUieIbHOE
OIIPENEIICHNE JOCTYIIHOCTH XOCTOB (Takue Kak fping), KOTOpbIE CIOCOOHBI
MPOCKAaHUPOBATh  OOJBIIYI0 OOJIACTH  aAPECHOr0 TPOCTPAHCTBA HA  MPEIMET
JIOCTYITHOCTH XOCTOB 3a KOPOTKHM MPOMEXKYTOK BpEMEHH. TOIMOJIOrHUs CETH 4YacTo
OIpENeNsieTCs HA OCHOBAHUM «CUETUMKA Y3JIOBY» (IUCTAHIMHU MEXTy Xoctamu). [lpu
ATOM MOT'YT PUMEHATHCS TAKKE METObL, Kak «moaysiiuu TTLy u 3anucu mapuipyra.

Meron «monymsimuu  TTL» peanu3oBaH mnporpammoin traceroute  (1uis
Windows NT — tracert.exe) u 3axmodaercs B moayisiiuu mojist TTL IP-nakeros. Jlist
3aIlMCy MapIIpyTa MOT'YT UCTIoNb30BaThesi [CMP-miakersl, co3naBaeMble KOMaHI0M ping.

COop uHpOpMaIIIH MOXKET OBITh TaK)Ke OCHOBAH Ha 3aIrpocax:

kK DNS-cepBepy 0 crnucke 3aperucTpupoBaHHBIX (M, BEPOSTHO, AKTHUBHBIX)
XOCTOB;

K MapuIpyTu3atopy Ha ocHOBe mpotokoja RIP 00 wu3BecTHBIX Mmapuipyrax
(uH(pOpMaLKs O TOTOJIOTUHU CETH);

K HEKOPPEKTHO CKOH()HUTYpPUPOBAHHBIM YCTPOMCTBAM, OIS KUBAIOIIAM
nporokosn SNMP (uHpopmaiiys 0 TOMOJIOTUU CETH).

Ecou UCIIIH HaxomuTcsi 3a MeXKcCeTeBbIM 3KpaHoM (MD), Bo3MOxeH cOop
uHpopmaruu o koHpurypauuu MD u o Tononoruu UCIIIH 3a M3, B ToM uucie
MyTEM IOCHUIKU MMaKETOB Ha BCE MOPTHI BCEX MPEIOIaraéMbIX XOCTOB BHYTPEHHEH
(3amuuaeMon) ceTu;

0) o tune omneparmonHoit cucrembl (OC) B MCII[H. Camblii u3BECTHBIN
cnocob onpenenenus Tuna OC xocTa OCHOBaH Ha TOM, 4TO pazianuHble Tuibl OC no-
pasHomy peanu3yroT TpedoBanus crangaptoB RFC k creky TCP/IP. Oto nmo3Bomser
HApYyIIUTENIO yaaleHHo uaeHTuduuupoBat THn OC, yCTaHOBICHHOW Ha XOCTE
NCII[JH nyTeM NOCBUIKA CHEUUAbHBIM 00pa3oM CPOPMHUPOBAHHBIX 3aMpPOCOB M
aHaJM3a MOJyYEHHbBIX OTBETOB.

CyliecTByIOT crHeluagbHble CPEACTBA, PEATU3YIOIIME JIaHHbIE METOJbI, B
gactHOocTH, Nmap u QueSO. MoXHO OTMETHTh TaK)Ke TaKOH METOH OIpe/eeHUs
tuna OC, KaK MPOCTEUIINA 3aMpoCc Ha YCTAHOBJIEHUE COCAMHEHUS MO MPOTOKOIY
ynanenHoro goctymna telnet (telnet-coenuuenws), B pe3ynbTaTe KOTOPOro IO
«BHEIIHEMY BUAY» oTBeTa MOxHO onpenenuts tun OC xocra. Hamuuwme
OTPEJIETICHHBIX CEPBUCOB TAKKE MOXKET CIYKHUTh JOMOJHUTEIbHBIM MPU3HAKOM JIJISI
onpeaenenus tuna OC xocra;
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B) 0 (YHKIMOHUPYIOIIUX Ha XocTax cepBucax. OrmnpeneneHue CEpBHUCOB,
UCIIOJHSIEMbIX Ha XOCT€, OCHOBAHO HAa METOJE BBISBICHUS «OTKPBITHIX MOPTOBY,
HampaBJIeHHOM Ha cOop wuH(MOpMAUMU O JOCTYMHOCTH XocTta. Hampumep, mns
onpenenenust goctynHoctd UDP-nopra He06OX0IUMO MOMYYUTh OTKIMK B OTBET Ha
nocbuiky UDP-niakeTa coOTBETCTBYIOIIEMY MOPTY:

eciu B orBer npunuio coobmenne ICMP PORT UNREACHEBLE, to
COOTBETCTBYIOIIHI CEPBUC HEOCTYIICH;

€CJIM JJAaHHOE COOOIIIEHUE HE MTOCTYIUIIO, TO OPT «OTKPBITY.

Bo3MmoskHBI BecbMa pa3HOOOpa3Hble Bapualliy UCIIOIb30BAaHUS 3TOI0 METO/A B
3aBHCHUMOCTH OT MCIOJIb3YEMOTr'0 MPOTOKOJa B cTeke mpotokosioB TCP/IP.

Jiist aBTomaruzanuu coopa nndopmanuu 06 MCIIJIH pazpaboTrano MHOKECTBO
MIpOrpaMMHBIX CpeACTB. B KauecTBe mpumepa MOXKHO OTMETHUTH CJIEIYIOIINE U3 HUX:

1) Strobe, Portscanner — onTHUMH3HpOBaHHBIE CPEACTBA  OMPEACICHUS
JNOCTYIIHBIX CEPBUCOB Ha OCHOBE onpoca TCP-mmopToB;

2) Nmap — cpeicTBo CKaHMPOBaHUS JOCTYITHBIX CEPBUCOB, MPEIHA3HAUCHHOE
mis OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SIBnsercs cambiM
MOMYJISIPHBIM B HACTOSIII[EE BPEMSI CPEJICTBOM CKAHUPOBAHUS CETEBBIX CEPBUCOB;

3) Queso — BricokoTOUHOE cpeacTBO omnpeneneHuss OC xocTa ceTH Ha OCHOBE
MOCBUIKK 1[EMU KOPPEKTHBIX U HEKOppekTHbIX TCP-makeroB, aHain3a OTKIMUKA U
CpPaBHEHMsSI €ro C MHOYKECTBOM H3BECTHBIX OTKIMKOB pasznnuHbix OC. JlaHHOe
CPEICTBO TAaKXKE SBISETCS TOMYJSAPHBIM HAa CETOJHAIIHMN J€Hb CPEACTBOM
CKaHUPOBaHUS,

4) Cheops — ckaHep TOIOJOTMH CETH MO3BOJSET MOJYYHUTh TOIOJIOTHIO CETH,
BKJIOUasi KapTUHY JoMmeHa, obmactu IP-agpecoB u T.1. Ilpu stom ompenensiercs OC
XOCTa, a TAK’KE BOBMOXKHBIE CETEBbIE YCTPOMCTBA (MPUHTEPHI, MAPIIPYTU3ATOPHI U T.11.);

5) Firewalk — ckanep, WCHONB3YIONIMI METOIbI TPOTPAMMBI traceroute B
WHTEpecax aHanm3a OTkiIuka Ha [P-makersl nmst ompeaeneHus KOHOUTypamuu
MEXCETEBOI0 IKpaHa ¥ MOCTPOCHUS TOIOJIOT MU CETH.

Ha »orame BTOpXkeHUS WHCCIENyeTCsl HAJIWMYWE TUIMOBBIX YSI3BUMOCTEU
B CHCTEMHBIX CEPBHUCAX WIHM OIMIHUOOK B aJIMUHUCTPUPOBAHUU CHUCTEMBI. Y CIICITHBIM
PE3yJIbTATOM UCTIONB30BAHUSA YSA3BUMOCTEN OOBIYHO SIBJISIETCS TOJYYEHHUE MPOLECCOM
HapyIIUTENIs]  NPUBUJIECTUPOBAHHOIO  PEXMMa  BBINOJHEHHS  (JocTyma K
NPUBWIETUPOBAHHOMY PEXHUMY BBITIOJIHEHHUS] KOMaHIHOTO MPOIECCopa), BHECEHUE B
CUCTEMY YYETHOW 3alMCH HE3aKOHHOTO TOJ30BaTels, MoiydeHue Qaira mapoien
WM HapyIIeHHe paboTOCIIOCOOHOCTH aTaKyeMOro X0cCTa.

OTOT 3Tan pa3BUTHUS YIpO3bl, Kak MpaBuilo, sBisercs MHorodasueM. K dazam
IpolLecca peain3aluy yrpo3bl MOIYT OTHOCHUTBCS, HAIIPUMED:

YCTAHOBJIEHUE CBSI3U C XOCTOM, OTHOCUTEILHO KOTOPOI'0 Pealiu3yeTcs yrpo3a;

BBISIBJICHUE YSI3BUMOCTHU;

BHEJIPEHHUE BPEIOHOCHOM MPOrpaMMBbl B HHTEPECAaX pacIIUpPEHUs TIPaB U JIp.

VYrpo3bl, peaiu3yeMble Ha dTane BTOPXKEHMsI, MOAPA3AEISAIOTCS MO YPOBHSIM
creka npotokoioB TCP/IP, mockonbky (hOpMHpPYIOTCS HAa CETEBOM, TPAHCIOPTHOM
WIH NPUKIIATHOM YPOBHE B 3aBUCIMOCTH OT MCIIOJIB3yEMOI'0 MEXaHU3Ma BTOPIKEHUSI.

K TunoBeiM yrposam, peanu3yemMbiM Ha CET€BOM M TPAHCIOPTHOM YPOBHSX,
OTHOCSITCS] TAKHE KaK:
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a) yrpo3a, HarpaBJicHHAs Ha MOJIMEHY JJOBEPEHHOTO OObEKTa;

0) yrpo3a, HanpaBJICHHAs] HA CO3/IaHUE B CETU JIOKHOTO MapIIpPyTa;

B) YrpO3bl, HAMIPaBICHHbIE HA CO3JJaHUE JIOKHOTO O0BEKTA C UCIOIH30BAHUEM
HEIOCTaTKOB aJITOPUTMOB yJAJICHHOTO TIONCKA;

r) yTpo3bl  THUNA  «OTKa3 B  OOCIYyXMBaHWUW»,  OCHOBaHHBIE  Ha
IP-nepparmentanuu, Ha hpopmupoBanun HekKoppekTHbIX ICMP-3anpocoB (Hanpumep,
ataka «Ping of Deathy wu «Smurfy), Ha dopmupoBaHUM HEKOPPEKTHBIX
TCP-3ampocoB (araka «Land»), Ha cO3JaHUM «IITOPMa» IIAKETOB C 3alpOCaMH
Ha coeaunenue (araku «SYN Flood») u ap.

K TunoBesiM yrposzam, pealn3yeMblM Ha TPHUKIAJTHOM YPOBHE, OTHOCATCS
yrpo3bl, HAMpPaBICHHBIC HAa HECAHKIIMOHUPOBAHHBIN 3aIyCK MPUIOKEHHMA, YTPO3HI,
peasim3aiusi KOTOPBIX CBsi3aHa C BHEAPEHUEM TNPOrPaMMHBIX 3aKJIaOK (THMa
«TPOSTHCKUI KOHbBY), C BBISIBJICHUEM MApOJICH JOCTYIA B CETh WM K ONPEICICHHOMY
XOCTY U T.JI.

Ecnu peanusainus yrpo3sl HE MpPUHECTA HAPYIIMTENIO HAWBBICIIUX IpaB
JOCTyTa B CHCTEME, BO3MOXKHBI MOMBITKH PACHIMPEHUS dTHX MpaB A0 MaKCUMaJIbHO
BO3MOXKHOTO ypOBHS. {71 3TOro MOTyT HCIONB30BATHhCS YA3BUMOCTH HE TOJBKO
CETEBBIX CEPBUCOB, HO M YSA3BUMOCTH CHCTEMHOI'O IPOTPAaMMHOIO OOecredeHus
xoctoB UCIIaH.

Ha »srane peanuzammu HECAHKIIMOHUPOBAHHOI'O JIOCTYIMA OCYIIECTBIISICTCS
COOCTBEHHO JOCTHKEHHUE LEIH peaTnu3aliy yrpo3bl:

HapylIECHUE KOH(UIECHINATBHOCTH (komupoBaHuUe, HEMPABOMEPHOE
pacupocTpaHEeHue);

HapyIlIeHHE [EJIOCTHOCTU (YHUUTOXKEHHE, N3MEHEHHUE);

HapyIIeHUe JOCTYIMHOCTU (OJIOKUPOBAHUE).

Ha sTom >xe sTare, mociie yka3aHHbIX JE€HCTBUM, KaK MpaBuio, GopMUpYETCS
TaK Ha3bIBa€MbIH «UYEPHBIH BXOA» B BHAE OJHOTO W3 CEPBUCOB (JAEMOHOB),
OOCTY>KMBAIOIIMX HEKOTOPBIM TMOPT ¥ BBHINOJHSIOMIUX KOMAaHIbl HApYIIUTEIS.
«YepHblil BXOJ» OCTaBIISIETCS B CUCTEME B MHTEpecax 00eCIeueHUs:

BO3MOXKHOCTH TIOJTYYUTh JOCTYNl K XOCTy, HaX€ €ClTu aJIMHHHCTPATOp
YCTPAHUT MCTIOJIB30BAHHYIO JJIsl YCTICITHOW pean3alii yTPO3bl YSI3BUMOCTD;

BO3MOKHOCTH TOJIYYHUTb JOCTYII K XOCTY KaK MOKHO 00Jiee CKPBITHO;

BO3MOXHOCTH TOJIYYHUTh JOCTYIl K XOCTY OBICTpO (HE TOBTOpPSiE 3aHOBO
IPOIECC peaU3aliK YTPO3bl).

«YepHBIid BXOI» TIO3BOJSIET HAPYIIUTETI0 BHEAPUTH B CETh WM Ha
OIpeNeTICHHBI XOCT BPEIOHOCHYIO MPOrpaMMy, HalpUMep, «aHaJIU3aTop Mapoieil»
(password  sniffer) —  mporpammy,  BBIACHAIONIYIO  IOJb30BATEIbCKHUE
UACHTU(PUKATOPHI U TAPOJIU U3 CETEBOro Tpaduka npu padoTe MPOTOKOIOB BHICOKOTO
yposus (ftp, telnet, rlogin u T.1.). O0bekTaMu BHENPEHHS BPEIOHOCHBIX MPOTrPaMM
MOTYT OBITh MPOTPaMMBbl ayTEHTHU(GUKANNK W HIACHTU(DHUKAIIUNA, CETEBBIC CEPBUCHI,
SJIPO ONIEPAIIMOHHOMN CUCTEMBI, (DaityioBasi cuctema, OMOIMOTEKHU U T.JI.

Hakoner, Ha »Tane JUKBUAALMK CJIEIOB Pean3allii YyIPo3bl OCYIIECTBIISIETCS
MOMNBITKA YHUYTOXKEHUS CIJIENOB JEUCTBUU Hapywurensd. [Ipm stom ypansarorcs
COOTBETCTBYIOIIIME 3alMCH W3 BCEX BO3MOXHBIX JKypHAJIOB ayquTa, B TOM YHCIIE
3ammcu o ¢akte coopa nHGopMaIuu.
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5.5. O01mas XxapakTepuCTUKA YIPO3 MPOrPpaMMHO-MAaTEeMATHYECKHUX
BO3/1eCTBUH

[IporpaMMHO-MaTEMaTHUYECKOE BO3JIEUCTBUE — 3TO BO3JICHCTBUE C MOMOIIBIO
BPEAOHOCHBIX MporpamM. [IporpaMmoii ¢ mOTEHIMAIBLHO OMACHBIMU MOCIEICTBUSIMHU
WIM BPEAOHOCHOW TMPOrpaMMOW  HAa3bIBAlOT HEKOTOPYID  CaMOCTOSITENIbHYIO
nporpaMMmy (HaOOp MHCTPYKIMI), KOTOpas CIOCOOHA BBIMIOJHATH JIFOOOE HEMyCTOe
MOJIMHOXECTBO CJIEIYIONIUX (PYHKITUH:

CKpBIBATh MPU3HAKU CBOEr0 MPUCYTCTBUS B POIPAMMHOM Cpele KOMIIbIOTEPA,;

00JaaTh CIOCOOHOCTBIO K CaMOJIyOJMPOBAHHUIO, ACCOLMMPOBAHUIO ce0s C
JAPYTUMHU TIporpaMmamMu U (WIH) MEepeHOCYy CBOMX (PparMeHTOB B HHbBIE 00JIacTh
ONEPATUBHOM WJIM BHELIHEHN NIAMSITH;

paspymath (MCKaXXaThb TMPOU3BOJBHBIM  00pa3oM) KOJ MporpamMm B
OIEPAaTUBHOM MaAMSTH;

BBITIOJTHSATh 0e3 WHULIMUPOBAHUS co CTOPOHBI MOJIb30BATEIIS
(MONMBb30BAaTENBCKOM  MporpaMMbl B IITAaTHOM  PEXUME €€  BBINOJIHEHUS)
JECTPYKTUBHBIC (DYHKIMH (KOTMMPOBAHUE, YHUUTOKEHUE, OJIOKUPOBAHUE U T.11.);

COXpaHATh (parMeHThl WH(GOPMAIIUU U3 OMEPATUBHOM MaMATH B HEKOTOPBIX
00J1aCcTsIX BHEIIHEW MaMsITH MPSMOT0 JOCTYIa (JIOKAJTbHBIX WU yIaJeHHBIX);

UCKa)XaTh TMPOU3BOJIBHBIM 00pa3oM, OJIOKMpOBaTh U (WJIM) TIOJMEHATH
BBIBOJIMMBI BO BHEIHIOK MMaMsITh WM B KaHAJI CBSI3M MaccuB WH(pOpMAaIuH,
oOpa3oBaBImIUKCS B pe3ylnbrare paboThl NPUKIAAHBIX MPOTpaMM, WIH YKe
HaXOJSIIIMECS] BO BHEIIHEN AMATH MACCUBBI JIaHHBIX.

Bpenmonocueile  mporpamMmbl  MOTYT — OBITh ~ BHECEHBI  (BHEIOpPEHBI)  Kak
NpeHaMEPEHHO, TaK W CIy4alHO B MPOrpaMMHOE OOECIeueHHe, HCIIOIb3yeMOe B
UCIIIn, B mporecce ero pa3pabOTKH, COMPOBOXKIACHUS, MOMU(MDUKAIMA U HACTPOWKH.
Kpome »sTOro, BpemoHOCHBIE TMpPOrpaMMbl MOTYT OBITh BHECEHBI B IIPOLIECCE
skcruryatarmy VICITJ{H ¢ BHeTHIX HOcHTeNeil nH(OpMAIK WA TIOCPEACTBOM CETEBOTO
B3auMoJencTBus Kak B pesyabsrare HC/I, Tak u ciryqaiino nons3osarenssmu UCT/IH.

CoBpeMEeHHBIE BPENOHOCHBIE MPOrPaMMbl OCHOBaHbl HAa HCIOJb30BAHUU
YSI3BUMOCTEH pa3iMyHOro pojia MporpaMMHOro odecrneyeHus (CUCTEMHOro, 00IIero,
NPUKJIATHOTO) ¥ Pa3sHOOOPA3HBIX CETEBBIX TEXHOJIOTHWH, O0JIaJaloT [IUPOKUM
CIIEKTPOM  JIECTPYKTHUBHBIX  BO3MOXHOCTEl  (OT  HECAaHKIMOHUPOBAHHOIO
uccinenoBanus mnapamerpoB MCIIJ[n 6e3 BmemarenscTBa B (DYyHKIIMOHHUPOBAHUE
UCTIdnH, no yauutoxkenus [1JIln u nporpammuoro obecneuenust UCII/Ixn) u moryr
JCMCTBOBATh BO BCEX BHUJAX MPOrpaMMHOrO obecrnedueHus (CUCTEMHOTO,
MPUKIJIATHOTO, B JpaiiBepax anmapaTHoOro o0ecreueHus 1 T.1.).

Hamuune B WCIIJIH BpemoHOCHBIX MpOrpaMM MOXET CIOCOOCTBOBATh
BO3HUKHOBEHHUIO CKPBITHIX, B TOM YHCJI€ HETPAJUIIMOHHBIX KaHAJIOB JOCTyMa
K MHGOpPMAINH, TTO3BOJISIIOIIUX BCKPBIBATh, OOXOIUTh WU OJOKHUPOBATH 3aIUTHBIC
MEXaHU3MBbI, TMPEIYCMOTPEHHbIE B CHUCTEME, B TOM 4YHUCJIE MaPOJbHYIO
U KpUnTorpaudecKyro 3aiuTy.

OCHOBHBIMH BUJAMHU BPEIOHOCHBIX POrPaMM SIBISIOTCS:

IPOrpaMMHBbIE 3aKJIAJIKU;

KJIACCUYECKHE MTPOrpaMMHBIE (KOMIIBIOTEPHBIE) BUPYCHI;

BPEIOHOCHBIE MTPOrPaMMBI, PACTIPOCTPAHSIONINECS IO CETH (CETEBBIC YEPBH);

IPYTHe BPENOHOCHBIE IPOrpaMMBI, ITpeTHa3HaueHHble Juist ocymecTBiennss HC/I.
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K mnporpamMmMHBIM 3akKjiaJkaM OTHOCSTCS TPOrpaMMbl, (parMeHThl KoJa,
WHCTPYKIUH, (HOPMHUPYIONIHME HEICKIApUPOBAHHBIE BO3MOXXHOCTH TMPOTPAMMHOTO
obecrnieueHusi. BpemoHOCHBIE MporpaMmbl MOTYT TEPEXOAWTH M3 OJHOTO BHIA B
Apyroii, HampuMmep, MPOrpaMMHAsi 3aKJIaJKa MOXKET CT€HEpHUPOBATh MPOTPAMMHBIN
BHUPYC, KOTOPBHIN, B CBOIO OYEpE/lb, MOMAB B YCIOBHS CETH, MOXET C(OPMUPOBATH
CETEBOT'0 UEPBSl WM JPYTYIO BPEIOHOCHYIO MPOrpaMMy, MpeIHa3HAYEHHYIO s
ocymectienust HCJI.

Knaccudukamnus mporpaMMHBIX BHPYCOB M CETEBBIX UEpBEH NpeACTaBICHA Ha
pucynke 14. KpaTkas xapakTepUCTHKa OCHOBHBIX BPEIOHOCHBIX MPOTPAMM CBOIUTCS
K ClIeyIoleMy. 3arpy30uHble BUPYChI 3alIMChIBAIOT ce0s1 JIMOO B 3arpy304HbIi CEKTOP
mucka (boot-cexTop), MO0 B CEKTOP, COAEp AU CUCTEMHBIN 3arpy34udK BUHUECTEpa
(Master Boot Record), mnbo MeHsSIOT yka3aTenb Ha akTUBHBIM boot-cektop. OHH
BHEJIPSIFOTCSI B MaMATh KOMIIBIOTEpA IMPH 3arpy3ke ¢ mHUIMpoBaHHOTO aucka. [lpu
ATOM CHUCTEMHBIN 3arpy34dK CYHUTHIBACT COJCPKUMOE IEPBOIO CEKTOpa JAHCKa, C
KOTOPOTO MPOM3BOAMTCS 3arpy3ka, MOMEIIaeT CYNTAHHYI0 MH()OpPMAIMIO B MaMSTh H
nepeaaeT Ha Hee (T.e. Ha BUpYC) ympaiieHue. [lociae 3Toro HaUMHAIOT BBITIOJIHSTHCS
MHCTPYKIIMU BUPYCA, KOTOPBIH, Kak MPaBUIO, YMEHbIIAET 00BEM CBOOOJHOM MaMsTH,
KOMUpPYeT B OCBOOOJMMBIIEECS MECTO CBOM KOI M CUUTBIBaeT C JHCKa CBOE
NPOJOIDKEHHE (€CIIM OHO €CTh), TIePEeXBaThIBAET HEOOXOANMBIE BEKTOpA MPEpPhIBAaHUIMA
(06b1yHO — INT 13H), cunthiBaeT B mamMsiTh OpUTMHAIBHBIA bOOt-CEKTOp U TepeiaeT Ha
HETO yIpaBJIeHHUE.

B nanpHeiimeM 3arpy3ouHblii BUPYC BeleT ce0si Tak ke, Kak (ailioBbIii:
MepexXBaThIBACT OOpAIECHUS OTNICPAIIMOHHON CUCTEMBI K TMCKaM M WHQUIUPYET WX, B
3aBHCHUMOCTH OT HEKOTOPBIX YCIIOBUI COBEpIIAET JECTPYKTHUBHBIE JCHCTBHSA,
BBI3BIBAET 3BYKOBBIC d(D(PEeKThI MK BUI€03H(DEKTHI.

OCHOBHBIMH ~ JIECTPYKTUBHBIMH  JCHCTBUSIMH,  BBITIOJHSACMBIMA  OTUMU
BHUPYCAaMH, SIBJISTIOTCS

YHUUYTOXXKCHUE MHPOPMAIIMK B CEKTOPAX JUCKET U BUHYCCTEPA;

UCKJIIOYCHHE BO3MOXKHOCTH 3arpy3KH OIEPAIMOHHON CHCTEMbI (KOMIIBIOTED
«3aBHCAETY);

HCKa)XCHHE KOJa 3arpy34nKa;

(dbopmaTupoBaHUEe JUCKET WM JIOTUUECKHUX JUCKOB BUHUECTEPA;

3akpeiTue goctyna k COM- u LPT-nopram;

3aMeHa CUMBOJIOB MPH TI€YaTH TEKCTOB;

MOJIEPTUBAHUS DKPAHA;

U3MCHCHHUE METKHU JUCKA WU JTUCKETHI;

CO3JIaHUE MCEeBAOCOOMHBIX KIIACTEPOB;

CO3J]JaHH€ 3BYKOBBIX M(WIM) BHU3YyalbHBIX 3(Q¢dEKTOB (Hampumep, NajeHUE
OYyKB Ha 3KpaHe);

nop4a (aiiyioB TaHHBIX;

nepes3arpys3ka KOMIbIOTepa;

BBIBO/]] Ha 3KpaH pa3HOOOPA3HbIX COOOILIECHUH;

OTKITFOUEHHE TepUPEPUITHBIX YCTPONCTB (HAIpUMEp, KIIaBHATYPHI);

M3MEHEHUE MaTUTPhI SKPaHa;

3aroTHEHUE dKpaHa MOCTOPOHHUMHU CUMBOJIAMU WIIH U300paKEHUSIMU;
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MoraiieHue KpaHa v MepeBo] B PEXKUM OXKHUIAHUS BBOJA C KIaBUATYpPHI;
mpoBaHUE CEKTOPOB BUHYECTEPA;

BbIOOPOYHOE YHHMUTOKEHHE CHUMBOJIOB, BBIBOJAMMBIX Ha 3KpaH NpU Habope
C KJIaBUaTypHI;

yMEHbIIIEHHE 00beMa ONepaTUBHON NaMsITH;

BBI30B II€YATH COJIEPKUMOIO IKPaHa;

OJIOKMpOBaHUE 3aIUCH HA JIUCK;

yHrnuTOXKeHHue Tabmumpsl pa3duenust (Disk Partition Table), mocnme storo
KOMIIBIOTEP MOKHO 3arpy3UTh TOJIBKO C (PIOMIH-TUCKA;

OJIOKMpOBaHUE 3aITyCKa UCIIONHIEMBIX (DaiiyIoB;

0JIOKUpOBaHUE AOCTyNa K BUHUECTEPY.

BonbIIMHCTBO 3arpy304HBIX BUPYCOB NEPE3AMUCHIBAIOT ce0sl HA (hIIOMIU-AUCKU.

@ailioBble BUPYCHl MPU CBOEM PAa3MHOKEHHHM TEM WJIH HHBIM CIIOCOOOM
UCTIONB3YIOT (PaiyIOBYIO CUCTEMY KaKOH-INOO ornepanuoHHou cucteMsl. [1o crocody
3apakeHHs (GalIoB  BUPYCHI JENATCA Ha  3amemaroniue  («overwritingy),
napasutudeckue («parasitic»), KoMnaHbOH-BUPYCHI («companiony), «link»-supycsr,
BUPYCHI-UEPBU M BUPYCHI, 3apaxatoniue o0bekTHbie monynu (OBJ), 6ubnuorexu
koMnmisiTopoB (LIB) u ucxogubie TEKCTHI TPOTpaMM.

Meron 3apaxkeHus «OVErwriting» ssisiercss Hawbosiee TPOCTHIM: BHPYC
3alMChIBAET CBOW KOJI BMECTO KOJla 3apakaeMoro (aiina, yHUYTOXas €ro
cogepxkumoe. EcrecTBeHHO, 4TO mpu 3TOM (paiin mepectaer paboTraTh M HE
BOCCTaHaBIMBaeTCs. Takue BUPYChl OYEHb OBICTPO OOHAPYKMBAIOT ceOs, TaK Kak
olepalioHHasi CUCTEMa U IMPUJI0KEHUS JOBOJIBHO OBICTPO MEPECTAOT padoTaTh.

K mapasurnueckum OTHOCSTCS Bce (hallJIoBble BHPYCHI, KOTOpPbIE TIpU
pacnupoCTpaHEHUH CBOMX KOIMUM 00s3aTe€IbHO M3MEHSIOT CcoAepKuMoe (Hhaitsios,
OCTaBJIAsl caMu (Pailsibl IPU ATOM TMOJHOCTBIO WM YAaCTUYHO PabOTOCIOCOOHBIMHU.
OCHOBHBIMM THIAMH TaKUX BUPYCOB SIBIISIFOTCS BUPYCHI, 3aIIMCBHIBAIOIINECS B HAYAJIO,
cepeAnHy wuiauM KoHen  ¢aitnoB. OToenbHO cieayeT  OTMETUTh  JOBOJIBHO
HE3HAYNTEIbHYIO TPYNIy Mapa3UTHYECKUX BHPYCOB, HE MMEIOIIMX «TOYKH BXOZIA»
(EPO-Bupycel — Entry Point Obscuring viruses). K HEUM OTHOCATCS BHPYCHI, HE
3aMMCHIBAIOIINE KOMaHY Mepenadn yrnpasieHus B 3aroioBok COM-daiinor (JMP) u
HE M3MEHAIONIME aJpec TOYKU ctapTa B 3aronoBke EXE-¢aiinos. Takue Bupych
3aMKMCHIBAIOT KOMAaHAY Mepexoja Ha CBOM KOJl B Kakoe-1100 MECTO B cepeiuHy (aiiia
U TIOJYYaroT YIpaBJICHWE HE HETMOCPEICTBEHHO IMPH 3allyCcKe 3apa)xeHHoro ¢aina, a
IIPU BBI30BE MPOLEAYPHI, COAEPKALIEH KOJ MEperadn yIpaBiI€HUsl Ha TEJI0 BUpYcCA.
[Ipudem BBINOIHATHCS 3Ta MPOLIEypa MOXKET KpallHE PeAKO (HanmpuMep, IIPU BBIBOJIE
COOOIIIeHHs] 0 Kakou-1ubo crenuduueckoil ommodke). B pesynbraTe BUpPYC MOMKET
JOJITHE TOMbl «CHaTh» BHYTpHU (hailyla U MPOSBUTH c€0sl TOJBKO IMPU HEKOTOPBIX
OrPaHUYEHHBIX YCIOBUSX.

K kareropun «xOMHaHbOH» OTHOCSITCSI BUPYChI, HE MU3MEHSIOIINE 3apaKaeMble
¢aitnel. Anroput™ paboThl STUX BUPYCOB COCTOUT B TOM, UTO IS 3apakaeMoro ¢aiina
co3naercsi (hain-IBOMHUK, TpUYEM TPU 3alyCKe 3apaXeHHOro (aiiia ympaBieHHUE
Nojy4aeT HMMEHHO JTOT JBOMHMK, TO ecTh Bupyc. Hambornee pacnpocTpaHeHbl
KOMIIaHBOH-BUPYCHI, UCTIOIB3YIOIHE 0COOEHHOCTh DOS mepBbIM BBITIONHATH (Pailiibl
¢ pactrpenuem .COM, ecnu B OIHOM KaTajore MpUCYTCTBYIOT JiBa (paiina ¢ omHUM
U TEM K€ MMEHEM, HO pasnuuHbIMu pacmupeHusmMu umeHn — .COM u .EXE. Takue
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BUpYCHI co3aatoT Ay EXE-daiinoB ¢ainbl-CiyTHUKH, UMEIOLIUE TO K€ CaMO€ UMsl, HO
¢ pacmmpenuem .COM, nanpumep, mis daiita XCOPY.EXE cozmaercs daitn
XCOPY.COM. Bupyc 3anuceiBaercst B COM-daiin u Hukak He m3mensier EXE-daitn.
[Tpu 3amycke takoro ¢aina DOS nepBbiM 00Hapyxut U BbIoaHUT COM-daiin, To
€CTh BHUpYC, KOTOphIM 3areM 3amyctuT u EXE-¢aiin. Bropyro rpymmy cocTaBistoT
BUPYCHI, KOTOPBIE MNPU 3apAKEHUU MEPEUMEHOBBIBAIOT (haill B Kakoe-Inbo Apyroe
MMs1, 3alIOMUHAIOT €ro (ISl MOCJIEAYIONIEro 3anycka (aiiia-xo3siMHa) U 3alUChIBAIOT
CBOM KOJI Ha IMCK TMOJ] MMEHEM 3apakaemoro (aima. Hampumep, daitn XCOPY.EXE
nepeumenoBbiBaeTce B XCOPY.EXD, a Bupyc 3amuchiBaeTcs I0J HMEHEM
XCOPY.EXE. Ilpu 3anycke ynpaBi€HUE NOJNy4aeT KOJ BHUPYCa, KOTOPBIA 3aTeM
3anyckaer opuruHaibHbli XCOPY, xpansmmiics nox wumeHeM XCOPY.EXD.
WNHrepecen TOT akr, 4To AaHHBIA MeTon paboTaeT, MO-BUIUMOMY, BO BCEX
OMEpAllMOHHBIX CHUCTeMax. B  TpeTblo TIpynmy BXOIAT TaK Ha3bIBaEMbIC
«Path-companion» Bupycel. OHu MO0 3amKCBIBAIOT CBOW KOA TIOA HMMEHEM
3apakaeMoro (aiiia, HO «BBINIE» HAa OJWH YPOBEHb B MPOMHUCHIBAEMBIX ITYTSIX
(DOS, Takum o00pa3oM, TEpPBBIM OOHAPYKHUT H 3amMyCTUT Qaili-BuUpyc), JTHUOO
MEePEeHOCT (ailyi-»KepTBY HAa OJIMH MOJIKATAJIOT BBIIIE U T.J.

Bo3MOXHO  cymiecTBOBaHME UM JPYTMX THIIOB  KOMIIAHbOH-BUPYCOB,
UCTIONB3YIOMIMX  HWHBIE OpPUTHHAJIBHBIE HWJEU WIHM  OCOOEHHOCTH  JPYrux
OIEpPALMOHHBIX CUCTEM.

daiinoBeie YepBU (WOrms) sIBISIIOTCSA, B HEKOTOPOM CMBICIIE, pa3HOBUIHOCTHIO
KOMIIAHbOH-BUPYCOB, HO TIPM D3TOM HHUKOMM OOpa3oM HE CBS3bIBAIOT CBOE
MPUCYTCTBHE C KAKUM-JIMOO BBIMOIHSEMBbIM (aiimoM. [Ipu pasMHOKEHUNU OHU BCETO
JUIIb KOMUPYIOT CBOM KOJ B KakHMe-TMOO KaTajJord JMCKOB B HAJIEKIE, YTO ITH
HOBBIE KOMHUM OYyIyT KOrjga-nubo 3amyuieHbl mojb3oBareneM. MHorna 3tu BUpYCHI
JAl0T CBOMM KOIMSIM «CIE€HHUAJIbHBIE» UMEHA, YTOObI MOJATOJIKHYTH MOJIb30BATENS Ha
3amyck cBoe komuum — Hampumep, INSTALL.EXE wmm WINSTART.BAT.
CymiecTByIOT BHPYCBHI-YEPBHU, HCIIOIB3YIONIUE JTOBOJHHO HEOOBIYHBIE MPHUEMBI,
HalpuMep, 3anuchiBaronme cBou konuu B apxuBbl (ARJ, ZIP u npoune). Hekotopsie
BUPYCHl 3alMCHIBAIOT KOMAaHAY 3amycka 3apaxkeHHoro Qaitna B BAT-daiinsl.
He cnenyer myraTh (haiijioBbie BHPYCBHI-UYEPBU C CETEBbIMH 4epBsiMU. llepBwie
HCIIONB3YIOT TOJIBKO (DailioBble (YHKIIMM KaKOW-TUOO ONEpaliMOHHOM CHUCTEMBI,
BTOPBIE K€ MPU CBOEM Pa3MHOKEHUH MOJIb3YIOTCSI CETEBBIMH MPOTOKOJIAMHU.

Link-Bupycbl, Kak ® KOMIIAHbOH-BHPYChI, HE M3MCHSIOT (DU3HYECKOTO
COZIEP>)KUMOTO (DaliIoB, OHAKO MPH 3amycKe 3apakeHHoro daina «3actapistor»y OC
BBITIOJIHUTh CBOW KOJ. DTOW IEIHM OHHU JOCTHUTAIOT MomuduKaIerd HeoOXOIUMBIX
noJiek (paityioBoi CUCTEMBI.

Bupycsl, 3apaxaromue OMOTUOTEKH KOMMMISTOPOB, OOBEKTHBIE MOIYIU U
HUCXOJHBIC TEKCTHl TMPOTrpaMM, JOCTATOYHO OHK30TUYHBI M TPAKTUYECKH HE
pactipocTpaHenbl. Bupycsl, 3apaxaromue OBJ- u LIB-daiinbl, 3anuchiBaloT B HUX
CBO Konl B ¢dopMare OOBEKTHOTO MOIYJS WM OMONMMOTEKH. 3apa’kKeHHBIN Qaiin,
TakKUM 00pa3oM, HE SBIISIETCS BBINOJHSIEMBIM W HE CINOCOOCH Ha JajbHEHIIee
pacrpocTpaHEHUE BUpYyca B CBOEM TEKYILEM COCTOSIHUM. HocuTeneM ke «KUBOro»
Bupyca ctanoBurcsi COM- unu EXE-datin.

[TonyuuB ymnpaBneHue, ¢GalioBbIi BHUPYC COBEpIIAET CIEAYIOIIHUE oOIue
JEUCTBUA:
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MIPOBEPSAET ONEPATUBHYIO MaMsATh HA HAJIMYKUE CBOEM KOMUU U MHPUUHUPYET
aMsATh KOMIIBIOTEPA, €CIM KONHWS BUpYyca HE HaijeHa (B cllydae, €ClId BUPYC
SBIISICTCS PE3UICHTHBIM), UIIET He3apakKeHHbIC (Pailsibl B TEKyIeM U (M) KOPHEBOM
Karajore IyTeM CKaHMpPOBAaHMs JepeBa KaTajJoroB JIOTMYECKHX IUCKOB, a 3aTeM
3apakaeT oOHapyKeHHBIE (haliIbl;

BBINIOJIHSAET JIONOJHUTEIbHBIE (€CIM OHU €CTh) (DYHKLMH: AECTPYKTUBHbBIE
AeicTBuUs, rpaduyecKue Wik 3ByKOBbIE AP(PEKTHI U T.11. (IOMOTHUTEIbHbIE (QYHKIUN
PE3UJEHTHOIO BHpyCa MOTYT BBI3BIBATBCS CHYCTS HEKOTOPOE BpEMsS IOCIHE
aKTUBU3ALIMK B 3aBUCUMOCTH OT TEKYIIEro BpPEMEHH, KOH(PUIypaluu CHUCTEMBI,
BHYTPEHHUX CUETYMKOB BHpPYCa WM JAPYIHMX YCJIOBUMH, B 3TOM Clly4ae BHUPYC IpH
aKTUBU3aLMKU 00padaThIBAa€T COCTOSHUE CHCTEMHBIX YacOB, YCTAHABIMBAET CBOU
CUETYUKH U T.11.);

BO3BpAaIlla€T  yNpaBJI€HHWE OCHOBHOW IMporpamMme (eciii OHa  €cCTbh).
[TapazuTnueckue BUPYCHI MpU 3TOM JHOO jedar (aiis, BBHIMOIHSAIOT €ro, a 3aTeM
CHOBa 3apakaloT, JMOO0 BOCCTAHABIMBAIOT MporpamMmy (HO He ¢aill) B UCXOIAHOM
Bujie (Hanmpumep, y COM-miporpaMmMbl BOCCTAHABIIUBAETCSI HECKOJIBKO MEPBBIX OAMT,
y EXE-nporpaMmbl BbIUMCISETCS MUCTUHHBIM CTapTOBBIA aJpec, y JpauBepa
BOCCTAHABJIMBAIOTCSl 3HAUEHUSI aJIPECOB IPOrPaMM CTPAaTErvM U IPEPbIBAHUS).

HeoOxonqumMo oOTMeETUTh, YTO 4YeM OBbICTpEE pachpoCTpaHSEeTCsl BHUPYC, TEM
BEPOATHEE  BO3HMKHOBEHHME  SIUAEMHHM  3TOr0  BUPYCa, YE€M  MeEJJICHHEE
pacrpocTpaHsieTcsl BUPYC, TEM CIOXHEE €ro OOHAPYXHUTh (€Clid, KOHEYHO K€, 3TOT
BUpPYC Heu3BecTeH). Hepe3uaeHTHbIe BUPYCHl 4acTO SIBISIOTCS «MEIJICHHBIMU» —
OOJIBLIMHCTBO U3 HUX MPH 3aIlyCKe 3apa)kaeT OJMH WM JIBa-Tpu (paiina u He ycreBaer
3aIll0JIOHUTh KOMIIBIOTEP JIO0 3allyCKa aHTHUBHPYCHOW MpOrpaMMbl (WIM MOSBICHUS
HOBOW BEpPCHM aHTHBUpYCA, HACTPOCHHOW Ha JaHHBIA BUpYC). CyllecTBYIOT, KOHEYHO
e, HEPE3UJCHTHBIE «OBICTPBHIE» BUPYCHI, KOTOPBIE MPHU 3aIyCKE HMINYT U 3apPaKaroT
BCE BBINOJIHAEMbIE (DaijIbl, OJHAKO TAKWUE BHUPYCHl OYEHb 3aMETHBI: INPHU 3aIyCKe
KaXXJI0TO 3apa)KCHHOro (aifjla KOMITBIOTEP HEKOTOpOe (MHOT/AA JOCTAaTOYHO JIOJITOE)
BpeMsl aKTUBHO paldOTaeT C BHMHYECTEPOM, YTO jaeMackupyer BHUpyc. CKOpOCTb
pacnpoctpaneHus: (MHOHUIMPOBAHUS) Y PE3UICHTHBIX BUPYCOB OOBIYHO BBIIIE, YEM Y
HEPE3UJCHTHBIX - OHM 3apakaroT (aibl MpU KaKUX-IMOO oOpalleHusx K HuM. B
pe3ysibTaTe Ha JAUCKE OKAa3bIBAIOTCA 3apaXKEHHBIMM BCE WIIM MOYTH Bce (haiibl,
KOTOpBbIE€ TIOCTOSIHHO MCHOJB3YIOTCS B padore. CKOpoCTh pacnpocTpaHEHHs
(uHUIpPOBaHUS) PE3UACHTHBIX (HAHIOBBIX BHUPYCOB, 3apa)kalomuX (ailsibl TOIBKO
IpY WX 3aIlyCKe Ha BBIIIOJHEHHE, OYyAET HIDKE, YEM Y BUPYCOB, 3apaxaroliux (aiisl u
IpY UX OTKPBITUH, IEPEUMEHOBAHNH, U3MEHEHUH aTpuOyTOB (paiiia u T.1.

Takum o00pa3oM, OCHOBHBIE JI€CTPYKTUBHBIE JEWUCTBUSA, BBIIOJIHSIEMbIE
(baluIoBBIMM BHpYCaMH, CBS3aHbl C MOpakeHHEM (ailyioB (Yallle UCIOIHAEMBIX WIN
(GaiiIoB TaHHBIX), HECAHKIMOHUPOBAHHBIM 3aIlyCKOM pa3JIMYHbIX KOMaHja (B TOM
quciie, komMaua (OpMaTUPOBAHUS, YHUUTOXKEHHSI, KOIMPOBAHUS U T.I1.), U3MEHEHHEM
Ta0IULBI BEKTOPOB MpEphIBaHUM U p. BMecTe ¢ TeM, MOI'yT BBINOJIHATHCA U MHOTHE
JNECTPYKTUBHBIE JECHCTBUS, CXOAHBIE C TEMH, KOTOpPbIE YKa3blBaJUCh IS
3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) SABISAIOTCA @IporpaMMaMu Ha  SI3bIKax
(MaKposi3bIKax), BCTPOCHHBIX B HEKOTOPBIE CUCTEMbI 00paOOTKU JAHHBIX (TEKCTOBbBIE
PEIAKTOPBI, JIEKTPOHHBIE TAOIUIBI U T.1.). I CBOEro pa3sMHOKEHHUS TAKUE BUPYCHI
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UCTIONB3YIOT BO3MOYKHOCTH MAKpOS3BIKOB M TMPH WX TOMOIIU TEPEHOCAT cels U3
OJTHOTO 3apakeHHOro ¢aina (IoKyMeHTa WM Tabmuiel) B npyrue. Hawmbombiiee
pacnpocTpaHeHUE TONYYHJIM MaKpOBHPYChI ISl TMAaKeTa MNPUKIAIHBIX MPOrpaMm
Microsoft Office.

Jnst  cyliecTBOBaHMSI BHPYCOB B KOHKPETHOM cucreme (peaakTope)
HEOOXOAMMO HATMYUE BCTPOCHHOTO B CUCTEMY MaKpOSI3bIKa C BO3MOXHOCTSIMHU:

1) mpuBSA3KYU MPOrpaMMbl Ha MaKPOSI3bIKE K KOHKPETHOMY (haiiry;

2) KOITUPOBaHMsI MAKPOIIPOrpaMM M3 OJHOTO (haiiia B Apyroii;

3) mosiydeHus:  yNpaBlEHUsT  MaKpoIporpaMMoil  0e3  BMeIIaTelnbCTBa
MOJIb30BaTENsl (ABTOMAaTUYECKHUE UM CTAaHAAPTHBIE MAaKPOCHI).

JIaHHBIM YCJIOBHSIM YJIOBJICTBOPSIIOT TNPHUKIAAHBIE TMporpammbl  Microsoft
Word, Excel u Microsoft Access. Onu comepxat B cedbe makpos3biku: Word Basic,
Visual Basic for Applications. I1pu stom:

1) MakponporpaMMbl MPUBSA3aHBI K KOHKPETHOMY (aiily WM HaxOJIATCS
BHYTpH (paiina;

2) MakposI3bIK ~ TIO3BOJISIET ~ KONHMpoBaTh  (Gailiel  WiM  IepeMeniaTh
MaKpOIIPOrpaMMBI B CITy>KeOHbIE (DalijIbl CUCTEMBI U peAaKTUpyeMble (ailibl;

3) npu pabote ¢ (aiyioMm NpH ONMPEAEICHHBIX YCIOBUIX (OTKPBITHE, 3aKPHITHE
U T.J.) BBI3BIBAIOTCSI MAKpOIPOTrpaMMBbl (€CIU TaKOBBIE €CTh), KOTOPHIE ONPECICHBI
CHeruaibHbIM 00pa30M UM UMEIOT CTaHaPTHBIC UMEHA.

JlaHHass OCOOEHHOCTh MAaKpOS3bIKOB IMpeIHa3HaueHa JUIsi aBTOMATUYECKOU
00pabOTKH TaHHBIX B OOJBIITUX OPTAHU3AIMAX WIH B TJIOOATBHBIX CETSIX M MO3BOJISET
OpPraHU30BaTh TAaK HA3bIBAEMbIN «aBTOMATU3UPOBAHHBIN JOKYyMEHTO0000poT». C
APYroil CTOPOHBI, BO3MOKHOCTH MAaKpOSI3BIKOB TAaKHX CHCTEM IO3BOJISIIOT BUPYCY
MEePEHOCUTH CBOM KOJ| B AApyTHe (pailyibl U TakKuM 00pa3oM 3apakaTh UX.

BonpIIMHCTBO MakpOBUPYCOB AKTHUBHBI HE TOJBKO B MOMEHT OTKPBITHSA
(3akpeITHS) (aiiina, HO 10 TEX IMOp, MOKa aKTUBEH caM penaktop. OHHM collepiKaT BCe
cBou (GyHKUMM B Bujae craHaapTHbix makpocoB Word/Excel/Office. CymectBytor,
OJTHAKO, BUPYCHI, UCTIOIB3YIOIINE MPUEMBI CKPBITHS CBOETO KOJa M XpaHSIINE CBOMN
KO/ B BHJIe€ HE MakpocoB. M3BecTHO Tpu MOJOOHBIX MpUEMa, BCE OHU HCIOIB3YIOT
BO3MOXKHOCTh MakpOCOB CO3/aBaTh, PEAAKTUPOBATh U UCIOIHATH APYTHe MaKpOCHI.
Kak mpaBuiio, mojgoOHbIE BUPYCHI UMEIOT HEOONBIIONW (MHOTAAa — MOJIUMOPQHBIN)
MaKpOC-3arpy34uK BHpYyCa, KOTOPBIA BBI3BIBAET BCTPOCHHBIN PENAKTOP MaKPOCOB,
CO3/1a€T HOBBII MakpoOC, 3alOJIHAET €ro OCHOBHBIM KOJIOM BHpYCAa, BBIMOJHIET U
3aTeM, Kak MPaBHJIO, YHHUUTOXAET (Y4TOOBI CKPBITh CIEIbl MPUCYTCTBUS BHUPYCA).
OCHOBHO# KO TAKUX BUPYCOB MPHUCYTCTBYET JTUOO B CAMOM MaKpOCE€ BHpYyCa B BHJIE
TEKCTOBBIX CTpPOK (WMHOrJa — 3amu(pOBaHHBIX), JHUOO XpaHUTCSI B O00IaCTH
MEepEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCATCS BHPYCHI, KOTOPBIE JUISI CBOETO pPaCHpOCTpaHEHUS
aKTUBHO MCMOJB3YIOT MPOTOKOJIBI M BO3MOKHOCTH JIOKAJIBHBIX U TJI00ATBHBIX CETEH.
OCHOBHBIM TIPUHIIMIIOM pabOTHI CETEBOTO BHpYyca SBISIETCS BO3MOXXHOCTh
CaMOCTOSITEJILHO NepeaTh CBOM KOJ Ha yJAJICHHBIN cepBep WK pabovyylo CTaHIHIO.
«[lonHOILIEHHBIE» CETEBbIE BUPYCHI MPU STOM O0JIAIAIOT €€ U BO3MOXKHOCTHIO
3aIlyCTUTh Ha BBINOJHEHHE CBOM KOJ Ha YJAJE€HHOM KOMIBIOTEPE WM, IO KpanlHEH
Mepe, «IOATONKHYTH)» MOJIb30BaTENs K 3aIyCKY 3apa)KeHHOTo ¢aiina.
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BpenonocueiMu niporpammamu, obecneunBatouiumMu ocymiectsienne HC/I,
MOT'YT OBITb:

IpOrpaMmbl 110A00pa U BCKPBITHUS MAPOJIEH;

IIPOrPaMMBl, PEAIU3YIOIIKUE YIPO3bI;

IpOrpaMMbl,  JEMOHCTPUPYIOLIME  HCMOJIb30BAaHUE  HENECKIAPUPOBAHHBIX
BO3MOXHOCTEH MPOrpaMMHOI0 U porpaMMHo-anmnapaTHoro odecnieuenuss UCIIH;

IIPOrpaMMBbI-T€HEPATOPHI KOMIIBIOTEPHBIX BUPYCOB;

IPOrpaMMBHl, JEMOHCTPUPYIOLINE ySI3BUMOCTHU CPEACTB 3aIIUTHI
uHdopmauu 1 Jp.

B cBA3M ¢ YCIOXKHEHHEM U BO3PACTAHHEM Pa3HOOOpPa3Hs MPOrPAMMHOIO
o0ecreyeHNsl YUCII0 BPEAOHOCHBIX MPOorpaMM ObICTpo Bo3pacTaeT. CeroqHs U3BECTHO
6onee 120 ThiCAY CUTHATYp KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, Jalieko He Bce U3
HUX MPEACTABISAIOT PEAbHYIO yrpo3y. Bo MHOrMX ciydasx ycTpaHEHUE YSI3BUMOCTEN
B CUCTEMHOM WJIU MPUKJIATHOM MPOrPaMMHOM 00€CIIE€YEHUH TPUBEI0 K TOMY, UTO Pl
BPEOHOCHBIX IIPOrpaMM YK€ HE CHOCOOEH BHEIPUTHCA B HUX. HYacTO OCHOBHYIO
OITIACHOCTH IMPEACTABIISIOT HOBBIC BPEIOHOCHBIE IIPOrPaMMBI.

5.7. O01mAas XapaKTEePUCTUKA Pe3yJIbTATOB HECAHKIIMOHUPOBAHHOT O
WIH CJIY4YaiHOI'0 J0CTYyNa

Peamuzamus yrpo3 HCJl k mHbOpmMamumum MOXKET MPUBOIUTH K CIEMYIOUIAM
BUJIaM HapylIeHus ee 0€30MacCHOCTH:

HapylIeHUI0  KOH(PUICHINAIBHOCTH (komupoBaHUe, HEMPAaBOMEPHOE
pacnpocTpaHeHue);

HApYIICHHUIO MEJTOCTHOCTH (YHUYTOXKEHUE, U3MCHEHHE);

HapYIIEHUIO IOCTYMHOCTH (OJIOKUPOBAHUE).

Hapyienne KoHQUACHIMAIBHOCTA MOXKET OBbITh OCYILECTBICHO B Cllydae
YTEUKU MHPOPMATIHH:

KOIMPOBAHUS €€ Ha OTUYKJaeMble HOCUTENU HH(OpMaIny;

nepeayu ee no KaHajlaM Mepeadyu JaHHbIX;

OpU MPOCMOTPE WIM KOMHPOBAHMM €€ B XOJ€ PEMOHTAa, MOAU(PHUKAIUU
Y YTUJIU3ALMHI TPOrpaMMHO-aNNapaTHbIX CPEJICTB;

npu «cOOpKe Mycopay HapyiuTeneM B mporecce skcrutyaranuu UCITIH.

Hapyienue neinocTHOCTH HHDOPMAIIMK OCYIIECTBISETCS 3a CUET BO3JAEHCTBUS
(MoaupuKanuu) Ha NPOrpaMMbl U JAaHHBIE MMOJIB30BATENS, @ TAKKE TEXHOIOTUUECKYIO
(cucTemMHy10) MH(POPMAIINIO, BKIFOUYAIOIIYIO:

MUKpONPOrpaMMbl, JaHHblE M JpaiiBepa YCTPOWCTB BBIYUCIUTEILHOU
CUCTEMBI;

MpPOrpaMMbl, JaHHBIE M JpaiBepa YCTPONCTB, OOECIEUMBAIOIINX 3arpy3Ky
ONEPAMOHHON CUCTEMBI;

MpOrpaMMbl W JIaHHBIE (JIECKPUIITOPHI, OMHUCATENH, CTPYKTYPHI, TaOIUIIBI
U T.Jl.) ONIEPAllMOHHON CUCTEMBI;

IPOrpaMMBbI U JaHHbIE MPUKIIATHOTO IPOrPaMMHOT0 00ECTIeYeHUS;

MPOrpPaMMbl U JJAHHBIE CIIEIIMATILHOTO TPOrPAMMHOT0 00ECTICUEHHUS;

MIPOMEKYTOUYHBIE (ONEepaTUBHbBIC) 3HAYEHHS MIPOrpaMM M JAHHBIX B IpOLECCe
ux 00paboTKu (YTEHUs/3amucH, TpHeMa/mepenayu) CpeAcTBaMU U yCTPOMCTBAMU
BBIYHMCIIUTEIbHON TEXHUKH.
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Hapymenne wnenoctHoctu wuHpopmammu B MHCII[IH Moxer Takxke OBITH
BBI3BAHO BHEJPEHUEM B HEE BPEAOHOCHOH NpPOrpamMmbl MPOrpaMMHO-AIIapaTHOM
3aKJIaJIKW WM BO3JEHCTBUEM Ha CUCTEMY 3alIUThl MHPOPMALIMU WU €€ DJIEMEHTHI.

Kpome »srtoro, B HCII/IH BO3MOXHO BO3IEHCTBHE HA TEXHOJIOTHYECKYIO
ceTeByl0 HMHpOpMAIIMIO, KOTOopas MOXxeT obecrneunBaTh (DYHKIIMOHUPOBAHUE
Pa3IUYHBIX CPEJCTB YIPABJICHUS BEIUUCIUTEIBHON CEThIO:

KOH(HUTypaIrmen ceTu;

ajipecaM¥ M MaplIpyTU3alMen epeiauul JaHHbIX B CETH;

(YHKUIHOHAIBHBIM KOHTPOJIEM CETH;

0e30macHOCThIO HHGOPMAIINH B CETH.

Hapymenune  goctymHocT ~— MH(poOpManuu  oOecrieuuBaeTrcss  IyTeM
dbopmupoBanus (MonuduKanuyi) HWCXOAHBIX JAHHBIX, KOTOpbIE MpU 00paboTKe
BBI3BIBAIOT HENPAaBWIbHOE ()YHKLIMOHMPOBAHUE, OTKa3bl ammaparypbl WM 3axBar
(3arpy3Ky) BBIYHCIMUTEIBHBIX PECYPCOB CHUCTEMBI, KOTOpPbIE HEOOXOAUMBI IS
BBITNIOJIHEHUS [TPOrPaMM U pabOThI anmnapaTyphl.

VkazaHHble JEHUCTBUS MOTYT TPUBECTH K HApYUIEHUIO WM OTKa3y
(GyHKIIMOHUPOBAHUSA MTPAKTUUECKH JTIOOBIX TexHuueckux cpeacts UCITI/In:

cpenctB 00paboTKu UHGpOPMAITUH;

CPEICTB BBOJIa/BbIBOJIA MH(OPMALIHH;

CPEACTB XpaHEeHUs HUH(OpMALINY;

anmnaparypsl U KaHAJIOB NIEpeayn;

CPECTB 3alIUThI HHPOPMALIHH.
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6. TunoBbIe MoO/IeJIM YIPO3 0€30NMACHOCTH NMEPCOHATbHBIX TAHHBIX,
o0padaTbiBaeMbIX B MHGOPMANIMOHHBIX CHCTEMAX NMEPCOHATbHBIX TaHHbIX

B 3aBucumocTu oT 1eneit u copepkanus oopadorku I1/[H omepaTop moxer
ocyuiecTBiIsATh 00padoTky [11n B UCIT[{H pa3nuyHbIX THUIIOB.

[Io crpykTtype  UHGMOPMAIMOHHBIE  CHUCTEMBbI  MOAPA3IACIAIOTCA  Ha
aBTOMAaTU3UPOBAHHBIE paboure MecTa, JIOKAJIbHbIE WH()OPMAIIMOHHBIE CUCTEMBI U
pacnpeereHHble HHPOPMalIMOHHBIE CUCTEMBI.

[To HaMMYUIO TOAKIIOYEHHH K CEeTSAM CBsSI3W OOLIEro MOJIb30BaHUS W (WJIN)
CeTSM MEXIYHApOJHOTO HWH(POPMAIIMOHHOTO OOMEHa WH(OPMAIIMOHHBIE CHUCTEMBI
MOPA3ACIISIOTCS Ha CUCTEMbI, UMEIOITUE TOJKIIOUEHUS, U CUCTEMbI, HE MUMEIOIINE
MOJIKJIIOYECHHUM.

[To pexxumy 00pabOTKH MEPCOHATBHBIX JAaHHBIX B MH(GOPMAIMOHHON CHUCTEME
WH(OPMAIIMOHHBIE CUCTEMBbl MOJPA3JEISAIOTCS Ha  OJHOIOJIL30BAaTEIbCKUE U
MHOT'OITOJIb30BaTEIbCKUE.

[To pa3zrpanuyeHuto NpaB AOCTYIIA MMOJIb30BaTENeH HHPOPMAIIMOHHBIE CUCTEMBI
NOJAPA3ACISIIOTCS HA CUCTEMBbl 0€3 pasrpaHUyeHUs MpaB JOCTYNMa U CUCTEMbI C
pasrpaHUYEHUEM MpaB AOCTYIIA.

NudopMalimoHHbIE CHCTEMBI B 3aBUCUMOCTH OT MECTOHAXOXJCHHUS UX
TEXHUYECKUX CPEACTB MOAPA3ACISIOTCA HAa CUCTEMbI, BCE TEXHUYECKHE CPEICTBA
KOTOpPBIX HaxoasaTca B npeaenax Poccuiickonn denepanuu, U CUCTEMbI, TEXHUYECKUE
CpeACTBa KOTOPBIX YACTUYHO WM LEIMKOM HaxOIATCs 3a mpeaenamu Poccuiickoin
denepannu.

B 3aBucuMoOCTH OT TEXHOJIOTMH, COCTaBa W XapaKTEPUCTHUK TEXHUYECKHUX
cpenctB UCII[In, a Taxxke onacHoctu peanusanuu YBIIJIH u HacrymeHus
MOCJEACTBUA B PE3YyJbTAaT€ HECAHKIMOHWPOBAHHOIO WM CIy4ailHOro J0CTyna
MO>KHO BbLAeNUT caenyromue tunsl MCITH:

aBTOMAaTU3UPOBAHHbIE padOUMe MECTa, HE MMEIOIIHNE MOAKIIOUYEHUE K CETSIM
CBSI3M OOIIEro MOJIb30BaHUS U (MJIM) CETAM MEXIYHApOIHOro MHGOPMAIIMOHHOTO
oOMeHa;

aBTOMAaTU3UPOBAHHBIC pabOUre MECTa, UMEIOIINE MOAKIIOUEHNE K CETAM CBSI3H
OO0IIIero MoJIb30BaHUs U (WIIM) CETSIM MEXIYHAPOIHOTO MH(POPMAITMOHHOTO OOMEHA;

nokaneHble MCIIIH, He uMerolue IOAKIIOUEHHE K CETSAM CBS3U OOIIEro
MOJIb30BaHUS U (W) CETSIM MEXTYHApOIHOT0 HH()OPMAITMOHHOTO OOMEHa;

nokanpHble WCII[H, wnMeromme MNOAKIIOYCHUE K CETSIM CBSI3H  OOIIEro
MOJIb30BaHUS U (W) CETSIM MEXTYHApOJIHOT0 HH(DOPMAITMOHHOTO OOMEHa;

pacnpenenenubie CII/IH, He uMeromme NoaKII0UeHUE K CETSIM CBSI3U 00IIIEro
MOJIb30BaHUS U (W) CETSM MEXIYHApOIHOT0 HH()OPMAITMOHHOTO OOMEHa;

pacnpenenenubie MCITJIH, nMeromue MOAKIIOUEHUE K CETSM CBSI3U OOIIEro
MOJIb30BaHUS U (WJIM) CETSIM MEXAYHAPOJAHOT0 HH(POPMAIIMOHHOTO OOMEHa.

[IpumenuTenbHO K OCHOBHBIM TUIaM M CII/IH coCTaBIAOTCA TUIOBBIE MOJIENN
yrpo3 ©Oe3omacHoctu [1/lH, XapakTepu3ylolue HACTYIUIEHWE pA3JIUYHbIX BHJIOB
MOCJEACTBUA B PE3YyJbTAaT€ HECAHKUMOHUPOBAHHOI'O WM CIYYalHOrO AOCTYyNa M
peanmzauuu Y bITIH.

YacTtaeie Mosenu yrpo3 Oe3onacHoct [1J]I[H MpUMEHHUTENBHO K KOHKPETHBIM
UCII/In coctaBisitoTcs onepaTopamu, 3akazuukamu U paspadorunkamu MCIIIH Ha
ATarnax ux co3faHus v (WIn) dKCILTyaTalllu.
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6.1. TunoBasi MojieJIb Yrpo3 0€30MaCHOCTH MEePCOHAIBHBIX JAHHBIX,
o0padaTbiBaeMbIX B ABTOMATU3MPOBAHHBIX PA00UYMX MeCTaXx,
HMEIONIUX MOAKJIIYEHHE K CeTSIM CBSI3M 001€ro MoJib30BaHus
U (MJIH) CeTSM MEKIYHAPOAHOT0 MH(POPMAMOHHOI0 00MEeHa

[Ipu oOpaborke II/IH Ha aBTOMaTU3MPOBAHHOM pabO4YEM MECTE, UMEIOILEM
MOAKJTIOUEHHS K CETSM CBSI3M OOIIETO MOIb30BaHUs U (MJIU) CETSIM MEXKTYHAPOJIHOTO
nH(OPMAIMOHHOT'0 0OMeHa, BO3MOXKHa peanu3auus caeayomux Y bI1J(H:

YIpO3bl yTEUKU UH(POPMAITUHU 110 TEXHUIECKUM KaHaJIaM;

yrpo3bsl  HCJ k [II/lH, oOpabGaThiBaeMbIM Ha aBTOMAaTU3WPOBAHHOM
paboueMm MecTe.

VYrpo3bl yreuku nHQopMaIuy Mo TEXHHYECKUM KaHalaM BKJTIOYAIOT B ce0s:

YIPO3bl YTEUKU aKyCTUYECKOH (peueBoit) nHpOopMaIny;

yYIpO3bl YTEUKU BHI0BOM MH(MOpMAITUH,

yrpo3sl yTeuku nHpopMaiuu no kanary [ISMUH.

BosnuknoBenne YbIIJ[H B paccmarpuBaembix HCII[IH 1o TexHMYeCKUM
KaHajaM XapaKTepu3yeTcss TEMHU JKE€ YCJIOBUSMH U (PakropaMu, 4YTO H JUIs
aBTOMAaTU3UPOBAHHOTO paboyero MecTa, HEe HMMEIOLIEro MOJKIIOUYEHHUS K CeTsIM
o01IEero NoJib30BaHus U (MJIK) CETSM MEXAYHAPOIHOTO HH(OPMAIMOHHOI'O OOMEHa.

VYrposst HCJ] B UCII[IH cBsizaHbl ¢ OEWCTBUSMU HApYILIUTENEH, UMEIOIIUX
noctyn k HMCIIH, Bkmwouas mnosb3oBatenedt MCIIIH, peanu3yrmux yrpo3bl
HenocpeactBeHHo B MCII/IH, a Takke HapylmuTenei, He UMEKIUX AOCTyNa K
NCII[IH, peanu3yronumx yrpo3bl U3 BHEITHUX CETEH CBSA3M OOIIETro IOJIb30BAHUS H
(wnn) ceTelt MeXTyHApOIHOTO MH(GOPMAIITMOHHOTO 0OMEHa.

Yrpo3st HC/] B UCII/IH, cBSI3aHHbBIE C IEUCTBUAMU HapyUIUTENEH, UMEIOIIUX
noctyn k UCII/IH, aHamOru4Hbl TE€M, KOTOPBIE MUMEIOT MECTO ISl OTAEIBHOTO
APM, He MNOAKIIYEHHOTO K CETSIM CBSI3M OOLIETO TMOJIb30BAHUSA. YTPO3bI
U3 BHEIIHUX CETEN BKIIOYAIOT B ceO0s:

yrpo3bl «AHalu3a CETeBOro Tpaduka» C MEepexBaToM IepeAaBaeMod BO
BHEIITHUE CETH U MPUHUMAEMOM U3 BHEIIHUX CeTell HHpOpMaIny;

yIpO3bl CKAaHMPOBAHWSI, HAIIPABJICHHBIC HA BBISIBJICHUE THUIA ONEPALIMOHHOM
cucteMbl APM, OTKPBITBIX TOPTOB M CIIY>KO, OTKPBITBIX COSAMHEHUH U JIp.;

YIPO3bl BBISBJIIECHUS IAPOJIEH;

yrpo3sl nonyuenus HCJl myTem moiMeHbI TOBEpEHHOTO 00BEKTa;

yrpo3sl Trma «OTKa3 B 00CITyKUBAaHUN»;

YTPO3bI YIAIEHHOTO 3aIyCKa IPWIOKEHNM;

YIPO3bl BHEIPEHUS 110 CETH BPEIOHOCHBIX IMPOrPaMM.

6.2. TunoBasi Mmoesb Yrpo3 06e301acCHOCTH MEePCOHAJBHBIX JAHHBIX
o0padaTbiBaeMbIX B JIOKAJIbHbIX HH)OPMAIMOHHBIX CHCTEMAX
NEePCOHAJIBHBIX JAHHBIX, MMEIONIUX MOJK/II4YEHNEe K CETSM CBA3M 0011ero
M0JIb30BAHMS U (WJIH) CETAM MEKIAYHAPOAHOI0 HH(POPMALIMOHHOT0 00MeHa
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[Ipu o6pabdotke 1/ B nokanbubix UCIIJIH, nMeromux MoAKIIOYEHUE K CETSIM
CBSI3M OOIIET0 TOJB30BaHUS M (WJIM) CETIM MEXKIYHApOJHOr0 MH(POPMAIMOHHOTO
oOMeHa, BO3MOKHa peanu3arus ciaeayronmx Y BI1JIH:

yIpO3bl YTEUKU MH(OPMALIUU IO TEXHUYECKUM KaHallaM;

yrpo3el  HCJI k II/IH, oOpabaTeiBaeMbIM Ha aBTOMAaTU3HPOBAHHOM
paboueM MecTe.

Yrpo3sl yreuku nHGOpMaIMU 0 TEXHUYECKUM KaHalaM BKJIIOYAIOT B CeOs:

yrpo3bl YTEUKH aKyCTHUECKOH (peueBoil) uHpopmaiuu;

yIpO3bl YTEUKU BUI0BOM MH(pOpMaIUH;

yrpo3bl yreuku nHpopmaruu no kanary [IDMUH.

BosnuknoBenne YbBII/IH B paccmarpuBaembix HCII[IH mo TeXHUYECKUM
KaHaJlaM XapakTEepPU3yeTCs TEeMH JKE€ YCIOBUAMH M (dakTopamMu, YTO M JJIA
npeapiaymux Tunos MCIIH.

VYrpozsr HCJl cBs3aHbl ¢ JEHCTBUSMU HapyLIUTENEH, MMEIOIIUX JOCTYI K
NCITdn, Brmarowas  nonb3oBatenert  MCIIJIH,  peanu3ymomux  yrpo3bl
HenocpeactseHHo B MCII/IH, a Takke HapylmuTeNnel, HE MMEIOIIHUX JIOCTyNa K
NCII/IH, peanu3yomux yrpo3bl U3 BHEIIHUX CETEH CBSI3W OOIIEro MOJh30BAHUS U
(wn) ceTeit MeXTyHapOHOTO HHPOPMAIITMOHHOTO OOMEHa.

Yrposet HC/I, cBsizaHHBIE ¢ ACUCTBUAMU HAPYILIWUTENECH, WUMEIOIIUX JOCTYI
k UCII/H, BkitoyaroT B ceOsi yrpo3bl, aHAJIOTUYHbBIE TEM, KOTOPbIE PEaTU3YyIOTCS
B oTaeiabHoM APM, He uMeEIoleM MOAKIIOUEHUS K CEeTAM CBA3U OOIIEero
MOJIb30BAHUS.

VYTrpo3bl U3 BHEIIHUX CETEH BKIIIOYAIOT B ce0s:

yrpo3bl «AHalnM3a CETeBOro Tpauka» C IMepexBaTOM IEepeJaBaeMoi BO
BHEIITHUE CETH ¥ MPUHUMAEMOW U3 BHEIIHUX ceTel nHpopmaIuy;

yIpO3bl CKaHWPOBAHHWs, HAIPABJICHHBIC HA BBISABICHUE THUIIA ONEPALMOHHOMN
cuctembl UCIIJIH, ceTeBBIX apecoB pabOYnX CTAHIIUN, OTKPBITBIX MIOPTOB U CITYXKO,
OTKPBITBIX COEIUHEHUN U JIP.;

YTPO3bI BBISBIECHUS MTApOJIEH;

yrpo3sl nonyuyenuss HCJI myTem noameHsl 1OBEpEHHOIO 00bEKTa;

yrpo3sl Thna «OTka3 B 00CIy:KUBaHUNY;

YTPO3bl YAAIEHHOTO 3aIyCKa IPWIOKECHUMH;

YIPO3bl BHEIPEHHUS TIO CETH BPEAOHOCHBIX MTPOTPAMM.



